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S E A L E D 
BY COURT O R D E R 

UNITED STATES DISTRICT COURT 
for the 

United States of America 
v. 

CARL MARK FORCE IV, et al 

Northern District of California 

Case No. 

Orifignal Filed 
MAR 2 5 2015 

R I C H A R D W. W J E K J N G 
CLERK, U.S. DISTRICT COURT 

NORTHERN DISTRICT OF CALIFORNIA 

Defendanl(s) 

CRIMINAL COMPLAINT 

I, the complainant in this case, state that the following is true to the best of my knowledge and belief. 

On or about the date(s) of 

Northern District of 

Code Section 

18 U.S.C. Section 641 
18 U.S.C. Section 1343 
18 U.S.C. Section 1956(h) 
18 U.S.C. Section 208 

2012 through 2013 in the county of San Francisco in the 

California , the defendant(s) violated: 

Offense Description 

Theft of Government Property 
Wire Fraud 
Money Laundering 
Conflict of Interest 

This criminal complaint is based on these facts: 

See Affidavit of Special Agent Tigran Gambaryan (attached) 

Approved as to form: 
AUSA Kathryn Haun 

Continued on the attached sheet. 

Sworn to before me and signed in my presence. 

Complainant's signature 

S/A Tigran Gambaryan, IRS-Criminal Investigations 
Printed name and title 

Date: 03/25/2015 

City and state: San Francisco, CA 

Judge's signature 

Hon. Maria-Elena James, U.S. Magistrate Judge 
Printed name and title 

3 0 - 1 5 - 7 0 3 7 0 



M E L I N D A H A A G ( C A B N 1 3 2 6 1 2 ) 

U n i t e d S t a t e s A t t o r n e y 

D A V I D R . C A L L A W A Y ( C A B N 1 2 1 7 8 2 ) 

C h i e f . C r i m i n a l D i v i s i o n 

K A T H R Y N H A U N ( D C B N 4 8 4 1 3 1 ) 

W I L L I A M F R E N T Z E N ( L A B N 2 4 4 2 1 ) 

A s s i s t a n t U n i t e d S t a t e s A t t o r n e y s 

4 5 0 G o l d e n G a t e A v e n u e , B o x 3 6 0 5 5 

S a n F r a n c i s c o , C a l i f o r n i a 9 4 1 0 2 - 3 4 9 5 

T e l e p h o n e : ( 4 1 5 ) 4 3 6 - 7 2 0 0 

F A X : ( 4 1 5 ) 4 3 6 - 7 2 3 4 

K a t h r y n . h a u n @ u s d o j . g o v 

W i l l i a m . f r e n t z e n @ u s d o j . g o v 

R A Y M O N D N . H U L S E R ( M A B N 5 5 1 3 5 0 ) 

A c t i n g C h i e f , P u b l i c I n t e g r i t y S e c t i o n 

R I C H A R D B . E V A N S ( D C B N 4 4 1 4 9 4 ) 

T r i a l A t t o r n e y 

1 4 0 0 N e w Y o r k A v e n u e , N . W . 

W a s h i n g t o n , D . C . 2 0 0 0 5 

T e l e p h o n e : ( 2 0 2 ) 3 5 3 - 7 7 6 0 

R i c h a r d . B . E v a n s @ u s d o j . g o v 

A t t o r n e y s f o r U n i t e d S t a t e s o f A m e r i c a 

U N I T E D S T A T E S D I S T R I C T C O U R T 

N O R T H E R N D I S T R I C T O F C A L I F O R N I A 

S A N F R A N C I S C O D I V I S I O N 

U N I T E D S T A T E S O F A M E R I C A , 

C A R L M . F O R C E I V a n d 

S H A U N W . B R I D G E S , 

D e f e n d a n t s . 

A F F I D A V I T O F S P E C I A L A G E N T T I G R A N 

G A M B A R Y A N I N S U P P O R T O F C R I M I N A L 

C O M P L A I N T 

F I L E D U N D E R S E A L 

I, T i g r a n G a m b a r y a n , b e i n g first d u l y s w o r n , h e r e b y d e p o s e a n d s t a t e a s f o l l o w s : 
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I . I N T R O D U C T I O N A N D A G E N T B A C K G R O U N D 

T h e f o l l o w i n g a f f i d a v i t i s m a d e i n s u p p o r t o f a c r i m i n a l c o m p l a i n t a n d a r r e s t w a r r a n t f o r C a r l 

M a r k F O R C E I V ( " F O R C E " ) f o r v i o l a t i o n s o f 1 8 U . S . C . S e c t i o n 1 3 4 3 ( W i r e F r a u d ) ; 1 8 U . S . C . S e c t i o n 

6 4 1 ( T h e f t o f G o v e r n m e n t P r o p e r t y ) ; 1 8 U . S . C . S e c t i o n 1 9 5 6 ( M o n e y L a u n d e r i n g ) ; a n d 1 8 U . S . C . 

S e c t i o n 2 0 8 ( C o n f l i c t o f I n t e r e s t ) a n d a l s o i n s u p p o r t o f a c r i m i n a l c o m p l a i n t a n d a r r e s t w a r r a n t f o r 

S h a u n W . B R I D G E S ( ' - B R I D G E S " ) f o r v i o l a t i o n s o f 1 8 U . S . C . S e c t i o n 1 3 4 3 ( W i r e F r a u d ) a n d 1 8 

U . S . C . S e c t i o n 1 9 5 6 ( M o n e y L a u n d e r i n g ) . 

I a m a S p e c i a l A g e n t w i t h t h e C r i m i n a l I n v e s t i g a t i o n D i v i s i o n o f t h e I n t e r n a l R e v e n u e S e r v i c e 

( I R S ) , i n t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a a n d h a v e b e e n s i n c e 2 0 1 1 . I a m c u r r e n t l y t h e g r o u p ' s C y b e r 

C r i m e s U n i t L i a i s o n . P r i o r t o t h a t , m y b a c k g r o u n d w a s a s a n a u d i t o r f o r C a l i f o r n i a ' s F r a n c h i s e T a x 

B o a r d w h e r e I i n v e s t i g a t e d a b u s i v e t a x s h e l t e r s . M y t r a i n i n g a n d e x p e r i e n c e i n c l u d e s , b u t i s n o t l i m i t e d 

t o , i n v e s t i g a t i o n s i n v o l v i n g m o n e y l a u n d e r i n g , w h i t e c o l l a r f r a u d , p u b l i c c o r r u p t i o n , o r g a n i z e d c r i m e , 

a n d v i o l a t i o n s o f t h e B a n k S e c r e c y A c t a n d t a x c o d e . I h a v e d e v e l o p e d a s p e c i a l t y i n c y b e r a n d d i g i t a l 

c u r r e n c y c r i m e s . 

I a m i n v o l v e d i n a n i n v e s t i g a t i o n i n t o m e m b e r s o f t h e B a l t i m o r e S i l k R o a d T a s k F o r c e t o i n c l u d e 

f o r m e r D r u g E n f o r c e m e n t A d m i n i s t r a t i o n A g e n t C a r l M a r k F O R C E I V ( F O R C E ) a n d f o r m e r S e c r e t 

S e r v i c e A g e n t S h a u n B R I D G E S ( B R I D G E S ) . T h i s i s a b i c o a s t a l i n v e s t i g a t i o n t h a t i s b a s e d i n S a n 

F r a n c i s c o , b e i n g h a n d l e d b y t h e U . S . A t t o r n e y ' s O f f i c e f o r t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a a n d t h e 

P u b l i c I n t e g r i t y S e c t i o n i n W a s h i n g t o n D . C . 

I n t h i s i n v e s t i g a t i o n , I a m j o i n e d b y s e v e r a l c o - c a s e a g e n t s , t o i n c l u d e S p e c i a l A g e n t s a n d a S t a f f 

O p e r a t i o n s S p e c i a l i s t f r o m t h e F e d e r a l B u r e a u o f I n v e s t i g a t i o n ( F B I ) S a n F r a n c i s c o D i v i s i o n ' s P u b l i c 

C o r r u p t i o n S q u a d , w h i c h i n v e s t i g a t e s a b u s e o f p u b l i c o f f i c e i n v i o l a t i o n o f c r i m i n a l l a w t o i n c l u d e 

f r a u d , b r i b e r y , e x t o r t i o n , c o n f l i c t s o f i n t e r e s t , a n d e m b e z z l e m e n t . I a m a l s o j o i n e d i n t h i s i n v e s t i g a t i o n 

b y t h e D e p a r t m e n t o f J u s t i c e ' s O f f i c e o f t h e I n s p e c t o r G e n e r a l ( D O J O I G ) a n d t h e D e p a r t m e n t o f 

H o m e l a n d S e c u r i t y ' s O f f i c e o f t h e I n s p e c t o r G e n e r a l ( D H S O I G ) , b o t h o f w h i c h i n v e s t i g a t e a n d 

p r o s e c u t e f r a u d a n d a b u s e b y f e d e r a l o f f i c i a l s . 

T h e f a c t s i n t h i s a f f i d a v i t c o m e f r o m m y p e r s o n a l o b s e r v a t i o n s , m y t r a i n i n g a n d e x p e r i e n c e , a n d 

i n f o r m a t i o n o b t a i n e d f r o m o t h e r a g e n t s a n d w i t n e s s e s . T h i s a f f i d a v i t i s i n t e n d e d t o s h o w m e r e l y t h a t 
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t h e r e i s s u f f i c i e n t p r o b a b l e c a u s e f o r t h e r e q u e s t e d c o m p l a i n t a n d w a r r a n t s a n d d o e s n o t s e t f o r t h a l l o f 

m y k n o w l e d g e a b o u t t h i s m a t t e r . 

I I . S U M M A R Y 

T h e g o v e r n m e n t h a d m u l t i p l e i n v e s t i g a t i o n s i n t o t h e S i l k R o a d m a r k e t p l a c e , a n u n d e r g r o u n d 

b l a c k m a r k e t t h a t a l l o w e d v e n d o r s a n d b u y e r s t o c o n d u c t i l l e g a l t r a n s a c t i o n s o v e r t h e i n t e r n e t . O n e o f 

t h e s e i n v e s t i g a t i o n s w a s c o n d u c t e d i n t h e S o u t h e r n D i s t r i c t o f N e w Y o r k , a n d t h e o t h e r w a s c o n d u c t e d 

o u t o f B a l t i m o r e i n t h e D i s t r i c t o f M a r y l a n d . B o t h F O R C E a n d B R I D G E S w e r e a s s i g n e d t o t h e 

B a l t i m o r e i n v e s t i g a t i o n a n d n o t t h e N e w Y o r k i n v e s t i g a t i o n . T h e t w o i n v e s t i g a t i o n s w e r e c o n d u c t e d 

i n d e p e n d e n t l y o f e a c h o t h e r . 

T h r o u g h o u t 2 0 1 2 a n d 2 0 1 3 , b o t h F O R C E a n d B R I D G E S h a d s i g n i f i c a n t r e s p o n s i b i l i t i e s r e l a t e d 

t o B a l t i m o r e ' s i n v e s t i g a t i o n . I n t h i s c a p a c i t y , F O R C E w a s t h e l e a d u n d e r c o v e r a g e n t i n c o m m u n i c a t i o n 

w i t h D P R , t h e o w n e r , a d m i n i s t r a t o r a n d o p e r a t o r o f t h e S i l k R o a d w e b s i t e . 1 B R I D G E S w a s t h e 

c o m p u t e r f o r e n s i c s e x p e r t o n t h e B a l t i m o r e i n v e s t i g a t i o n . I n t h e i r c a p a c i t y a s m e m b e r s o f t h e B a l t i m o r e 

S i l k R o a d T a s k F o r c e , b o t h F O R C E a n d B R I D G E S h a d s i g n i f i c a n t e x p o s u r e t o a n d d e v e l o p e d e x p e r t i s e 

i n t h e d i g i t a l c u r r e n c y k n o w n a s B i t c o i n . 

A s w i l l b e d e s c r i b e d f u r t h e r h e r e i n , F O R C E a n d B R I D G E S a b u s e d t h e i r p o s i t i o n s a s f e d e r a l 

a g e n t s a n d e n g a g e d i n a s c h e m e t o d e f r a u d a v a r i e t y o f t h i r d - p a r t i e s , t h e p u b l i c , a n d t h e g o v e r n m e n t , a l l 

f o r t h e i r o w n financial e n r i c h m e n t . W i t h r e s p e c t t o f o r m e r D r u g E n f o r c e m e n t A d m i n i s t r a t i o n ( D E A ) 

S p e c i a l A g e n t F O R C E , t h e i n v e s t i g a t i o n h a s r e v e a l e d a m o n g o t h e r t h i n g s t h a t : 

a . F O R C E c r e a t e d c e r t a i n fictitious p e r s o n a s ~ t h a t w e r e n o t o f f i c i a l l y s a n c t i o n e d — t o 

c o m m u n i c a t e w i t h D P R , t h e t a r g e t o f F O R C E ' S i n v e s t i g a t i o n . U s i n g o n e o f t h e s e 

p e r s o n a s , F O R C E s o u g h t t o e x t o r t D P R b y s e e k i n g m o n e t a r y p a y m e n t , o f f e r i n g i n 

e x c h a n g e n o t t o p r o v i d e t h e g o v e r n m e n t w i t h c e r t a i n i n f o r m a t i o n i f D P R p a i d $ 2 5 0 , 0 0 0 ; 

b . F O R C E a c t e d o u t s i d e t h e s c o p e o f h i s o f f i c i a l r o l e o n t h e B a l t i m o r e S i l k R o a d T a s k 

F o r c e a n d c r e a t e d a fictitious p e r s o n a n a m e d " F r e n c h M a i d . " O p e r a t i n g a s " F r e n c h 

1 U n t i l O c t o b e r 1, 2 0 1 3 , D P R w a s k n o w n t o F O R C E a n d t h e r e s t o f t h e B a l t i m o r e S i l k R o a d 

T a s k F o r c e o n l y b y h i s o n l i n e m o n i k e r " D r e a d P i r a t e R o b e r t s " o r " D P R . " U l b r i c h t w a s k n o w n o n t h e 

S i l k R o a d s i t e b y t h e m o n i k e r " D r e a d P i r a t e R o b e r t s " ( D P R ) a n d i s r e f e r r e d t o h e r e a f t e r i n t e r c h a n g e a b l y 

a s " D P R " a n d " U l b r i c h t . " 
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M a i d ; ' F O R C E f r a u d u l e n t l y r e p r e s e n t e d t o D P R c e r t a i n i n f o r m a t i o n c o n c e r n i n g " F r e n c h 

M a i d ' s " t r u e i d e n t i t y a n d o f f e r e d t o s e l l D P R i n f o r m a t i o n a b o u t t h e g o v e r n m e n t ' s 

i n v e s t i g a t i o n i n t o S i l k R o a d i n e x c h a n g e f o r a p p r o x i m a t e l y $ 1 0 0 , 0 0 0 w o r t h o f b i t c o i n , 

w h i c h D P R p a i d a n d F O R C E d e p o s i t e d i n t o h i s o w n p e r s o n a l a c c o u n t s ; 

c . F O R C E s t o l e a n d c o n v e r t e d t o h i s o w n p e r s o n a l u s e a s i z e a b l e a m o u n t o f b i t c o i n s t h a t 

D P R s e n t t o F O R C E i n F O R C E ' S o f f i c i a l u n d e r c o v e r c a p a c i t y a n d r a t h e r t h a n t u r n i n g 

t h o s e b i t c o i n o v e r t o t h e g o v e r n m e n t , F O R C E d e p o s i t e d t h e m i n t o h i s o w n p e r s o n a l 

a c c o u n t s ; 

d . F O R C E e n g a g e d i n a s e r i e s o f c o m p l e x t r a n s a c t i o n s b e t w e e n v a r i o u s B i t c o i n a c c o u n t s 

( k n o w n a s B i t c o i n a d d r e s s e s ) , h i s p e r s o n a l d i g i t a l c u r r e n c y a c c o u n t s , a n d h i s p e r s o n a l 

b a n k a c c o u n t s , i n c l u d i n g a $ 2 3 5 , 0 0 0 w i r e t o a n o v e r s e a s a c c o u n t i n P a n a m a , a l l i n a n 

e f f o r t t o l a u n d e r a n d c o n c e a l t h e t r u e s o u r c e o f t h e i l l - g o t t e n p r o c e e d s ; 

e . F O R C E u s e d h i s o f f i c i a l p o s i t i o n a s a D E A a g e n t t o i l l e g a l l y r u n c r i m i n a l h i s t o r y c h e c k s 

o n i n d i v i d u a l s f o r t h e b e n e f i t o f a t h i r d - p a r t y d i g i t a l c u r r e n c y e x c h a n g e c o m p a n y , 

C o i n M K T , i n w h i c h F O R C E h a d p e r s o n a l l y i n v e s t e d a p p r o x i m a t e l y $ 1 1 0 , 0 0 0 w o r t h o f 

b i t c o i n ; 

f. F O R C E f u n c t i o n e d a s t h e d e f a c t o C h i e f C o m p l i a n c e O f f i c e r f o r C o i n M K T a l l t h e w h i l e 

e m p l o y e d a s a D E A a g e n t , e v e n a l l o w i n g h i m s e l f t o b e f e a t u r e d i n C o i n M K T ' s " p i t c h 

d e c k s " t o v e n t u r e c a p i t a l i n v e s t o r s a n d a l l o w i n g h i m s e l f t o b e l i s t e d a s C o i n M K T ' s a n t i -

m o n e y l a u n d e r i n g a n d / o r c o m p l i a n c e o f f i c e r i n o r d e r t o b e n e f i t C o i n M K T ( a c o m p a n y i n 

w h i c h F O R C E h a d i n v e s t e d ) ; 

g . F O R C E i m p r o p e r l y d i r e c t e d C o i n M K T t o f r e e z e o n e o f i t s i n d i v i d u a l c u s t o m e r ' s 

a c c o u n t s c o n t a i n i n g a l a r g e a m o u n t o f d i g i t a l c u r r e n c y , w o r t h a p p r o x i m a t e l y $ 2 9 7 , 0 0 0 , 

e v e n t h o u g h h e l a c k e d a s u f f i c i e n t l e g a l b a s i s o n w h i c h t o d o s o , a n d F O R C E t h e n 

i l l e g a l l y s e i z e d t h o s e f u n d s a n d t r a n s f e r r e d t h e m i n t o h i s o w n p e r s o n a l a c c o u n t ; a n d 

h . F O R C E u s e d h i s s u p e r v i s o r ' s s i g n a t u r e s t a m p , w i t h o u t a u t h o r i z a t i o n , o n a n o f f i c i a l U . S . 

D e p a r t m e n t o f J u s t i c e s u b p o e n a a n d s e n t t h e s u b p o e n a t o a p a y m e n t s c o m p a n y , V e n m o , 

d i r e c t i n g t h e c o m p a n y t o u n f r e e z e h i s o w n p e r s o n a l a c c o u n t , w h i c h h a d b e e n p r e v i o u s l y 
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f r o z e n d u e t o c e r t a i n s u s p i c i o u s a c t i v i t y . F O R C E t h e n s o u g h t t o c o n c e a l e v i d e n c e o f h i s 

i m p r o p e r u s e o f a n o f f i c i a l s u b p o e n a b y d i r e c t i n g t h e c o m p a n y n o t t o c o n t a c t t h e D E A 

a n d a t t e m p t i n g t o d e s t r o y c o p i e s o f t h e s u b p o e n a . W h e n t h e c o m p a n y d i d n o t c o m p l y , 

F O R C E a s k e d a n o t h e r a g e n t o n t h e B a l t i m o r e S i l k R o a d T a s k F o r c e , a n I R S a g e n t , t o 

c o l l a b o r a t e w i t h h i m o n s e i z i n g t h a t c o m p a n y ' s b a n k a c c o u n t s . 

W i t h r e s p e c t t o f o r m e r U . S . S e c r e t S e r v i c e ( U S S S ) S p e c i a l A g e n t B R I D G E S , t h e i n v e s t i g a t i o n 

h a s r e v e a l e d a m o n g o t h e r t h i n g s t h a t : 

a . I n l a t e J a n u a r y 2 0 1 3 , m e m b e r s o f t h e B a l t i m o r e S i l k R o a d T a s k F o r c e , t o i n c l u d e 

B R I D G E S a n d F O R C E , g a i n e d a c c e s s t o a S i l k R o a d w e b s i t e a d m i n i s t r a t o r a c c o u n t a s a 

r e s u l t o f t h e a r r e s t o f a f o r m e r S i l k R o a d e m p l o y e e . O n J a n u a r y 2 5 , 2 0 1 3 , t h e S i l k R o a d 

w e b s i t e s u f f e r e d a s i z e a b l e t h e f t o f b i t c o i n s , b i t c o i n s w h i c h w e r e m o v e d i n t o M t . G o x , a 

d i g i t a l c u r r e n c y e x c h a n g e b a s e d i n J a p a n ; 

b. O n F e b r u a r y 1 2 , 2 0 1 3 , B R I D G E S f o r m e d a n d r e g i s t e r e d a p e r s o n a l l i m i t e d l i a b i l i t y 

c o m p a n y c a l l e d " Q u a n t u m I n t e r n a t i o n a l I n v e s t m e n t s , L L C , " ( Q u a n t u m ) , a n d o n F e b r u a r y 

2 2 , 2 0 1 3 , B R I D G E S o p e n e d a n a c c o u n t a t F i d e l i t y I n v e s t m e n t s ( F i d e l i t y ) i n t h e n a m e o f 

Q u a n t u m ; 

c . A c c o r d i n g t o r e c o r d s o b t a i n e d f r o m F i d e l i t y , B R I D G E S f u n d e d h i s Q u a n t u m F i d e l i t y 

a c c o u n t e x c l u s i v e l y w i t h w i r e d e p o s i t s f r o m M t . G o x i n J a p a n . S p e c i f i c a l l y , b e t w e e n 

M a r c h 6 , 2 0 1 3 t h r o u g h M a y 7 , 2 0 1 3 , B R I D G E S ' Q u a n t u m F i d e l i t y a c c o u n t i n t h e U n i t e d 

S t a t e s r e c e i v e d n i n e w i r e t r a n s f e r s f r o m M t . G o x t o t a l i n g a p p r o x i m a t e l y $ 8 2 0 , 0 0 0 ; 

d . D e s p i t e h a v i n g p e r s o n a l l y b e n e f i t t e d i n t h e a m o u n t o f $ 8 2 0 , 0 0 0 f r o m a M t . G o x a c c o u n t 

a n d r e c e i v i n g a l a r g e w i r e o n M a y 7 , 2 0 1 3 f r o m M t . G o x , j u s t t w o d a y s l a t e r o n M a y 9 , 

2 0 1 3 , B R I D G E S s e r v e d a s t h e a f f i a n t o n a m u l t i - m i l l i o n d o l l a r s e i z u r e w a r r a n t f o r M t . 

G o x a n d i t s o w n e r ' s b a n k a c c o u n t s ; a n d 

e . U p o n l e a r n i n g o f t h e g o v e r n m e n t ' s c r i m i n a l i n v e s t i g a t i o n i n t o t h e B a l t i m o r e S i l k R o a d 

T a s k F o r c e b a s e d i n t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a , a n d f o l l o w i n g a n i n t e r v i e w b y 

t h e F B I a s p a r t o f t h e c r i m i n a l i n v e s t i g a t i o n , B R I D G E S t r a n s f e r r e d o v e r $ 2 5 0 , 0 0 0 o u t o f 
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h i s Q u a n t u m F i d e l i t y a c c o u n t v i a w i r e t r a n s f e r s i n t o a n o t h e r b a n k a c c o u n t h e l d b y 

h i m s e l f a n d a t h i r d - p a r t y . 

B e c a u s e t h i s a f f i d a v i t i s f o r t h e l i m i t e d p u r p o s e o f e s t a b l i s h i n g p r o b a b l e c a u s e f o r t h e c r i m e s 

p r o p o s e d t o b e c h a r g e d a t t h e p r e s e n t t i m e , i t d o e s n o t i n c l u d e c e r t a i n a d d i t i o n a l f a c t s k n o w n to m e a n d 

t h e g o v e r n m e n t ' s i n v e s t i g a t i o n c o n t i n u e s . 

I I I . R E L E V A N T S T A T U T E S 

B a s e d o n m y t r a i n i n g a n d e x p e r i e n c e a n d t h e f a c t s a s s e t f o r t h i n t h i s a f f i d a v i t , t h e r e i s p r o b a b l e 

c a u s e t o b e l i e v e t h a t F O R C E h a s c o m m i t t e d v i o l a t i o n s o f l a w t o i n c l u d e T i t l e 1 8 , U n i t e d S t a t e s C o d e , 

S e c t i o n 1 3 4 3 ( W i r e F r a u d ) , T i t l e 1 8 , U n i t e d S t a t e s C o d e , S e c t i o n 6 4 1 ( T h e f t o f G o v e r n m e n t P r o p e r t y ) , 

T i t l e 1 8 , U n i t e d S t a t e s C o d e , S e c t i o n 1 9 5 6 ( M o n e y L a u n d e r i n g ) , a n d T i t l e 1 8 , U n i t e d S t a t e s C o d e , 

S e c t i o n 2 0 8 ( C o n f l i c t o f I n t e r e s t ) . T h e r e i s a l s o p r o b a b l e c a u s e t o b e l i e v e t h a t B R I D G E S h a s c o m m i t t e d 

v i o l a t i o n s o f l a w t o i n c l u d e T i t l e 1 8 , U n i t e d S t a t e s C o d e , S e c t i o n 1 3 4 3 ( W i r e F r a u d ) a n d T i t l e 1 8 , 

U n i t e d S t a t e s C o d e , S e c t i o n 1 9 5 6 ( M o n e y L a u n d e r i n g ) . 

T i t l e 1 8 U . S . C . § 6 4 1 p r o h i b i t s e m b e z z l i n g , s t e a l i n g , o r c o n v e r t i n g a n y p r o p e r t y b e l o n g i n g t o t h e 

U n i t e d S t a t e s w o r t h m o r e t h a n $ 1 , 0 0 0 . T h e e s s e n t i a l e l e m e n t s o f t h i s o f f e n s e a r e : ( 1 ) t h e d e f e n d a n t 

k n o w i n g l y e m b e z z l e d , s t o l e , o r c o n v e r t e d t o t h e d e f e n d a n t ' s u s e o r t h e u s e o f a n o t h e r t h e m o n e y o r 

p r o p e r t y o f v a l u e w i t h t h e i n t e n t i o n o f d e p r i v i n g t h e o w n e r o f t h e u s e o r b e n e f i t o f t h e m o n e y o r 

p r o p e r t y ; ( 2 ) t h e m o n e y o r p r o p e r t y b e l o n g e d to t h e U n i t e d S t a t e s ; a n d ( 3 ) t h e v a l u e o f t h e m o n e y o r 

p r o p e r t y w a s m o r e t h a n $ 1 , 0 0 0 . S e e N i n t h C i r c u i t I n s t r u c t i o n 8 . 3 9 . 

T i t l e 1 8 U . S . C . § 1 3 4 3 p r o h i b i t s w i r e f r a u d . T h e e s s e n t i a l e l e m e n t s o f t h i s o f f e n s e a r e : ( 1 ) t h e 

d e f e n d a n t k n o w i n g l y p a r t i c i p a t e d i n , d e v i s e d o r i n t e n d e d t o d e v i s e a s c h e m e o r p l a n t o d e f r a u d , o r a 

s c h e m e o r p l a n f o r o b t a i n i n g m o n e y o r p r o p e r t y b y m e a n s o f f a l s e o r f r a u d u l e n t p r e t e n s e s , 

r e p r e s e n t a t i o n s , o r p r o m i s e s ; ( 2 ) t h e s t a t e m e n t s m a d e o r f a c t s o m i t t e d a s p a r t o f t h e s c h e m e w e r e 

m a t e r i a l , t h a t i s t h e y h a d a n a t u r a l t e n d e n c y t o i n f l u e n c e , o r w e r e c a p a b l e o f i n f l u e n c i n g , a p e r s o n t o p a r t 

w i t h m o n e y o r p r o p e r t y ; ( 3 ) t h e d e f e n d a n t a c t e d w i t h t h e i n t e n t t o d e f r a u d , t h a t i s , t h e i n t e n t t o d e c e i v e 

o r c h e a t ; a n d ( 4 ) t h e d e f e n d a n t u s e d , o r c a u s e d t o b e u s e d , a w i r e c o m m u n i c a t i o n t o c a r r y o u t . o r a t t e m p t 

to c a r r y o u t a n e s s e n t i a l p a r t o f t h e s c h e m e . S e e N i n t h C i r c u i t I n s t r u c t i o n 8 . 1 2 4 . 
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T i t l e 1 8 U . S . C . § 1 9 5 6 ( a ) ( l ) ( B ) ( i ) p r o h i b i t s t h e l a u n d e r i n g o f p r o c e e d s f r o m " s p e c i f i e d u n l a w f u l 

a c t i v i t y " ( S U A ) . T h e e s s e n t i a l e l e m e n t s a r e : ( 1 ) t h e d e f e n d a n t c o n d u c t e d o r i n t e n d e d t o c o n d u c t a 

financial t r a n s a c t i o n i n v o l v i n g p r o p e r t y t h a t r e p r e s e n t e d t h e p r o c e e d s o f s p e c i f i e d u n l a w f u l a c t i v i t y ; ( 2 ) 

t h e d e f e n d a n t k n e w t h a t t h e p r o p e r t y r e p r e s e n t e d t h e p r o c e e d s o f s p e c i f i e d u n l a w f u l a c t i v i t y ; ( 3 ) t h e 

d e f e n d a n t k n e w t h e t r a n s a c t i o n w a s d e s i g n e d i n w h o l e o r i n p a r t t o c o n c e a l o r d i s g u i s e t h e n a t u r e , 

l o c a t i o n , s o u r c e , o w n e r s h i p , o r c o n t r o l o f t h e p r o c e e d s o f t h e s p e c i f i e d u n l a w f u l a c t i v i t y ; a n d ( 4 ) t h e 

d e f e n d a n t d i d s o m e t h i n g t h a t w a s a s u b s t a n t i a l s t e p t o w a r d c o m m i t t i n g t h e c r i m e . S e e N i n t h C i r c u i t 

M o d e l J u r y I n s t r u c t i o n 8 . 1 4 7 . T h e m o n e y l a u n d e r i n g s t a t u t e s p e c i f i c a l l y i d e n t i f i e s b o t h § 1 3 4 3 w i r e 

f r a u d a n d § 6 4 1 t h e f t o f g o v e r n m e n t p r o p e r t y a s " s p e c i f i e d u n l a w f u l a c t i v i t y . " 

T i t l e 1 8 U . S . C . § 2 0 8 p r o h i b i t s f e d e r a l e m p l o y e e s f r o m t a k i n g c e r t a i n a c t s a f f e c t i n g a p e r s o n a l 

financial i n t e r e s t . A l t h o u g h t h e r e i s n o N i n t h C i r c u i t m o d e l i n s t r u c t i o n f o r t h i s s t a t u t e , c a s e l a w 

e s t a b l i s h e s t h a t t h e e s s e n t i a l e l e m e n t s a r e : ( 1 ) t h e d e f e n d a n t w a s a n o f f i c e r o r e m p l o y e e o f t h e E x e c u t i v e 

B r a n c h o f t h e U n i t e d S t a t e s ; ( 2 ) t h e d e f e n d a n t p a r t i c i p a t e d p e r s o n a l l y a n d s u b s t a n t i a l l y a s a g o v e r n m e n t 

e m p l o y e e t h r o u g h d e c i s i o n , a p p r o v a l , d i s a p p r o v a l , r e c o m m e n d a t i o n , r e n d e r i n g o f a d v i c e , i n v e s t i g a t i o n 

o r o t h e r w i s e i n a m a t t e r ; a n d ( 3 ) t h e d e f e n d a n t k n e w t h a t h e h a d a f i n a n c i a l i n t e r e s t i n t h e p a r t i c u l a r 

m a t t e r i n w h i c h h e w a s p a r t i c i p a t i n g . 

I V . B A C K G R O U N D 

F O R C E w a s e m p l o y e d a s a D E A S p e c i a l A g e n t f o r a p p r o x i m a t e l y 1 5 y e a r s . H e b e g a n h i s c a r e e r 

w i t h t h e D E A i n S e p t e m b e r 1 9 9 9 a n d s e r v e d i n D e n v e r , P u e r t o R i c o , a n d B a l t i m o r e . F O R C E r e s i g n e d 

o n M a y 4 , 2 0 1 4 , s h o r t l y a f t e r l a w e n f o r c e m e n t b e g a n t h e c u r r e n t i n v e s t i g a t i o n . 

F O R C E r e c e i v e d a p p r o x i m a t e l y $ 1 5 0 , 0 0 0 i n a n n u a l s a l a r y f r o m t h e D E A . B a s e d o n m y 

i n v e s t i g a t i o n , d u r i n g t h e r e l e v a n t t i m e f r a m e o f 2 0 1 2 i n t o 2 0 1 4 , h i s w i f e w a s a h o m e m a k e r a n d t h e 

h o u s e h o l d h a d n o s i g n i f i c a n t o u t s i d e i n c o m e . 

F O R C E u s e d o n e o f h i s p e r s o n a l b a n k a c c o u n t s t o r e c e i v e s e v e r a l l a r g e i n t e r n a t i o n a l a n d 

d o m e s t i c w i r e a n d A u t o m a t e d C l e a r i n g H o u s e ( A C H ) t r a n s f e r s t h r o u g h o u t t h e l a t t e r h a l f o f 2 0 1 3 a n d 

first h a l f o f 2 0 1 4 . I h a v e r e v i e w e d F O R C E ' S b a n k r e c o r d s , a n d t w o p e r s o n a l c h e c k i n g a c c o u n t s i n 

F O R C E ' S n a m e r e v e a l i n c o m i n g d e p o s i t s t o t a l i n g a t l e a s t a p p r o x i m a t e l y $ 7 5 7 , 0 0 0 f o r t h e r o u g h l y y e a r 

AFFIDAVIT IN SUPPORT OF CRIMINAL COMPLAINT 
7 



l o n g p e r i o d b e g i n n i n g A p r i l 2 0 1 3 t h r o u g h M a y 2 0 1 4 . 2 T h i s d o e s n o t i n c l u d e a m o u n t s d e p o s i t e d f r o m 

M a y 2 0 1 4 o n w a r d . I h a v e a l s o l e a r n e d t h r o u g h m y i n v e s t i g a t i o n t h a t d u r i n g t h i s t i m e f r a m e F O R C E 

p a i d o f f h i s m o r t g a g e , a g o v e r n m e n t t h r i f t s a v i n g s p l a n l o a n , a n d w r o t e s e v e r a l v e r y l a r g e c h e c k s f o r 

t e n s o f t h o u s a n d s o f d o l l a r s . I n 2 0 1 4 , F O R C E m a d e i n v e s t m e n t s i n r e a l p r o p e r t i e s , i n b u s i n e s s e s , a n d 

w i r e d h u n d r e d s o f t h o u s a n d s o f d o l l a r s i n t o a n o v e r s e a s a c c o u n t . 

F r o m 2 0 1 3 t h r o u g h t h e p r e s e n t , F O R C E h a s h e l d n u m e r o u s a c c o u n t s i n h i s o w n n a m e a n d w i t h 

h i s o w n p e r s o n a l i d e n t i f i e r s 3 a t a v a r i e t y o f d i g i t a l c u r r e n c y e x c h a n g e s a r o u n d t h e w o r l d , i n c l u d i n g i n t h e 

N o r t h e r n D i s t r i c t o f C a l i f o r n i a . M o r e o v e r , i n A p r i l 2 0 1 4 , F O R C E e s t a b l i s h e d a c o m p a n y c a l l e d E n g e d i , 

L L C . A c c o r d i n g t o d o c u m e n t s filed w i t h t h e M a r y l a n d S e c r e t a r y o f S t a t e , E n g e d i , L L C ' s p u r p o s e i s t o 

s p e c u l a t e a n d i n v e s t i n B i t c o i n . 

L i k e F O R C E , B R I D G E S w a s a m e m b e r o f t h e B a l t i m o r e S i l k R o a d T a s k F o r c e . U n t i l h i s a b r u p t 

r e s i g n a t i o n o n M a r c h 1 8 , 2 0 1 5 , a f t e r l e a r n i n g h e w a s a s u b j e c t o f t h i s i n v e s t i g a t i o n , B R I D G E S w a s 

e m p l o y e d a s a U . S . S e c r e t S e r v i c e ( U S S S ) S p e c i a l A g e n t f o r a p p r o x i m a t e l y s i x y e a r s . H e b e g a n h i s 

c a r e e r w i t h U S S S i n O c t o b e r 2 0 0 9 a n d s e r v e d i n i t s B a l t i m o r e F i e l d O f f i c e . A f t e r t h e B a l t i m o r e S i l k 

R o a d T a s k F o r c e e n d e d , B R I D G E S r e m a i n e d p a r t o f t h e U S S S E l e c t r o n i c C r i m e s T a s k F o r c e i n 

M a r y l a n d . I n t h i s r o l e , h e s e r v e d a s t h e a f f i a n t o n n u m e r o u s s e i z u r e w a r r a n t s . 

O n J a n u a r y 2 5 , 2 0 1 3 , t h e S i l k R o a d w e b s i t e s u f f e r e d a s i z e a b l e t h e f t o f B i t c o i n , a t h e f t w i t h 

w h i c h B R I D G E S w a s a s s o c i a t e d . F o r r e a s o n s d i s c u s s e d b e l o w , I b e l i e v e t h e p r o c e e d s o f t h i s t h e f t w e r e 

t r a n s f e r r e d t o t h e M t . G o x e x c h a n g e i n J a p a n . O n F e b r u a r y 1 2 , 2 0 1 3 , n o t l o n g a f t e r t h e S i l k R o a d t h e f t s 

o c c u r r e d , B R I D G E S f o r m e d a c o m p a n y c a l l e d Q u a n t u m I n t e r n a t i o n a l I n v e s t m e n t s , L L C ( Q u a n t u m ) . 

O n F e b r u a r y 2 2 , 2 0 1 3 , B R I D G E S e s t a b l i s h e d a p e r s o n a l i n v e s t m e n t a c c o u n t a t F i d e l i t y I n v e s t m e n t s 

( F i d e l i t y ) i n t h e n a m e o f Q u a n t u m . 

B R I D G E S u s e d t h a t F i d e l i t y a c c o u n t t o r e c e i v e s e v e r a l l a r g e i n t e r n a t i o n a l w i r e t r a n s f e r s f r o m 

J a p a n , s p e c i f i c a l l y f r o m M t . G o x , t h r o u g h o u t t h e M a r c h t h r o u g h M a y 2 0 1 3 t i m e f r a m e . T h e r e w e r e n i n e 

2 
A p p r o x i m a t e l y $ 3 3 0 , 0 0 0 w a s d e p o s i t e d i n 2 0 1 3 a n d a p p r o x i m a t e l y $ 4 2 7 , 0 0 0 w a s d e p o s i t e d i n 

2 0 1 4 . T h i s d o e s n o t i n c l u d e t h e d e p o s i t s m a d e a f t e r t h i s p e r i o d t h a t a r e d i s c u s s e d f u r t h e r b e l o w . 
3 T h e s e p e r s o n a l a c c o u n t s u s e F O R C E ' S h o m e a d d r e s s , a n d l i n k t o h i s p e r s o n a l b a n k a n d e m a i l 

a c c o u n t i n f o r m a t i o n . 
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w i r e t r a n s f e r s f r o m M t . G o x t o B R I D G E S ' Q u a n t u m F i d e l i t y a c c o u n t , a n d e a c h w a s j u s t u n d e r 

$ 1 0 0 , 0 0 0 . T h i s a c c o u n t w a s f u n d e d e x c l u s i v e l y w i t h d e p o s i t s f r o m M t . G o x . 

J u s t t w o d a y s a f t e r r e c e i v i n g h i s l a s t M t . G o x w i r e o n M a y 7 , 2 0 1 3 , B R I D G E S s e r v e d i n h i s 

o f f i c i a l c a p a c i t y a s t h e a f f i a n t o n a M a y 9 , 2 0 1 3 s e i z u r e w a r r a n t w h e r e h e s e i z e d o v e r $ 2 . 1 m i l l i o n f r o m 

M t . G o x , u n d e r t h e t h e o r y M t . G o x w a s o p e r a t i n g i n v i o l a t i o n o f 1 8 U . S . C . S e c t i o n 1 9 6 0 , w h i c h 

p r o h i b i t s t h e o p e r a t i o n o f a n u n r e g i s t e r e d m o n e y s e r v i c e b u s i n e s s . 

A f t e r l e a r n i n g o f t h i s i n v e s t i g a t i o n i n t o t h e B a l t i m o r e S i l k R o a d T a s k F o r c e a n d a f t e r b e i n g 

i n t e r v i e w e d b y f e d e r a l l a w e n f o r c e m e n t i n t h e s u m m e r o f 2 0 1 4 , B R I D G E S t r a n s f e r r e d v i a t w o s e p a r a t e 

i n t e r s t a t e w i r e s o v e r $ 2 5 0 , 0 0 0 f r o m h i s Q u a n t u m F i d e l i t y a c c o u n t i n t o a n a c c o u n t a t a n o t h e r b a n k t h a t 

w a s h e l d i n h i s o w n n a m e a n d i n t h e n a m e o f a t h i r d - p a r t y ( w i t h w h o m B R I D G E S h a s a p e r s o n a l 

r e l a t i o n s h i p ) . 

V . B I T C O I N B A C K G R O U N D 

B i t c o i n 4 i s a f o r m o f d e c e n t r a l i z e d , c o n v e r t i b l e v i r t u a l c u r r e n c y t h a t e x i s t s t h r o u g h t h e u s e o f a n 

o n l i n e , d e c e n t r a l i z e d l e d g e r s y s t e m . W h i l e B i t c o i n m a i n l y e x i s t s a s a n i n t e r n e t - b a s e d f o r m o f c u r r e n c y , 

i t i s p o s s i b l e t o " p r i n t o u t " t h e n e c e s s a r y i n f o r m a t i o n a n d e x c h a n g e B i t c o i n v i a p h y s i c a l m e d i u m . T h e 

c u r r e n c y i s n o t i s s u e d b y a n y g o v e r n m e n t , b a n k , o r c o m p a n y , b u t r a t h e r i s g e n e r a t e d a n d c o n t r o l l e d 

t h r o u g h c o m p u t e r s o f t w a r e o p e r a t i n g v i a a d e c e n t r a l i z e d n e t w o r k . T o a c q u i r e b i t c o i n s , a t y p i c a l u s e r 

w i l l p u r c h a s e t h e m f r o m a B i t c o i n s e l l e r o r " e x c h a n g e r . " I t i s a l s o p o s s i b l e t o " m i n e " b i t c o i n b y 

v e r i f y i n g o t h e r u s e r s ' t r a n s a c t i o n s . B i t c o i n i s j u s t o n e f o r m o f d i g i t a l c u r r e n c y , a n d t h e r e a r e a 

s i g n i f i c a n t n u m b e r o f o t h e r v a r i e t i e s o f d i g i t a l c u r r e n c y . 

B i t c o i n e x c h a n g e r s t y p i c a l l y a c c e p t p a y m e n t s o f f i a t c u r r e n c y ( c u r r e n c y w h i c h d e r i v e s i t s v a l u e 

from g o v e r n m e n t r e g u l a t i o n o r l a w ) , o r o t h e r c o n v e r t i b l e v i r t u a l c u r r e n c i e s i n o r d e r t o o b t a i n b i t c o i n s . 

W h e n a u s e r w i s h e s t o p u r c h a s e b i t c o i n s f r o m a n e x c h a n g e r , t h e u s e r w i l l t y p i c a l l y s e n d p a y m e n t i n t h e 

f o r m o f fiat o r o t h e r c o n v e r t i b l e v i r t u a l c u r r e n c y t o a n e x c h a n g e r , u s u a l l y v i a w i r e o r A C H , f o r t h e 

c o r r e s p o n d i n g n u m b e r o f b i t c o i n s b a s e d o n a f l u c t u a t i n g e x c h a n g e r a t e . T h e e x c h a n g e r , o f t e n f o r a 

4 S i n c e B i t c o i n i s b o t h a c u r r e n c y a n d a p r o t o c o l , c a p i t a l i z a t i o n d i f f e r s . A c c e p t e d p r a c t i c e i s t o 

u s e " B i t c o i n " ( s i n g u l a r w i t h a n u p p e r c a s e l e t t e r B ) t o l a b e l t h e p r o t o c o l , s o f t w a r e , a n d c o m m u n i t y , a n d 

" b i t c o i n " o r " b i t c o i n s " ( w i t h a l o w e r c a s e b ) t o l a b e l u n i t s o f t h e c u r r e n c y a n d t h a t p r a c t i c e i s a d o p t e d 

h e r e . 
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c o m m i s s i o n , w i l l t h e n t y p i c a l l y a t t e m p t to b r o k e r t h e p u r c h a s e w i t h a n o t h e r u s e r o f t h e e x c h a n g e t h a t i s 

t r y i n g t o s e l l b i t c o i n s , o r , i n s o m e i n s t a n c e s , w i l l a c t a s t h e s e l l e r i t s e l f . I f t h e e x c h a n g e r c a n p l a c e a 

b u y e r w i t h a s e l l e r , t h e n t h e t r a n s a c t i o n c a n b e c o m p l e t e d . 

W h e n a u s e r a c q u i r e s b i t c o i n s , t h e y a r e s e n t t o t h e u s e r ' s B i t c o i n a d d r e s s . T h i s i s s o m e w h a t 

a n a l o g o u s t o a b a n k a c c o u n t n u m b e r , w h i c h i s c o m p r i s e d o f a c a s e - s e n s i t i v e s t r i n g o f l e t t e r s a n d 

n u m b e r s a m o u n t i n g to a t o t a l o f 2 6 to 3 5 c h a r a c t e r s . T h e u s e r c a n t h e n c o n d u c t t r a n s a c t i o n s w i t h o t h e r 

B i t c o i n u s e r s , b y t r a n s f e r r i n g b i t c o i n s to t h e i r B i t c o i n a d d r e s s e s , v i a t h e i n t e r n e t . 

L i t t l e t o n o p e r s o n a l l y i d e n t i f i a b l e i n f o r m a t i o n a b o u t t h e p a y e r o r p a y e e i s t r a n s m i t t e d i n a 

B i t c o i n t r a n s a c t i o n . B i t c o i n t r a n s a c t i o n s o c c u r u s i n g a p u b l i c k e y a n d a p r i v a t e k e y . A p u b l i c k e y i s 

u s e d t o r e c e i v e b i t c o i n s a n d a p r i v a t e k e y i s u s e d t o a l l o w w i t h d r a w a l s f r o m a B i t c o i n a d d r e s s . O n l y t h e 

B i t c o i n a d d r e s s o f t h e r e c e i v i n g p a r t y a n d t h e s e n d e r ' s p r i v a t e k e y a r e n e e d e d t o c o m p l e t e t h e 

t r a n s a c t i o n , w h i c h b y t h e m s e l v e s r a r e l y r e f l e c t a n y i d e n t i f y i n g i n f o r m a t i o n . 

A l l B i t c o i n t r a n s a c t i o n s a r e r e c o r d e d o n w h a t i s k n o w n a s t h e b l o c k c h a i n . T h i s i s e s s e n t i a l l y a 

d i s t r i b u t e d p u b l i c l e d g e r t h a t k e e p s t r a c k o f a l l B i t c o i n t r a n s a c t i o n s , i n c o m i n g a n d o u t g o i n g , a n d u p d a t e s 

a p p r o x i m a t e l y s i x t i m e s p e r h o u r . T h e b l o c k c h a i n r e c o r d s e v e r y B i t c o i n a d d r e s s t h a t h a s e v e r r e c e i v e d 

a b i t c o i n a n d m a i n t a i n s r e c o r d s o f e v e r y t r a n s a c t i o n a n d a l l t h e k n o w n b a l a n c e s f o r e a c h B i t c o i n a d d r e s s . 

D i g i t a l c u r r e n c i e s , i n c l u d i n g B i t c o i n , h a v e m a n y k n o w n l e g i t i m a t e u s e s . H o w e v e r , m u c h l i k e 

c a s h , b i t c o i n s c a n b e u s e d t o f a c i l i t a t e i l l i c i t t r a n s a c t i o n s a n d to l a u n d e r c r i m i n a l p r o c e e d s , g i v e n t h e 

e a s e w i t h w h i c h t h e y c a n b e u s e d t o m o v e m o n e y a n o n y m o u s l y . A s i s d e m o n s t r a t e d h e r e i n , h o w e v e r , i n 

s o m e c i r c u m s t a n c e s b i t c o i n p a y m e n t s m a y b e t r a c e d t o a c c o u n t s a t t r a d i t i o n a l f i n a n c i a l i n s t i t u t i o n s u s i n g 

t h e b l o c k c h a i n . 

V I . S I L K R O A D B A C K G R O U N D 

T h e S i l k R o a d w e b s i t e w a s e s t a b l i s h e d i n e a r l y 2 0 1 1 a n d o p e r a t e d u n t i l o n o r a b o u t O c t o b e r 2 , 

2 0 1 3 , w h e n i t w a s s e i z e d b y l a w e n f o r c e m e n t . T h e i l l e g a l n a t u r e o f t h e c o m m e r c e h o s t e d o n S i l k R o a d 

w a s r e a d i l y a p p a r e n t t o a n y o n e v i s i t i n g t h e s i t e . T h e v a s t m a j o r i t y o f t h e g o o d s f o r s a l e c o n s i s t e d o f 

i l l e g a l d r u g s o f n e a r l y e v e r y v a r i e t y , o p e n l y a d v e r t i s e d o n t h e s i t e a s s u c h a n d p r o m i n e n t l y v i s i b l e o n t h e 

h o m e p a g e . T h e o n l y f o r m o f p a y m e n t a c c e p t e d o n S i l k R o a d w a s B i t c o i n . 
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S i l k R o a d w a s o n l y a c c e s s i b l e t h r o u g h t h e T O R n e t w o r k , a s p e c i a l n e t w o r k o n t h e i n t e r n e t 

d e s i g n e d t o c o n c e a l t h e t r u e I P a d d r e s s e s o f t h e c o m p u t e r s o n t h e n e t w o r k , a n d , t h e r e b y , t h e i d e n t i t i e s o f 

t h e n e t w o r k ' s u s e r s . T O R s t a n d s f o r " T h e O n i o n R o u t e r . " 

E v e r y S i l k R o a d u s e r h a d a t l e a s t o n e B i t c o i n a d d r e s s a s s o c i a t e d w i t h t h e u s e r ' s S i l k R o a d 

a c c o u n t , w h e r e d e p o s i t s t o t h e a c c o u n t c o u l d b e s e n t . T o m a k e p u r c h a s e s o n t h e s i t e , t h e u s e r first h a d 

t o o b t a i n B i t c o i n ( f o r e x a m p l e , f r o m a n e x c h a n g e r ) a n d h a v e t h e m s e n t t o t h e b i t c o i n d e p o s i t a d d r e s s 

a s s o c i a t e d w i t h t h e u s e r ' s S i l k R o a d a c c o u n t . A f t e r t h u s f u n d i n g t h e a c c o u n t , t h e u s e r c o u l d m a k e 

p u r c h a s e s f r o m S i l k R o a d v e n d o r s . 

A f e d e r a l g r a n d j u r y s i t t i n g i n t h e S o u t h e r n D i s t r i c t o f N e w Y o r k i n d i c t e d R o s s W i l l i a m 

U l b r i c h t , a l s o k n o w n a s " D P R , " a s b e i n g t h e c r e a t o r o f S i l k R o a d a n d e n g a g i n g i n a d r u g c o n s p i r a c y i n 

v i o l a t i o n o f 2 1 U . S . C . S e c t i o n 8 4 6 , a m o n g o t h e r c h a r g e s . T h e m a t t e r p r o c e e d e d t o a m u l t i - w e e k t r i a l i n 

J a n u a r y 2 0 1 5 b e f o r e U . S . D i s t r i c t J u d g e K a t h e r i n e B . F o r r e s t . E v i d e n c e a t t h a t t r i a l , a n d o t h e r e v i d e n c e 

o f w h i c h I a m a w a r e , e s t a b l i s h e s t h a t f r o m l a t e 2 0 1 2 t h r o u g h h i s a r r e s t o n O c t o b e r 1, 2 0 1 3 , U l b r i c h t 

( D P R ) w a s r e s i d i n g i n a n d r a n t h e S i l k R o a d f r o m S a n F r a n c i s c o . O n o r a b o u t F e b r u a r y 4 , 2 0 1 5 , a 

f e d e r a l j u r y s i t t i n g i n t h e S o u t h e r n D i s t r i c t o f N e w Y o r k c o n v i c t e d U l b r i c h t o f a l l c o u n t s w i t h w h i c h h e 

w a s c h a r g e d . S e n t e n c i n g i s s e t f o r M a y 1 5 , 2 0 1 5 . A D D I T I O N A L P A R A G R A P H P R O V I D E D T O 

C O U R T I N S E P A R A T E U N D E R S E A L F I L I N G I S R E D A C T E D H E R E . 

A s i d e f r o m t h e N e w Y o r k c a s e , o n O c t o b e r 1, 2 0 1 3 , t h e D i s t r i c t o f M a r y l a n d c h a r g e d U l b r i c h t 

w i t h m u r d e r - f o r - h i r e a n d r e l a t e d d r u g - c o n s p i r a c y c h a r g e s . 5 I t i s t h e D i s t r i c t o f M a r y l a n d ' s i n v e s t i g a t i o n 

a n d c a s e i n w h i c h F O R C E a n d B R I D G E S w e r e i n v o l v e d . 

V I I . F O R C E P R O B A B L E C A U S E 

F O R C E ' S O f f i c i a l U n d e r c o v e r R o l e O n B a l t i m o r e ' s S i l k R o a d T a s k F o r c e 

A s d e s c r i b e d a b o v e , F O R C E , B R I D G E S , a n d o t h e r l a w e n f o r c e m e n t a g e n t s f r o m t h e D e p a r t m e n t 

o f H o m e l a n d S e c u r i t y , I n t e r n a l R e v e n u e S e r v i c e , a n d t h e U . S . P o s t a l I n s p e c t i o n S e r v i c e , 6 w o r k e d o n a 

5 T h e D i s t r i c t o f M a r y l a n d h a d p r e v i o u s l y c h a r g e d " J o h n D o e a / k / a D r e a d P i r a t e R o b e r t s " w i t h 

t h e s e c h a r g e s o n o r a b o u t M a y 1, 2 0 1 3 , a t w h i c h t i m e t h e D i s t r i c t o f M a r y l a n d w a s u n s u r e o f t h e t r u e 

i d e n t i t y o f D P R . T h e D i s t r i c t o f M a r y l a n d s u b s e q u e n t l y c h a r g e d U l b r i c h t w i t h t h e s e o f f e n s e s a f t e r a n 

I R S S p e c i a l A g e n t o n t h e S o u t h e r n D i s t r i c t o f N e w Y o r k ' s i n v e s t i g a t i o n i d e n t i f i e d D P R a s U l b r i c h t . 

6 T h e B u r e a u o f A l c o h o l , T o b a c c o & F i r e a r m s ( A T F ) w a s p a r t o f t h e B a l t i m o r e S i l k R o a d T a s k 

F o r c e e a r l y o n , b u t t h e i r i n v o l v e m e n t d i d n o t l a s t l o n g . 
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t a s k f o r c e o u t o f B a l t i m o r e d e d i c a t e d t o i d e n t i f y i n g a n d a p p r e h e n d i n g D P R , l a t e r d e t e r m i n e d to b e R o s s 

U l b r i c h t . 

A s p a r t o f h i s o f f i c i a l r o l e i n t h e B a l t i m o r e S i l k R o a d i n v e s t i g a t i o n , F O R C E c o m m u n i c a t e d w i t h 

D P R u s i n g a n u n d e r c o v e r i d e n t i t y , h e r e a f t e r r e f e r r e d t o a s " " N o b . " N o b ( F O R C E ) a n d D P R 

c o m m u n i c a t e d t h r o u g h o u t 2 0 1 2 a n d 2 0 1 3 u s i n g a v a r i e t y o f m e t h o d s o f c o m m u n i c a t i o n , i n c l u d i n g o n a 

p r i v a t e m e s s a g i n g s y s t e m o n t h e S i l k R o a d w e b s i t e a n d o n c h a t p r o g r a m s t h a t o p e r a t e d o v e r t h e T O R 

n e t w o r k . T h e i r c o m m u n i c a t i o n s r e v e a l t h a t D P R b e l i e v e d N o b t o b e a d r u g s m u g g l e r o p e r a t i n g i n t h e 

U n i t e d S t a t e s w i t h c o n n e c t i o n s t o c r i m i n a l o r g a n i z a t i o n s t h r o u g h o u t t h e w o r l d . I n r e a l i t y , o f c o u r s e , 

N o b w a s F O R C E , a n u n d e r c o v e r D E A a g e n t . M a n y b u t n o t a l l o f t h e i r c o m m u n i c a t i o n s w e r e e n c r y p t e d , 

a s d i s c u s s e d f u r t h e r b e l o w . 

S o m e p o r t i o n o f t h e c o m m u n i c a t i o n s b e t w e e n D P R a n d N o b ( F O R C E ) a r e m e m o r i a l i z e d i n 

F O R C E ' S o f f i c i a l c a s e f i l e , p r e s e r v e d i n w h a t a r e k n o w n a s D E A 6 s , w h i c h a r e o f f i c i a l r e p o r t s o f t h e 

D E A ' s i n v e s t i g a t i o n . S o m e o f t h e c o m m u n i c a t i o n s a r e a l s o p r e s e r v e d o n F O R C E ' S o f f i c i a l c o m p u t e r s . 

H o w e v e r , n o t a l l o f t h e c o m m u n i c a t i o n s b e t w e e n D P R a n d N o b ( F O R C E ) w e r e m e m o r i a l i z e d . 

A t t h e t i m e o f U l b r i c h t ' s a r r e s t , l a w e n f o r c e m e n t s e i z e d a l a p t o p c o m p u t e r f r o m U l b r i c h t ' s 

p e r s o n . T h i s c o m p u t e r h a s b e e n f o r e n s i c a l l y a n a l y z e d . I t , t o o , c o n t a i n e d e v i d e n c e o f c o m m u n i c a t i o n s 

b e t w e e n D P R a n d N o b ( F O R C E ) . I t a l s o c o n t a i n e d c e r t a i n c o m m u n i c a t i o n s b e t w e e n D P R a n d F O R C E 

t h a t F O R C E d i d n o t m e m o r i a l i z e i n h i s o f f i c i a l r e p o r t s o r a s p a r t o f h i s o f f i c i a l c a s e f i l e . 

U l b r i c h t ' s c o m p u t e r a l s o c o n t a i n e d a h a n d f u l o f files t h a t a p p e a r t o b e U l b r i c h t ' s n o t e s t o 

h i m s e l f . O n e s u c h file i s n a m e d " L E c o u n t e r i n t e l " w h i c h y o u r a f f i a n t b e l i e v e s s t a n d s f o r " L a w 

E n f o r c e m e n t C o u n t e r i n t e l l i g e n c e " a n d c o n t a i n s i n f o r m a t i o n t h a t D P R w a s r e c e i v i n g f r o m p u r p o r t e d 

" i n s i d e " l a w e n f o r c e m e n t s o u r c e s . I h a v e r e v i e w e d t h e s e files a n d b e l i e v e t h a t t h e y c o n t a i n i n f o r m a t i o n 

t h a t c a m e f r o m a p e r s o n o r p e r s o n s i n s i d e l a w e n f o r c e m e n t , i n p a r t b e c a u s e o f t h e i r s u b s t a n c e a n d i n p a r t 

b e c a u s e o f t h e i r u s e o f c e r t a i n t e r m i n o l o g y a n d a c r o n y m s t h a t a r e n o t w i d e l y k n o w n b y t h e p u b l i c . 
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P r i o r t o h i s a r r e s t , D P R w a s k n o w n t o h a v e b e e n h i d i n g h i s t r u e i d e n t i t y a n d l o c a t i o n f r o m l a w 

e n f o r c e m e n t , s o i n f o r m a t i o n c o n c e r n i n g t h e g o v e r n m e n t ' s i n v e s t i g a t i o n w a s m a t e r i a l a n d v a l u a b l e to 

h i m . 

I h a v e r e v i e w e d m a n y o f t h e c o m m u n i c a t i o n s b e t w e e n D P R a n d N o b ( F O R C E ) t h a t a r e 

a v a i l a b l e . A t s o m e p o i n t , N o b ( F O R C E ) a n d D P R b e g a n e n c r y p t i n g c e r t a i n o f t h e s e c o m m u n i c a t i o n s 

u s i n g w h a t i s k n o w n a s P G P e n c r y p t i o n . P G P s t a n d s f o r " p r e t t y g o o d p r i v a c y " ' a n d i s a n e n c r y p t i o n 

a l g o r i t h m t h a t a l l o w s i t s u s e r s t o s e n d e n c r y p t e d c o n v e r s a t i o n s t h r o u g h m e s s a g i n g o r c h a t s e r v i c e s . 

M u c h l i k e t h e w a y b i t c o i n s a r e c o n t r o l l e d , P G P t o o u s e s a s y s t e m o f p u b l i c k e y s a n d p r i v a t e k e y s . W i t h 

P G P , a p u b l i c k e y i s u s e d t o e n c r y p t a m e s s a g e f o r a s p e c i f i c u s e r t o r e a d , a n d a p r i v a t e k e y i s u s e d b y 

t h e r e c i p i e n t t o d e c r y p t t h e m e s s a g e . I n a d d i t i o n t o n e e d i n g a p r i v a t e k e y t o d e c r y p t a m e s s a g e , a u s e r 

m u s t a l s o p o s s e s s a u n i q u e p a s s w o r d t h a t w a s e s t a b l i s h e d a t t h e t i m e o f c r e a t i o n t o d e c r y p t o r s i g n a 

m e s s a g e . 

A r e v i e w o f F O R C E ' S o f f i c i a l c a s e f i l e d o e s n o t c o n t a i n a n y o f t h e p r i v a t e P G P k e y s o r 

p a s s w o r d s n e e d e d t o d e c r y p t F O R C E ' S e n c r y p t e d c o m m u n i c a t i o n s w i t h D P R . N o r d i d F O R C E p r o v i d e 

t h e s e p r i v a t e P G P k e y s t o t h e p r o s e c u t o r o n t h e B a l t i m o r e c a s e o r to t h o s e i n h i s c h a i n - o f - c o m m a n d . 

I n s t e a d , F O R C E a p p e a r s t o h a v e b e e n t h e o n l y i n d i v i d u a l t o h a v e p o s s e s s e d t h e p r i v a t e P G P k e y s a n d 

p a s s w o r d s n e e d e d t o u n l o c k h i s c o m m u n i c a t i o n w i t h D P R . T h i s i s n o t a b l e , b e c a u s e a s a l a w 

e n f o r c e m e n t a g e n t , I k n o w t h a t o n e o f t h e c h i e f c o n c e r n s i n w o r k i n g a n i n v e s t i g a t i o n a n d b u i l d i n g 

e v i d e n c e i s t h e a b i l i t y t o o b t a i n d e c i p h e r a b l e , a d m i s s i b l e e v i d e n c e f o r u s e i n l a t e r p r o c e e d i n g s . 

D e s p i t e h i s i n v o l v e m e n t i n t h e B a l t i m o r e S i l k R o a d i n v e s t i g a t i o n , a n d k n o w l e d g e t h a t o t h e r l a w 

e n f o r c e m e n t w o u l d b e u n a b l e t o r e a d e n c r y p t e d c o m m u n i c a t i o n s w i t h o u t t h e p r i v a t e P G P k e y s , F O R C E , 

a c t i n g a s N o b , s p e c i f i c a l l y i n s t r u c t e d D P R t o u s e P G P t o e n c r y p t m e s s a g e s r e l a t i n g t o t h e i n v e s t i g a t i o n . 

W h i l e t h i s r e q u e s t m a y h a v e e n h a n c e d N o b ' s ( F O R C E ' s ) c r e d i b i l i t y t o D P R a s a " c r i m i n a l , " t h e r e b y 

f u r t h e r i n g h i s c o v e r , i t w o u l d h a v e m a d e i t d i f f i c u l t f o r F O R C E t o d o c u m e n t t h e c o m m u n i c a t i o n s , 

c o m m u n i c a t i o n s t h a t w o u l d b e o f u s e t o l a w e n f o r c e m e n t m a k i n g a c a s e a g a i n s t D P R a t a l a t e r d a t e . 

E v e n i f e n c r y p t i n g m e s s a g e s t o D P R w o u l d m a k e N o b m o r e c r e d i b l e , t h e c o m m u n i c a t i o n s s h o u l d h a v e 

b e e n d o c u m e n t e d , i n d e c i p h e r e d f o r m , a n d m e m o r i a l i z e d i n t h e c a s e f i l e . 
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I h a v e c o n f e r r e d w i t h o t h e r l a w e n f o r c e m e n t a g e n t s w h o c o n d u c t o n l i n e u n d e r c o v e r o p e r a t i o n s 

a n d b e l i e v e t h e f a i l u r e t o p r e s e r v e t h e p r i v a t e P G P k e y s w h i l e s i m u l t a n e o u s l y d i r e c t i n g a t a r g e t t o u s e 

P G P t o e n c r y p t m e s s a g e s m a k e s l i t t l e s e n s e i n t h e c o n t e x t o f a l a w e n f o r c e m e n t i n v e s t i g a t i o n , 

p a r t i c u l a r l y t a k i n g i n t o a c c o u n t t h a t t h i s t a s k f o r c e i n v o l v e d m u l t i p l e l a w e n f o r c e m e n t o f f i c e r s , a l l o f 

w h o m m i g h t r e q u i r e a c c e s s t o t h e e v i d e n c e F O R C E g a t h e r e d i n h i s d e a l i n g s w i t h D P R : I n t h e e v e n t 

F O R C E w e r e to l o s e t h e P G P p r i v a t e k e y s , o r t h a t s o m e t h i n g w e r e t o h a p p e n t o F O R C E , a n y e v i d e n c e 

c o n t a i n e d i n t h e e n c r y p t e d P G P f o r m a t w o u l d e f f e c t i v e l y b e l o s t a n d u n u s a b l e w i t h o u t t h e p r i v a t e k e y . 

F O R C E ' S a p p a r e n t f a i l u r e t o d o c u m e n t t h e p r i v a t e P G P k e y s f o r h i s c o m m u n i c a t i o n s w i t h D P R 

a n y w h e r e i n h i s c a s e file, o r t o p r o v i d e t h e m to o t h e r s a t t h e D E A o r t o t h e p r o s e c u t o r , l e a d s m e t o 

b e l i e v e h e d i d n o t w a n t a n y o n e o t h e r t h a n h i m s e l f ( F O R C E ) t o b e a b l e t o d e c r y p t c e r t a i n o f t h o s e 

c o m m u n i c a t i o n s , a n d t h a t , a s a r e s u l t , h e s o u g h t d e l i b e r a t e l y t o u n d e r m i n e t h e i n t e g r i t y o f t h e o n g o i n g 

B a l t i m o r e S i l k R o a d T a s k F o r c e i n v e s t i g a t i o n . 

A l t h o u g h i n t h e b e g i n n i n g o f h i s t i m e c o m m u n i c a t i n g w i t h D P R , F O R C E ( a s N o b ) o c c a s i o n a l l y 

p r o v i d e d c e r t a i n d e c r y p t e d c o m m u n i c a t i o n s t o o t h e r s o n t h e T a s k F o r c e , i n c l u d i n g t h e p r o s e c u t o r w i t h 

w h o m h e w a s w o r k i n g , F O R C E d i d n o t p r o v i d e a l l c o m m u n i c a t i o n s i n d e c r y p t e d f o r m . T h i s w a s 

d e s p i t e t h e f a c t t h a t t h e p r o s e c u t o r w i t h w h o m F O R C E w a s w o r k i n g r e p e a t e d l y e m p h a s i z e d t h e n e e d f o r 

F O R C E t o p r o v i d e a l l e n c r y p t e d c o m m u n i c a t i o n s . I n f a c t , t o w a r d t h e e n d o f t h e t i m e f r a m e i n w h i c h 

N o b ( F O R C E ) w a s i n r e l a t i v e l y h e a v y c o m m u n i c a t i o n w i t h D P R , F O R C E i n c r e a s i n g l y w a s n o t 

p r o v i d i n g t h e d e c r y p t e d v e r s i o n s o f t h e i r c o m m u n i c a t i o n . 

F O R C E ' S T h e f t o f 5 2 5 B i t c o i n s C o m i n g f r o m U l b r i c h t , a / k / a " D P R " 

I n h i s c o m m u n i c a t i o n s w i t h D P R , N o b ( F O R C E ) c r e a t e d t h e f i c t i o n t h a t N o b h a d s e n s i t i v e 

i n f o r m a t i o n t h a t h e w o u l d p r o v i d e t o D P R , o f t e n i n e x c h a n g e f o r p a y m e n t , i n c l u d i n g l a w e n f o r c e m e n t 

s e n s i t i v e i n f o r m a t i o n . 

O n e o f t h e c o v e r s t o r i e s t h a t N o b ( F O R C E ) c r e a t e d w i t h D P R w a s t h a t N o b h a d a c c e s s t o a 

c o r r u p t g o v e r n m e n t e m p l o y e e , f i c t i o n a l l y n a m e d " K e v i n . " I r o n i c a l l y , " K e v i n " w a s s u p p o s e d t o b e a 

c o r r u p t D e p a r t m e n t o f J u s t i c e c a s e a g e n t o n t h e g o v e r n m e n t ' s S i l k R o a d i n v e s t i g a t i o n a n d 

s i m u l t a n e o u s l y o n N o b ' s p a y r o l l , w h o w o u l d f e e d N o b i n f o r m a t i o n a b o u t l a w e n f o r c e m e n t ' s 
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i n v e s t i g a t i o n i n t o t h e S i l k . R o a d . F O R C E m e m o r i a l i z e d t h i s c o v e r s t o r y c o n c e r n i n g " " K e v i n " ' i n a D E A 6 

d a t e d A u g u s t 1, 2 0 1 3 ( t h e " A u g u s t D E A 6 " ) . 

D P R s u b s e q u e n t l y p a i d N o b ( F O R C E ) i n b i t c o i n s o n a t l e a s t t w o o c c a s i o n s . O n e p a y m e n t w a s 

i n J u n e 2 0 1 3 for 4 0 0 b i t c o i n s 7 f o r f r a u d u l e n t i d e n t i f i c a t i o n d o c u m e n t s t h a t N o b w a s s u p p o s e d t o p r o v i d e 

t o D P R . A s e c o n d p a y m e n t w a s i n A u g u s t 2 0 1 3 f o r 5 2 5 b i t c o i n s f o r " K e v i n ' s " i n s i d e l a w e n f o r c e m e n t 

i n f o r m a t i o n . A t t h e t i m e o f t h e p a y m e n t s , 4 0 0 b i t c o i n s w o u l d h a v e b e e n w o r t h a p p r o x i m a t e l y $ 4 0 , 0 0 0 

a n d 5 2 5 b i t c o i n s w o u l d h a v e b e e n w o r t h a p p r o x i m a t e l y $ 5 0 , 0 0 0 . 8 B o t h t h e J u n e 4 0 0 b i t c o i n p a y m e n t 

a n d t h e A u g u s t 5 2 5 b i t c o i n p a y m e n t b e c a m e o f f i c i a l g o v e r n m e n t p r o p e r t y o n c e D P R m a d e t h e 

p a y m e n t s : t h e y w e r e r e c e i v e d a s p a r t o f F O R C E ' S o f f i c i a l u n d e r c o v e r r o l e f r o m t h e t a r g e t o f a f e d e r a l 

i n v e s t i g a t i o n a n d t h e r e f o r e b e c a m e u n d e r c o v e r p r o c e e d s . 

A s i s d e s c r i b e d f u r t h e r b e l o w , r a t h e r t h a n p r o p e r l y d o c u m e n t i n g t h e s e p a y m e n t s , a n d 

s a f e g u a r d i n g t h e m i n a g o v e r n m e n t a c c o u n t , F O R C E t o o k c u s t o d y o f t h e p a y m e n t s a n d d e p o s i t e d t h e 

b u l k o f t h e 4 0 0 b i t c o i n p a y m e n t a n d a l l o f t h e 5 2 5 b i t c o i n p a y m e n t i n t o h i s o w n p e r s o n a l a c c o u n t . 

R e c o r d s r e c e i v e d f r o m a d i g i t a l c u r r e n c y e x c h a n g e , C a m p B X , r e v e a l t h a t F O R C E m a i n t a i n e d a p e r s o n a l 

a c c o u n t t h e r e t h a t w a s l i n k e d d i r e c t l y t o t w o a d d i t i o n a l p e r s o n a l a c c o u n t s b e l o n g i n g t o F O R C E : ( 1 ) 

F O R C E ' S a c c o u n t a t a n o t h e r d i g i t a l c u r r e n c y e x c h a n g e , B i t s t a m p , a n d ( 2 ) F O R C E ' S a c c o u n t a t a 

p a y m e n t s p r o c e s s i n g a c c o u n t , D w o l l a , n e i t h e r o f w h i c h w e r e g o v e r n m e n t o r o f f i c i a l a c c o u n t s . 9 

I n t h e A u g u s t D E A 6 , F O R C E m e m o r i a l i z e d t h e f a c t t h a t h e , a c t i n g a s N o b , s e n t a P G P -

e n c r y p t e d c o m m u n i c a t i o n t o D P R . A c c o r d i n g t o t h e A u g u s t D E A 6 , N o b ( F O R C E ) " a d v i s e d D P R t h a t 

7 T h e 4 0 0 b i t c o i n p a y m e n t w a s a c t u a l l y a n 8 0 0 b i t c o i n p a y m e n t b u t N o b ( F O R C E ) r e f u n d e d 

D P R 4 0 0 b i t c o i n s b e c a u s e t h e d e a l f o r t h e f r a u d u l e n t i d e n t i f i c a t i o n d o c u m e n t s a l l e g e d l y f e l l t h r o u g h . 

8 T h e s e a r e v e r y c o n s e r v a t i v e e s t i m a t e s a n d t h e a c t u a l l o s s a m o u n t i s l i k e l y g r e a t e r t h a n t h e s e 

a m o u n t s : F O R C E h i m s e l f v a l u e d t h e 4 0 0 b i t c o i n p a y m e n t a s b e i n g e q u a l t o $ 7 6 , 8 0 0 o n O c t o b e r 2 2 , 

2 0 1 3 , a n d n o t $ 4 0 , 0 0 0 a s d e s c r i b e d h e r e . T h e r e a s o n f o r t h e d i f f e r e n c e c o n c e r n s t h e f l u c t u a t i n g v a l u e o f 

b i t c o i n d u r i n g t h i s t i m e f r a m e . T h e v a l u e o f b i t c o i n a t t h e t i m e o f t h e J u n e 2 0 1 3 p a y m e n t w a s 

a p p r o x i m a t e l y $ 1 0 0 p e r b i t c o i n , y i e l d i n g t h e $ 4 0 , 0 0 0 a p p r o x i m a t i o n p r o v i d e d h e r e . H o w e v e r , t h e v a l u e 

a t t h e t i m e o f F O R C E ' S o w n v a l u a t i o n o f t h e 4 0 0 b i t c o i n p a y m e n t i n O c t o b e r 2 0 1 3 w a s a p p r o x i m a t e l y 

$ 1 9 2 p e r b i t c o i n . I t s h o u l d a l s o b e n o t e d t h a t d u r i n g t h e t i m e t h a t F O R C E w a s l i q u i d a t i n g b i t c o i n s 

t h r o u g h h i s o w n p e r s o n a l a c c o u n t s , t h e v a l u e o f b i t c o i n f l u c t u a t e d d r a m a t i c a l l y r a n g i n g f r o m l e s s t h a n 

$ 3 0 0 p e r b i t c o i n t o o v e r $ 1 1 0 0 p e r b i t c o i n . 

9 F O R C E m a i n t a i n e d a s e p a r a t e a c c o u n t a t D w o l l a i n t h e n a m e o f h i s o f f i c i a l u n d e r c o v e r 

i d e n t i t y . I n c o n t r a s t , F O R C E ' S p e r s o n a l a c c o u n t a t D w o l l a w a s i n h i s o w n n a m e a n d e s t a b l i s h e d u s i n g 

h i s o w n p e r s o n a l i d e n t i f i e r s s u c h a s S o c i a l S e c u r i t y n u m b e r , h o m e a d d r e s s , p e r s o n a l e m a i l a n d d a t e o f 

b i r t h . 
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' K e v i n ' w a n t e d a ' d o n a t i o n ' o f b i t c o i n s f r o m D P R , t h e i n f e r e n c e b e i n g t h a t t h e i n f o r m a t i o n o n t h e S i l k 

R o a d i n v e s t i g a t i o n i s v a l u a b l e . " T h e A u g u s t D E A 6 f u r t h e r s p e c i f i e s t h a t " S p e c i a l A g e n t F O R C E 

p r o v i d e d a B i t c o i n w a l l e t a d d r e s s " f o r D P R t o d e p o s i t t h e B i t c o i n p a y m e n t f o r " K e v i n ' s " i n f o r m a t i o n . 

H o w e v e r , F O R C E m a d e a n " A g e n t ' s N o t e " a t t h e b o t t o m o f t h e A u g u s t D E A 6 e x p l i c i t l y s t a t i n g t h a t 

D P R n e v e r m a d e t h e p a y m e n t , w r i t i n g " A G E N T ' S N O T E : D P R m a d e n o s u c h p a y m e n t . " ( e m p h a s i s 

a d d e d ) . 

T h e A u g u s t D E A 6 i s a l s o n o t a b l e f o r w h a t i n f o r m a t i o n i t d o e s n o t c o n t a i n . I t d o e s n o t i n c l u d e 

t h e a c t u a l B i t c o i n p u b l i c a d d r e s s t h a t N o b ( F O R C E ) p r o v i d e d t o D P R t o r e c e i v e p a y m e n t f o r " K e v i n ' s " 

i n f o r m a t i o n . I n c l u d i n g t h i s i n f o r m a t i o n w o u l d h a v e a l l o w e d o t h e r l a w e n f o r c e m e n t a g e n t s t o t r a c e a n y 

p a y m e n t i f m a d e . N o r d o e s t h e A u g u s t D E A 6 l i s t o r d o c u m e n t t h e P G P e n c r y p t i o n p a s s w o r d t h a t 

w o u l d b e s u b s e q u e n t l y n e e d e d t o d e c i p h e r t h e e n c r y p t e d c o m m u n i c a t i o n b e t w e e n D P R a n d N o b 

( F O R C E ) c o n c e r n i n g " K e v i n ' s " i n f o r m a t i o n o r t h e i n f o r m a t i o n s u r r o u n d i n g t h e p a y m e n t f o r t h a t 

i n f o r m a t i o n . 

H o w e v e r , c e r t a i n c o m m u n i c a t i o n s b e t w e e n N o b ( F O R C E ) a n d D P R w e r e m a i n t a i n e d o n t h e 

s e r v e r t h a t h o s t e d t h e S i l k R o a d w e b s i t e , w h i c h t h e F B I i m a g e d a s p a r t o f t h e S o u t h e r n D i s t r i c t o f N e w 

Y o r k i n v e s t i g a t i o n . I h a v e o b t a i n e d a n d r e v i e w e d a c o p y o f t h a t s e r v e r a n d i t c o n t a i n s t h e 

c o m m u n i c a t i o n s b e t w e e n N o b ( F O R C E ) a n d D P R , i n c l u d i n g c e r t a i n c o m m u n i c a t i o n s t h a t F O R C E d o e s 

n o t a p p e a r t o h a v e m e m o r i a l i z e d i n t h e o f f i c i a l c a s e f i l e . T h e s e r v e r c o n t a i n s a c h a i n o f m e s s a g e s 

b e t w e e n D P R a n d N o b ( F O R C E ) f r o m J u l y 3 1 , 2 0 1 3 t h r o u g h A u g u s t 4 , 2 0 1 3 . W i t h t h e e x c e p t i o n o f 

o n e m e s s a g e D P R a u t h o r e d , t h e m e s s a g e s i n t h e c h a i n a r e c o m p l e t e l y e n c r y p t e d . 

T h a t s o l e u n e n c r y p t e d m e s s a g e i n t h i s c h a i n i s f r o m D P R t o N o b ( F O R C E ) . I t i s d a t e d A u g u s t 4 , 

2 0 1 3 , a n d c o n c e r n s a p a y m e n t D P R m a d e f o r " K e v i n ' s " i n f o r m a t i o n . S p e c i f i c a l l y , D P R w r o t e : " I c o u l d 

n o t d e c r y p t y o u r s e c o n d m e s s a g e , g o t a n e r r o r . I c o u l d d e c r y p t t h e first, a n d h a v e s e n t t h e 5 2 5 b t c a s  

r e q u e s t e d . P l e a s e k e e p m e p o s t e d a n d y o u h a v e m y w o r d t h a t n o o n e e l s e k n o w s a n y t h i n g a b o u t t h i s . 

I ' m s o r r y I d i d n ' t k n o w h o w m u c h t o s e n d b e f o r e . I w a s a f r a i d o f o f f e n d i n g i f I s e n t t o o l i t t l e a n d 

l o o k i n g f o o l i s h i f I s e n t t o o m u c h . I h o p e I d i d n ' t m a k e t h i n g s t o o d i f f i c u l t f o r y o u . " ( e m p h a s i s a d d e d ) . 

W i t h i n a p p r o x i m a t e l y t w o h o u r s o f D P R s e n d i n g t h e m e s s a g e d e s c r i b e d a b o v e , N o b ( F O R C E ) 
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r e s p o n d e d t o D P R w i t h a n e n c r y p t e d m e s s a g e b u t c o n t a i n i n g t h e u n e n c r y p t e d s u b j e c t l i n e , " u s e P G P ! " 

A s n o t e d , P G P s t a n d s f o r " P r e t t y G o o d P r i v a c y , " a n e n c r y p t i o n m e c h a n i s m . I n o t h e r w o r d s , F O R C E 

w a s d i r e c t i n g D P R t o e n c r y p t h i s m e s s a g e s . F o l l o w i n g t h e m e s s a g e c o n t a i n i n g t h e u n e n c r y p t e d s u b j e c t 

l i n e w e r e a s e r i e s o f a d d i t i o n a l b a c k a n d f o r t h e n c r y p t e d P G P m e s s a g e s b e t w e e n N o b ( F O R C E ) a n d 

D P R . 

I k n o w f r o m o t h e r l a w e n f o r c e m e n t a g e n t s w h o c o n d u c t u n d e r c o v e r o p e r a t i o n s o n T O R a n d 

b l a c k m a r k e t s i t e s t h a t t h e r e i s l i t t l e r e a s o n t o d i r e c t a t a r g e t w h o i s u s i n g c l e a r c o m m u n i c a t i o n t o i n s t e a d 

u s e e n c r y p t e d c o m m u n i c a t i o n , a n d n o r e a s o n t o f a i l t o d o c u m e n t a d e c r y p t i o n m e c h a n i s m i n t h e c a s e f i l e 

o r s h a r e i t w i t h o t h e r a g e n t s , m a n a g e m e n t , o r t h e p r o s e c u t o r . 

A g a i n , F O R C E d i d n o t m e m o r i a l i z e t h e P G P p r i v a t e e n c r y p t i o n k e y t h a t c o u l d b e u s e d t o 

d e c i p h e r t h e J u l y 3 1 - A u g u s t 4 , 2 0 1 3 , e n c r y p t e d c o m m u n i c a t i o n c h a i n b e t w e e n h i m s e l f a n d D P R 

a n y w h e r e i n h i s c a s e file o r p r o v i d e i t t o a n y o n e e l s e a t t h e D E A o r t o t h e p r o s e c u t o r w i t h w h o m h e w a s 

w o r k i n g . F u r t h e r m o r e , t h e l a s t m e n t i o n o f D P R ' s p a y m e n t f o r " K e v i n ' s " i n f o r m a t i o n i n F O R C E ' S 

o f f i c i a l D E A c a s e file i s t h e A u g u s t D E A 6 , i n w h i c h F O R C E s p e c i f i c a l l y s t a t e d t h a t n o p a y m e n t w a s 

e v e r r e c e i v e d . N o r a r e t h e r e a n y s u b s e q u e n t D E A 6 s c o r r e c t i n g o r a m e n d i n g t h i s . I n f a c t , a r e v i e w o f 

F O R C E ' S o f f i c i a l c a s e file r e v e a l s t h a t F O R C E n e v e r d o c u m e n t e d h a v i n g r e c e i v e d a 5 2 5 B i t c o i n 

p a y m e n t f r o m D P R , a s D P R ' s A u g u s t 4 , 2 0 1 3 , c o m m u n i c a t i o n t o N o b ( F O R C E ) s t a t e s h a d o c c u r r e d . 

I b e l i e v e t h a t F O R C E , a c t i n g a s N o b , i n s t r u c t e d D P R to u s e P G P e n c r y p t i o n i n p a r t t o c o n c e a l 

t h e f a c t t h a t D P R a c t u a l l y h a d m a d e a 5 2 5 b i t c o i n p a y m e n t t o N o b ( F O R C E ) t h a t F O R C E w a s n o t 

d e t a i l i n g i n h i s o f f i c i a l l a w e n f o r c e m e n t r e p o r t s . T h i s c o n c l u s i o n i s b o l s t e r e d b y t h e f a c t t h a t i n t h e 

A u g u s t D E A 6 F O R C E t o o k c a r e to e x p l i c i t l y n o t e t h e f a c t i n t h e " A G E N T ' S N O T E : D P R m a d e n o 

s u c h p a y m e n t , " a n d t h e r e i s n o s u b s e q u e n t D E A 6 i n w h i c h F O R C E s t a t e s t h a t D P R d i d t r a n s m i t a 5 2 5 

b i t c o i n p a y m e n t . I t i s f u r t h e r b o l s t e r e d b y t h e f a c t t h a t F O R C E d o e s n o t a p p e a r t o h a v e m e m o r i a l i z e d 

t h e P G P e n c r y p t i o n k e y s f o r h i s c o m m u n i c a t i o n s w i t h D P R a n y w h e r e i n t h e o f f i c i a l c a s e file. F i n a l l y , 

w h e n D P R m e n t i o n e d t h e 5 2 5 b i t c o i n p a y m e n t i n t h e A u g u s t 4 c o m m u n i c a t i o n , t h e first r e s p o n s e 

F O R C E a c t i n g a s N o b g a v e w a s " u s e P G P ! " 

N o t a b l y , b y l a t e J u l y 2 0 1 3 , t h e B a l t i m o r e S i l k R o a d T a s k F o r c e h a d b e e n m a d e a w a r e t h a t t h e 

F B I w a s s e e k i n g t o o b t a i n a n i m a g e o f t h e S i l k R o a d s e r v e r , a n d t h e r e f o r e F O R C E m a y h a v e h a d r e a s o n 
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t o f e a r t h a t a n y c o m m u n i c a t i o n s b e t w e e n h i m s e l f a n d D P R w o u l d b e a c c e s s i b l e t o t h e F B I i n t h e e v e n t 

t h e F B I w a s s u c c e s s f u l i n i m a g i n g t h e s e r v e r . 

R e c o r d s o b t a i n e d f r o m F O R C E ' S p e r s o n a l d i g i t a l c u r r e n c y a c c o u n t a t a d i g i t a l c u r r e n c y 

e x c h a n g e c o m p a n y , C a m p B X , r e v e a l t h a t o n S e p t e m b e r 2 7 , 2 0 1 3 , F O R C E d e p o s i t e d t h e p r e c i s e a m o u n t 

o f 5 2 5 b i t c o i n s i n t o h i s o w n p e r s o n a l a c c o u n t a t C a m p B X . 1 0 

I h a v e p e r f o r m e d a n a n a l y s i s o f t h e b l o c k c h a i n a s i t c o n c e r n s t h e 5 2 5 b i t c o i n d e p o s i t t o 

F O R C E ' S p e r s o n a l C a m p B X a c c o u n t . T h e a n a l y s i s r e v e a l s t h a t t h e 5 2 5 b i t c o i n s F O R C E r e c e i v e d i n t o 

h i s o w n p e r s o n a l C a m p B X a c c o u n t w a s d i r e c t l y l i n k e d , t h r o u g h a s e r i e s o f t r a n s a c t i o n s , t o t h e 5 2 5 

b i t c o i n p a y m e n t t h a t D P R m a d e o n A u g u s t 4 , 2 0 1 3 , i . e . t h e s a m e d a y D P R c o m m u n i c a t e d t o N o b 

( F O R C E ) t h a t h e h a d " s e n t t h e 5 2 5 B T C a s r e q u e s t e d . " 

R e c o r d s f r o m t h e S i l k R o a d s e r v e r s e s t a b l i s h t h a t t h i s 5 2 5 b i t c o i n p a y m e n t o r i g i n a t e d f r o m 

D P R ' s S i l k R o a d a c c o u n t o n A u g u s t 4 , 2 0 1 3 . S p e c i f i c a l l y , t h e 5 2 5 b i t c o i n p a y m e n t w a s s p l i t i n t o f o u r 

s m a l l e r p a y m e n t s a n d m a d e i n t h e f o l l o w i n g m a n n e r : 

a . O n A u g u s t 4 , 2 0 1 3 a t 2 2 : 0 5 U T C a p a y m e n t o f 2 0 3 b i t c o i n s 

b . O n A u g u s t 4 , 2 0 1 3 a t 2 2 : 0 5 U T C a p a y m e n t o f 1 3 4 b i t c o i n s 

c . O n A u g u s t 4 , 2 0 1 3 a t 2 2 : 0 5 U T C a p a y m e n t o f 6 1 b i t c o i n s 

d . O n A u g u s t 4 , 2 0 1 3 a t 2 2 : 0 1 U T C a p a y m e n t o f 1 2 7 b i t c o i n s 

T h e 5 2 5 b i t c o i n p a y m e n t w e n t f r o m f o u r a d d r e s s e s a n d u l t i m a t e l y l a n d e d i n a s i n g l e p a s s -

t h r o u g h a c c o u n t o n S e p t e m b e r 1, 2 0 1 3 . T h e 5 2 5 b i t c o i n r e m a i n e d i n t h e p a s s - t h r o u g h a c c o u n t f r o m 

S e p t e m b e r 1, 2 0 1 3 u n t i l S e p t e m b e r 2 7 , 2 0 1 3 , w h e n t h e y w e r e t r a n s f e r r e d i n t o F O R C E ' S p e r s o n a l 

a c c o u n t a t C a m p B X . T h e s e t r a n s a c t i o n s a r e d e p i c t e d o n " T r a c e o f 5 2 5 B i t c o i n P a y m e n t , " a t t a c h e d a s 

E x h i b i t B . 

N o t a b l y , F O R C E t r e a t e d D P R ' s J u n e 4 0 0 b i t c o i n p a y m e n t d i f f e r e n t l y f r o m t h e w a y h e t r e a t e d 

t h e A u g u s t 5 2 5 b i t c o i n p a y m e n t . T o b e s u r e , F O R C E w r o n g f u l l y d e p o s i t e d s u b s t a n t i a l p o r t i o n s o f b o t h 

1 0 T h e S e p t e m b e r 2 7 , 2 0 1 3 d a t e h a s s i g n i f i c a n c e b e c a u s e e m a i l r e c o r d s I h a v e r e v i e w e d i n d i c a t e 

t h a t , a t t h e l a t e s t o n S e p t e m b e r 2 7 , 2 0 1 3 , F O R C E l e a r n e d t h a t D P R w a s a b o u t t o b e a p p r e h e n d e d a s p a r t 

o f t h e s e p a r a t e N e w Y o r k i n v e s t i g a t i o n i n t o t h e S i l k R o a d . I n r e s p o n s e t o l e a r n i n g t h i s i n f o r m a t i o n , 

F O R C E w r o t e t o t h e p r o s e c u t o r w i t h w h o m h e w a s w o r k i n g i n q u i r i n g a s t o t h e t r u e n a m e a n d 

i d e n t i f y i n g i n f o r m a t i o n o f D P R . T o m y k n o w l e d g e , F O R C E w a s n o t p r o v i d e d w i t h t h a t i n f o r m a t i o n o n 

S e p t e m b e r 2 7 , 2 0 1 3 i n r e s p o n s e t o h i s i n q u i r y . 
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p a y m e n t s i n t o h i s o w n p e r s o n a l a c c o u n t a t C a m p B X , a n d l a t e r t r a n s f e r r e d t h e m to a n o t h e r o f h i s 

p e r s o n a l a c c o u n t s a t B i t s t a m p , a n o t h e r d i g i t a l c u r r e n c y e x c h a n g e w h e r e F O R C E m a i n t a i n e d a p e r s o n a l 

a c c o u n t . H o w e v e r , F O R C E m e m o r i a l i z e d t h e 4 0 0 b i t c o i n p a y m e n t i n a D E A 6 ( a l b e i t m a n y m o n t h s 

a f t e r t h e J u n e 4 0 0 b i t c o i n p a y m e n t w a s m a d e ) a n d i n J a n u a r y 2 0 1 4 a t t e m p t e d t o p u t t o g e t h e r a s e i z u r e 

w a r r a n t f o r t h a t 4 0 0 b i t c o i n p a y m e n t . H e d i d n o t d o a n y o f t h i s f o r t h e 5 2 5 b i t c o i n p a y m e n t . 

A n d a s p a r t o f t h e p r o c e s s o f p u t t i n g t o g e t h e r a s e i z u r e w a r r a n t f o r t h e 4 0 0 b i t c o i n p a y m e n t , t h e 

f e d e r a l p r o s e c u t o r w i t h w h o m F O R C E w a s w o r k i n g e m a i l e d F O R C E o n J a n u a r y 1 6 , 2 0 1 4 , a n d a s k e d 

h i m a s e r i e s o f q u e s t i o n s , i n c l u d i n g w h e r e t h e 4 0 0 b i t c o i n s p h y s i c a l l y w e r e . F O R C E r e p l i e d i n a n e m a i l 

l a t e r t h a t d a y t h a t t h e 4 0 0 b i t c o i n s w e r e " a t t h e D E A . " B a s e d o n m y r e v i e w o f r e c o r d s a n d a n a n a l y s i s 

o f t h e b l o c k c h a i n , t h i s w a s n o t t r u e . A n d , w i t h r e s p e c t t o t h e 5 2 5 b i t c o i n s , F O R C E n e v e r m a d e a n y 

a t t e m p t t o m e m o r i a l i z e t h e p a y m e n t o r t o p r e p a r e a s e i z u r e w a r r a n t . T h e f e d e r a l p r o s e c u t o r w i t h w h o m 

F O R C E w a s w o r k i n g w a s u n a w a r e o f a n y 5 2 5 b i t c o i n p a y m e n t e v e r h a v i n g b e e n m a d e , a s w e r e 

F O R C E ' S s u p e r i o r s a t t h e D E A . 

A s p a r t o f t h i s i n v e s t i g a t i o n , a f e d e r a l s e a r c h w a r r a n t w a s i s s u e d t o s e a r c h v a r i o u s p e r s o n a l e m a i l 

f a c i l i t i e s b e l o n g i n g t o F O R C E . O n e s u c h e m a i l a c c o u n t c o n t a i n e d w h a t a p p e a r s to b e a n o t e t o h i m s e l f 

s a v e d i n a d r a f t s f o l d e r . T h i s n o t e r e f e r e n c e s t w o t r a n s f e r s o f b i t c o i n p a y m e n t s f r o m D P R , o n e m a d e i n 

" J u n e / J u l y 2 0 1 3 f o r t h e f r a u d u l e n t U K i d e n t i f i c a t i o n " a n d o n e m a d e o n A u g u s t 4 , 2 0 1 3 , t h e s a m e d a t e 

t h a t D P R t r a n s f e r r e d 5 2 5 b i t c o i n s t o N o b ( F O R C E ) . S e e E x h i b i t C a t t a c h e d ( " D r a f t N o t e " ) . I n o t h e r 

w o r d s , F O R C E ' S o w n s a v e d e m a i l n o t e i n d i c a t e s t h e r e w a s a p a y m e n t f r o m D P R o n A u g u s t 4 , 2 0 1 3 . " 

T h e n o t e a l s o a p p e a r s t o a t t e m p t t o j u s t i f y F O R C E ' S c o n d u c t , n o t i n g t h a t t h e g o v e r n m e n t a c t u a l l y m a d e 

m o n e y d u r i n g t h e t i m e F O R C E r e t a i n e d t h e p a y m e n t s ( p r e s u m a b l y g i v e n t h e f l u c t u a t i n g v a l u e o f 

B i t c o i n ) . 

A t t h e t i m e o f t h e 5 2 5 b i t c o i n p a y m e n t a n d d u r i n g t h e t i m e o f t h e c o m m u n i c a t i o n s b e t w e e n N o b 

( F O R C E ) a n d D P R , I h a v e c o n f i r m e d v i a i n t e r n e t s e r v i c e p r o v i d e r r e c o r d s a n d a v a r i e t y o f o t h e r m e a n s 

t h a t D P R ( R o s s U l b r i c h t ) w a s p h y s i c a l l y l o c a t e d i n S a n F r a n c i s c o , i n t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a . 

1 1 F o r r e a s o n s t h a t a r e c u r r e n t l y u n k n o w n t o m e , F O R C E c h a r a c t e r i z e d t h e A u g u s t 4 , 2 0 1 3 

p a y m e n t a s b e i n g f o r 2 0 0 b i t c o i n s . H o w e v e r , a s d e m o n s t r a t e d a b o v e , t h e A u g u s t 4 , 2 0 1 3 p a y m e n t w a s 

f o r 5 2 5 b i t c o i n s . 
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B a s e d o n t h e f a c t t h a t D P R p a i d 5 2 5 b i t c o i n s t o N o b ( F O R C E ) i n F O R C E ' S o f f i c i a l g o v e r n m e n t 

c a p a c i t y a s a n u n d e r c o v e r a g e n t o n B a l t i m o r e ' s S i l k R o a d c a s e , a n d b a s e d o n t h e f a c t t h a t t h e 5 2 5 

b i t c o i n s u l t i m a t e l y e n d e d u p i n F O R C E ' S p e r s o n a l a c c o u n t w i t h C a m p B X , t h e r e i s p r o b a b l e c a u s e t o 

b e l i e v e t h a t F O R C E e m b e z z l e d , c o n v e r t e d , o r s t o l e g o v e r n m e n t p r o p e r t y i n v i o l a t i o n o f 1 8 U . S . C . 

S e c t i o n 6 4 1 . G i v e n t h a t t h e s e b i t c o i n s w e n t t h r o u g h s e v e r a l d i f f e r e n t a c c o u n t s , o f t e n f o r s h o r t p e r i o d s 

o f t i m e , a s d e p i c t e d i n E x h i b i t B , a n d s a t i d l e i n a p a s s - t h r o u g h a c c o u n t f r o m S e p t e m b e r 1, 2 0 1 3 t h r o u g h 

S e p t e m b e r 2 7 , 2 0 1 3 , b e f o r e m a k i n g t h e i r w a y t o F O R C E ' S p e r s o n a l a c c o u n t w i t h C a m p B X o n 

S e p t e m b e r 2 7 , 2 0 1 3 , t h e r e i s a l s o p r o b a b l e c a u s e t o b e l i e v e t h a t F O R C E w a s a t t e m p t i n g t o c o n c e a l 

t h e s o u r c e o f t h e t r u e s o u r c e o f t h e p r o c e e d s , i n v i o l a t i o n o f 1 8 U . S . C . S e c t i o n 1 9 5 6 . 

F O R C E ' S F r a u d a s " F r e n c h M a i d " 

T h e o n l y o f f i c i a l l y - s a n c t i o n e d u n d e r c o v e r i d e n t i t y f o r F O R C E t o c o m m u n i c a t e w i t h D P R w a s a s 

N o b . N o b w a s t h e p e r s o n a t h a t w a s d i s c u s s e d i n F O R C E ' S o f f i c i a l r e p o r t s . " N o b " w a s a l s o t h e p e r s o n a 

o f w h i c h o t h e r s i n F O R C E ' S c h a i n - o f - c o m m a n d a n d t h e f e d e r a l p r o s e c u t o r o n t h e B a l t i m o r e S i l k R o a d 

c a s e w e r e a w a r e . 

W h e n D P R w a s a r r e s t e d i n S a n F r a n c i s c o , h e w a s c a u g h t l i t e r a l l y i n t h e a c t o f r u n n i n g t h e S i l k 

R o a d o n a l a p t o p c o m p u t e r . T h e F B I s e i z e d a n d f o r e n s i c a l l y e x a m i n e d t h a t l a p t o p a n d i t s c o n t e n t s w e r e 

p a r t o f t h e g o v e r n m e n t ' s p r o o f a t t r i a l a g a i n s t U l b r i c h t . A s d i s c u s s e d a b o v e , U l b r i c h t ' s l a p t o p c o n t a i n e d 

a t e x t d o c u m e n t e n t i t l e d " L E c o u n t e r i n t e l , " a r e c o r d o f s o r t s t h a t h e m a i n t a i n e d a b o u t i n f o r m a t i o n h e 

w a s r e c e i v i n g f r o m a p p a r e n t l a w e n f o r c e m e n t " i n s i d e r s " p u r p o r t i n g t o h a v e k n o w l e d g e a b o u t t h e 

g o v e r n m e n t ' s i n v e s t i g a t i o n i n t o t h e S i l k R o a d . T h e f i l e a p p e a r s t o c o n t a i n c u t a n d p a s t e d s e c t i o n s o f 

w h a t t h e i n s i d e r s w e r e r e l a y i n g t o h i m t h r o u g h o n l i n e c h a t s o r p r i v a t e m e s s a g e s . 

O n e s u c h i n s i d e r u s e d t h e m o n i k e r " F r e n c h M a i d . " N o t e s i n a f i l e f r o m U l b r i c h t ' s c o m p u t e r 

i n d i c a t e t h a t h e p a i d " F r e n c h M a i d " a p p r o x i m a t e l y $ 1 0 0 , 0 0 0 w o r t h o f b i t c o i n i n e x c h a n g e f o r a n a m e 

t h a t h e w a s t o l d M a r k K a r p e l e s h a d p r o v i d e d t o l a w e n f o r c e m e n t . M a r k K a r p e l e s w a s a t t h e t i m e t h e 

C E O o f t h e n o w - d e f u n c t M t . G o x d i g i t a l c u r r e n c y e x c h a n g e . T h e B a l t i m o r e S i l k R o a d T a s k F o r c e w a s 

a t t e m p t i n g t o a r r a n g e a n i n t e r v i e w o f K a r p e l e s d u r i n g t h e J u l y t o A u g u s t 2 0 1 3 t i m e f r a m e , i n o r d e r t o 

o b t a i n a n y i n f o r m a t i o n K a r p e l e s m i g h t h a v e h a d c o n c e r n i n g t h e o p e r a t o r o f S i l k R o a d . 
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S p e c i f i c a l l y , i n a t e x t d o c u m e n t r e c o v e r e d f r o m U l b r i c h t ' s c o m p u t e r t i t l e d " l o g , " ' t h e r e i s a n 

e n t r y d a t e d S e p t e m b e r 1 3 , 2 0 1 3 , i n w h i c h U l b r i c h t w r o t e : " F r e n c h M a i d c l a i m s t h a t m a r k k a r p e l e s h a s 

g i v e n m y n a m e t o D H L S [ s i c ] . I o f f e r e d h i m $ 1 0 0 K f o r t h e n a m e . " D a y s l a t e r , 1 2 U l b r i c h t w r o t e " I p a i d 

F r e n c h M a i d S 1 0 0 K f o r t h e n a m e g i v e n t o D H L S b y k a r p e l e s . " O u r i n v e s t i g a t i o n h a s r e v e a l e d t h a t t h e r e 

i s p r o b a b l e c a u s e t o b e l i e v e t h a t F O R C E w a s " F r e n c h M a i d , " a s o u r c e t h a t U l b r i c h t p a i d f o r i n s i d e 

i n f o r m a t i o n . 

I h a v e r e v i e w e d p r i v a t e m e s s a g e s b e t w e e n " F r e n c h M a i d " ( F O R C E ) a n d D P R o b t a i n e d f r o m t h e 

S i l k R o a d s e r v e r i m a g e d b y t h e F B I . T h e m e s s a g e s s p a n f r o m A u g u s t 2 6 , 2 0 1 3 t h r o u g h S e p t e m b e r 1 4 , 

2 0 1 3 . T h e b u l k o f t h e m e s s a g e s a r e e n c r y p t e d w i t h P G P k e y s , b u t s o m e e a r l y m e s s a g e s a r e n o t 

e n c r y p t e d . I n t h e first m e s s a g e i n t h i s t h r e a d , d a t e d A u g u s t 2 6 , 2 0 1 3 , " F r e n c h M a i d " w r o t e t o D P R : " I 

h a v e r e c e i v e d i m p o r t a n t i n f o r m a t i o n t h a t y o u n e e d t o k n o w a s a p . P l e a s e p r o v i d e m e w i t h y o u r p u b l i c 

k e y f o r P G P . C a r l . " ( E m p h a s i s a d d e d ) . 

J u s t f o u r h o u r s l a t e r , " F r e n c h M a i d " s e n t a f o l l o w - u p m e s s a g e t o D P R w i t h t h e s u b j e c t l i n e 

" W h o o p s ! " a n d a m e s s a g e s t a t i n g " I a m s o r r y a b o u t t h a t . M y n a m e i s C a r l a S o p h i a a n d I h a v e m a n y 

b o y f r i e n d s a n d g i r l f r i e n d s o n t h e m a r k e t p l a c e . D P R w i l l w a n t t o h e a r w h a t I h a v e t o s a y ; ) x o x o x o . " 

( E m p h a s i s a d d e d ) . 

W h a t f o l l o w a r e a s e r i e s o f b a c k a n d f o r t h e n c r y p t e d m e s s a g e s b e t w e e n D P R a n d " F r e n c h 

M a i d . " O f p a r t i c u l a r n o t e , t h e r e a r e s e v e r a l e n c r y p t e d m e s s a g e s b e t w e e n D P R a n d " F r e n c h M a i d " o n 

S e p t e m b e r 1 3 , 2 0 1 3 , w i t h " F r e n c h M a i d " i n c l u d i n g t h e s u b j e c t l i n e " H o p e y o u l i k e . " I t i s u n c l e a r 

w h e t h e r " F r e n c h M a i d " e v e r p r o v i d e d D P R w i t h a n y n a m e . I n t h e " l o g " file r e c o v e r e d f r o m U l b r i c h t ' s 

c o m p u t e r , a f t e r t h e e n t r y s t a t i n g t h a t h e h a d " p a i d F r e n c h m a i d $ 1 0 0 k f o r t h e n a m e g i v e n t o D H L S b y 

k a r p e l e s , " t h e r e i s a n e n t r y s t a t i n g : " H e h a s n ' t r e p l i e d f o r 4 d a y s . " T h e r e i s n o f u r t h e r e n t r y i n t h e " l o g " 

file r e g a r d i n g " F r e n c h M a i d . " 

T h e f a c t t h a t t h e B a l t i m o r e S i l k R o a d T a s k F o r c e w a s a t t e m p t i n g t o a r r a n g e a n i n t e r v i e w w i t h 

K a r p e l e s w a s n o t w i d e l y k n o w n i n l a w e n f o r c e m e n t c i r c l e s . I n o t h e r w o r d s , " F r e n c h M a i d " c o u l d n o t 

h a v e b e e n j u s t a n y o n e o u t o f t h e u n i v e r s e o f l a w e n f o r c e m e n t . I t h a d t o h a v e b e e n s o m e o n e w h o k n e w 

1 2 T h e e n t r y g i v e s o n l y t h e d a t e r a n g e o f " S e p t e m b e r 1 1 - S e p t e m b e r 1 8 " a n d d o e s n o t p r o v i d e a n 

e x a c t d a t e . 
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a b o u t B a l t i m o r e ' s a t t e m p t t o a r r a n g e a n i n t e r v i e w w i t h K a r p e l e s . 1 3 B a s e d o n e m a i l s I h a v e r e v i e w e d , 

F O R C E w a s o n e o f a s m a l l g r o u p o f i n d i v i d u a l s t h a t k n e w o f t h o s e d i s c u s s i o n s . 

A d d i t i o n a l p i e c e s o f c i r c u m s t a n t i a l e v i d e n c e p r o v e t h a t F O R C E i s " F r e n c h M a i d . " B o t h " F r e n c h 

M a i d " a n d F O R C E ( o p e r a t i n g a s " N o b " ) u s e d t h e e x a c t s a m e b r a n d o f P G P s o f t w a r e , a f r e e b r a n d c a l l e d 

G n u P G . T h e r e a r e d i f f e r e n t b r a n d s o f P G P s o f t w a r e s o i t i s n o t e w o r t h y t h a t b o t h F O R C E ( o p e r a t i n g a s 

" N o b " ) a n d " F r e n c h M a i d " u s e d t h e s a m e b r a n d . N o t o n l y d i d F O R C E a n d " F r e n c h M a i d " b o t h u s e t h e 

s a m e b r a n d o f P G P s o f t w a r e , t h e y a l s o b o t h u s e d t h e s a m e o u t d a t e d v e r s i o n o f t h a t s o f t w a r e , 1 . 4 . 1 2 . 

V e r s i o n 1 . 4 . 1 2 w a s r e l e a s e d o n J a n u a r y 2 0 1 2 , a n d w a s r e p l a c e d w i t h a n e w v e r s i o n b y D e c e m b e r 2 0 1 2 , 

a n d w a s o n e o f s e v e r a l v e r s i o n s o f G n u P G s o f t w a r e . M A s s u c h , b o t h " F r e n c h M a i d " a n d F O R C E ( a s 

N o b ) w e r e u s i n g a s p e c i f i c , o l d e r v e r s i o n o f t h e G n u P G s o f t w a r e , a n d n e i t h e r o f t h e m r e p l a c e d i t w i t h 

t h e o t h e r ( f r e e ) v e r s i o n s o f G n u P G t h a t c a m e o u t t h e r e a f t e r . 

I k n o w b a s e d o n c o n v e r s a t i o n s w i t h a n o t h e r f e d e r a l a g e n t w h o i s i n v o l v e d i n u n d e r c o v e r 

i n v e s t i g a t i o n s t h a t a m o n g T O R u s e r s a n d c o n s u m e r s o f P G P s o f t w a r e , v l . 4 . 1 2 v e r s i o n w a s s o m e w h a t 

o u t d a t e d b y l a t e A u g u s t 2 0 1 3 w h e n " F r e n c h M a i d " a p p e a r e d i n c o m m u n i c a t i o n w i t h D P R f o r t h e f i r s t 

t i m e . T h i s i s n o t a k i n , f o r e x a m p l e , t o t w o p e o p l e u s i n g t h e s a m e m o d e l o f m o b i l e p h o n e b u t b o t h 

h a v i n g s o f t w a r e t h a t i s o u t o f d a t e . R a t h e r , t h e o u t d a t e d v e r s i o n t h a t b o t h " F r e n c h M a i d " a n d F O R C E 

( a s N o b ) u s e d i s m o r e o f a " s i g n a t u r e " g i v e n t h e g r e a t e r n u m b e r o f v e r s i o n s a v a i l a b l e . 

T h e r e a r e a l s o a d d i t i o n a l s i m i l a r i t i e s b e t w e e n F O R C E ' S ( N o b ' s ) a n d " F r e n c h M a i d ' s " P G P 

p a t t e r n s . B o t h " N o b " a n d " F r e n c h M a i d " l e f t c e r t a i n d e f a u l t s e t t i n g s o n t h e i r P G P s o f t w a r e . F o r o n e 

t h i n g , b o t h " F r e n c h M a i d " a n d F O R C E ( N o b ) l e f t a " t a g " t h a t a p p e a r e d o n e v e r y m e s s a g e a u t h o r e d f r o m 

t h e i r P G P k e y r e v e a l i n g t h e b r a n d a n d v e r s i o n o f P G P s o f t w a r e t h e y w e r e u s i n g . T h i s i s a k i n t o , f o r 

e x a m p l e , l e a v i n g t h e p h r a s e " s e n t f r o m m y i P h o n e " o n t h e b o t t o m o f o n e ' s e m a i l s b u t w i t h g r e a t e r 

d e t a i l : i t w o u l d b e a k i n t o l e a v i n g a p h r a s e l i k e " s e n t f r o m m y i P h o n e 6 I O S 8 . 0 . 1 . " L e a v i n g t h i s " t a g " 

o n t y p i c a l l y r e v e a l s t h a t o n e i s d e a l i n g w i t h a f a i r l y i n e x p e r i e n c e d u s e r o f P G P , b e c a u s e s o m e o n e t h a t 

r e g u l a r l y u s e s P G P t o c o m m u n i c a t e w o u l d n o r m a l l y h a v e c h a n g e d t h e i r s e t t i n g s t o o m i t t h i s t a g . A f t e r 

1 3 M y u n d e r s t a n d i n g i s t h a t t h a t t h e i n t e r v i e w w i t h K a r p e l e s n e v e r m a t e r i a l i z e d . 

1 4 F O R C E ' S i n v e s t i g a t i o n i n t o S i l k R o a d b e g a n i n a p p r o x i m a t e l y F e b r u a r y 2 0 1 2 a n d h e b e g a n 

u s i n g P G P a s " N o b " s o m e t i m e b y a p p r o x i m a t e l y A p r i l 2 0 1 2 . 
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a l l , t h e e n t i r e p o i n t b e h i n d P G P s o f t w a r e i s a n o n y m i t y , s o i f a u s e r l e a v e s t h e b r a n d , v e r s i o n , b i t , a n d 

r e l e a s e d a t e o f s o f t w a r e o n a m e s s a g e t h i s i s r e v e a l i n g s o m e t h i n g a b o u t t h e s e n d e r a n d u n d e r m i n e s t h e 

g o a l o f r e m a i n i n g 1 0 0 % a n o n y m o u s . O n e o f t h e first t h i n g s m a n y P G P f o r u m s o r r e g u l a r u s e r s o f P G P 

s o f t w a r e i n s t r u c t i s t h a t a u s e r d i s a b l e t h i s f e a t u r e . M o r e o v e r , P G P o f f e r s c h o i c e s o f 1 0 2 4 , 2 0 4 8 , 3 0 7 2 

o r 4 0 9 6 b i t e n c r y p t i o n k e y s , w i t h t h e h i g h e r k e y s g i v i n g g r e a t e r p r o t e c t i o n . M a n y o f t h e r e g u l a r P G P 

u s e r s t h a t w e r e a c t i v e o n t h e S i l k R o a d c h o s e t h e 4 0 9 6 b i t k e y s b e c a u s e o f t h e a d d i t i o n a l p r o t e c t i o n t h e 

l a r g e r k e y p r o v i d e d . H e r e b o t h F O R C E ( a s N o b ) a n d ' " F r e n c h M a i d " u s e d t h e 2 0 4 8 b i t d e f a u l t 

e n c r y p t i o n k e y . 

I n a d d i t i o n t o t h e P G P s i m i l a r i t i e s , a d d i t i o n a l e v i d e n c e t h a t F O R C E i s " F r e n c h M a i d " i s t h a t t h e 

7 7 0 b i t c o i n p a y m e n t D P R m a d e t o " F r e n c h M a i d , " w o r t h a p p r o x i m a t e l y $ 9 8 , 0 0 0 a t t h e t i m e , e n d e d u p 

i n F O R C E ' S o w n p e r s o n a l d i g i t a l c u r r e n c y a c c o u n t a t C a m p B X . S p e c i f i c a l l y , S i l k R o a d s e r v e r d a t a 

r e v e a l s t h a t D P R m a d e a p a y m e n t o n S e p t e m b e r 1 5 , 2 0 1 3 , f o r 7 7 0 b i t c o i n s . A s n o t e d , t h i s i s t h e s a m e 

t i m e f r a m e w h e n U l b r i c h t w r o t e i n h i s j o u r n a l t h a t h e h a d " p a i d F r e n c h M a i d S 1 0 0 K f o r t h e n a m e t h a t 

[ K j a r p e l e s p r o v i d e d t o D H L S . " 

A n a n a l y s i s o f t h e b l o c k c h a i n r e v e a l s t h a t t h e 7 7 0 b i t c o i n p a y m e n t w a s b r o k e n u p i n t o f o u r 

s e p a r a t e b i t c o i n a d d r e s s e s a n d f u n n e l e d t h r o u g h a s e r i e s o f p a s s - t h r o u g h a c c o u n t s i n S e p t e m b e r 2 0 1 3 . 

B e t w e e n S e p t e m b e r 2 3 , 2 0 1 3 a n d S e p t e m b e r 2 9 , 2 0 1 3 , t h o s e f o u r a d d r e s s e s a l l c a m e t o g e t h e r t o d e p o s i t 

7 7 0 b i t c o i n s i n F O R C E ' S p e r s o n a l a c c o u n t a t C a m p B X . F o r a d e t a i l e d a n a l y s i s o f t h e s e c o m p l e x 

t r a n s a c t i o n s , s e e a t t a c h e d E x h i b i t E ( " T r a c e a n d A n a l y s i s o f D P R S e p t e m b e r 2 0 1 3 P a y m e n t t o F r e n c h 

M a i d " ) . R e c o r d s o b t a i n e d f r o m C a m p B X d e m o n s t r a t e t h a t t h i s w a s a n a c c o u n t h e l d i n F O R C E ' S 

p e r s o n a l c a p a c i t y . 

M o r e o v e r , t h r o u g h o u t N o v e m b e r 2 0 1 3 , a s u b s t a n t i a l p o r t i o n ( a t l e a s t 6 0 0 b i t c o i n s ) o f t h e 

b i t c o i n s i n F O R C E ' S C a m p B X a c c o u n t m o v e d t o F O R C E ' S p e r s o n a l a c c o u n t a t B i t s t a m p , a g l o b a l 

d i g i t a l c u r r e n c y e x c h a n g e . A g a i n h e r e , r e c o r d s o b t a i n e d f r o m B i t s t a m p d e m o n s t r a t e t h a t F O R C E u s e d 

h i s p e r s o n a l i d e n t i f i e r s , h o m e a d d r e s s , d a t e o f b i r t h , p e r s o n a l b a n k a c c o u n t , a n d p e r s o n a l e m a i l a d d r e s s 

i n c o n n e c t i o n w i t h h i s B i t s t a m p a c c o u n t . A s i s d i s c u s s e d f u r t h e r b e l o w , F O R C E s u b s e q u e n t l y 

l i q u i d a t e d h u n d r e d s o f t h o u s a n d s o f d o l l a r s w o r t h o f b i t c o i n f r o m t h i s B i t s t a m p a c c o u n t b y h a v i n g t h e 

p r o c e e d s w i r e d i n t o h i s p e r s o n a l c h e c k i n g a c c o u n t . 
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F r o m h a v i n g r e v i e w e d t h e e n t r i e s f r o m t h e " l o g " file o n U l b r i c h t ' s c o m p u t e r a n d t h e 

u n e n c r y p t e d p o r t i o n o f t h e " F r e n c h M a i d " a n d D P R m e s s a g e s , I b e l i e v e t h a t F O R C E ' S s t a t e m e n t t o 

D P R t h a t h e w a s " C a r l a S o p h i a , " a u s e r o n t h e " m a r k e t p l a c e " w i t h ' ' m a n y g i r l f r i e n d s a n d b o y f r i e n d s , " 

a n d F O R C E ' S o m i s s i o n o f h i s t r u e i d e n t i t y , w a s a m a t e r i a l m i s r e p r e s e n t a t i o n . I b e l i e v e t h i s i n f o r m a t i o n 

i n f l u e n c e d o r w a s c a p a b l e o f i n f l u e n c i n g D P R w h e t h e r t o p a r t w i t h p r o p e r t y , i n t h i s c a s e 7 7 0 b i t c o i n s , 

h a d D P R k n o w n t h a t h e w a s n o t c o m m u n i c a t i n g w i t h a f e m a l e n a m e d " C a r l a S o p h i a " b u t i n s t e a d a m a l e 

n a m e d C a r l F O R C E w h o w a s i n f a c t a f e d e r a l a g e n t . 

W h e n D P R m a d e t h e 7 7 0 b i t c o i n p a y m e n t a n d w h e n t h e c o m m u n i c a t i o n s b e t w e e n " F r e n c h 

M a i d " ( F O R C E ) a n d D P R o c c u r r e d , I h a v e c o n f i r m e d v i a i n t e r n e t s e r v i c e p r o v i d e r r e c o r d s a n d a v a r i e t y 

o f o t h e r m e a n s t h a t D P R ( U l b r i c h t ) w a s p h y s i c a l l y l o c a t e d i n S a n F r a n c i s c o , i n t h e N o r t h e r n D i s t r i c t o f 

C a l i f o r n i a . B a s e d o n t h e f a c t F O R C E f r a u d u l e n t l y t o l d D P R v i a t h e u s e o f i n t e r s t a t e w i r e s t h a t h e w a s 

" C a r l a S o p h i a , " a n d t h a t t h i s f a c t w a s m a t e r i a l , a n d g i v e n t h a t o n t h a t b a s i s D P R p a i d 7 7 0 b i t c o i n s t o 

" F r e n c h M a i d " f o r i n f o r m a t i o n , a n d t h a t F O R C E ' S p e r s o n a l a c c o u n t s r e c e i v e d 7 7 0 b i t c o i n s f r o m D P R 

d u r i n g t h e s a m e S e p t e m b e r 2 0 1 3 t i m e f r a m e , t h e r e i s p r o b a b l e c a u s e t o b e l i e v e t h a t F O R C E 

c o m m i t t e d w i r e f r a u d i n v i o l a t i o n o f 1 8 U . S . C . S e c t i o n 1 3 4 3 . G i v e n t h a t , f o r e x a m p l e 1 9 4 b i t c o i n s o f 

t h i s 7 7 0 p a y m e n t w e n t t h r o u g h s e v e r a l d i f f e r e n t a c c o u n t s , a s d e p i c t e d i n E x h i b i t E , f r o m S e p t e m b e r 1 5 , 

2 0 1 3 t h r o u g h S e p t e m b e r 2 2 , 2 0 1 3 , b e f o r e m a k i n g i t s w a y to F O R C E ' S p e r s o n a l a c c o u n t w i t h C a m p B X 

o n S e p t e m b e r 2 3 , 2 0 1 3 , t h e r e i s a l s o p r o b a b l e c a u s e t o b e l i e v e t h a t F O R C E w a s a t t e m p t i n g t o 

c o n c e a l t h e t r u e s o u r c e o f t h e p r o c e e d s , i n v i o l a t i o n o f 1 8 U . S . C . S e c t i o n 1 9 5 6 . 

F O R C E ' S E x t o r t i o n o f D P R A s " D e a t h F r o m A b o v e " 

F r o m r e v i e w i n g o n e o f F O R C E ' S o f f i c i a l r e p o r t s d a t e d N o v e m b e r 1 2 , 2 0 1 2 , I k n o w t h a t a r o u n d 

t h a t t i m e F O R C E o b t a i n e d i n f o r m a t i o n f r o m H o m e l a n d S e c u r i t y I n v e s t i g a t i o n s ( H S I ) a b o u t a n 

i n d i v i d u a l t h e n b e i n g c o n s i d e r e d a s a p o s s i b l e s u s p e c t f o r D P R . T h e i n d i v i d u a l w a s n a m e d " A A . " 

[ a c t u a l n a m e o m i t t e d h e r e f o r c o n f i d e n t i a l i t y . ] D u e t o i t s l a w - e n f o r c e m e n t s e n s i t i v e n a t u r e , F O R C E w a s 

n o t p e r m i t t e d t o s h a r e t h i s i n f o r m a t i o n w i t h i n d i v i d u a l s o u t s i d e t h e g o v e r n m e n t . 

O n o r a b o u t A p r i l 1, 2 0 1 3 , F O R C E c r e a t e d a f i c t i t i o u s p e r s o n a o n t h e S i l k R o a d w e b s i t e n a m e d 

" D e a t h f r o m A b o v e . " F O R C E , u s i n g t h e " D e a t h f r o m A b o v e , " m o n i k e r , s o l i c i t e d a $ 2 5 0 , 0 0 0 p a y m e n t 

f r o m D P R a n d p r o v i d e d D P R t h e A A n a m e a n d p e r s o n a l i d e n t i f y i n g d e t a i l s . S p e c i f i c a l l y , o n A p r i l 1, 
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2 0 1 3 . " D e a t h f r o m A b o v e ' ' w r o t e D P R a m e s s a g e o n t h e S i l k R o a d s e r v e r s t a t i n g , " I k n o w t h a t y o u h a d 

s o m e t h i n g t o d o w i t h [ C . G . ' s ] d i s a p p e a r a n c e a n d d e a t h . J u s t w a n t e d t o l e t y o u k n o w t h a t I ' m c o m i n g 

f o r y o u . T u q u e . Y o u a r e a d e a d m a n . D o n ' t t h i n k y o u c a n e l u d e m e . D e O p p r e s s o L i b e r . " ' 3 

O n A p r i l 6 , 2 0 1 3 , D P R r e p l i e d : "'I d o n ' t k n o w w h o y o u a r e o r w h a t y o u r p r o b l e m i s b u t l e t m e 

t e l l y o u o n e t h i n g : I ' v e b e e n b u s t i n g m y a s s e v e r y g o d d a m n d a y f o r o v e r t w o y e a r s t o m a k e t h i s p l a c e 

w h a t i t i s . I k e e p m y h e a d d o w n , I d o n ' t g e t i n v o l v e d w i t h t h e d r a m a . . . s o m e h o w p s y c h o t i c p e o p l e 

s t i l l t u r n u p a t m y d o o r s t e p . . . I ' v e b e e n h a c k e d , I ' v e h a d t h r e a t s m a d e a g a i n s t t h e s i t e a n d n o w , t h a n k s 

to y o u , I ' v e h a d t h r e a t s m a d e a g a i n s t m y l i f e . I k n o w I a m d o i n g a g o o d t h i n g r u n n i n g t h i s s i t e . Y o u r 

t h r e a t s a n d a l l o f t h e o t h e r p s y c h o s a r e n ' t g o i n g t o d e t e r m e . . . s t o p m e s s a g i n g m e a n d g o find 

s o m e t h i n g e l s e t o d o . " 

L a t e r t h a t d a y " D e a t h F r o m A b o v e " ( F O R C E ) r e p l i e d t o D P R , t h i s t i m e d r o p p i n g a r e f e r e n c e t o 

A A ' s n a m e , s t a t i n g " I t ' s n o t t h a t e a s y [ A A ] , I ' m l e g i t . G r e e n B e r e t . F r i e n d o f [ C . G . ] . I h a v e a c c e s s t o 

T S / S C I files t h a t F B I , D E A , A F P , S O C A w o u l d k i l l f o r . I n f a c t , t h a t i s w h a t I d o . . . k i l l . T h e o n l y 

t h i n g t h a t I d o . . . D o n ' t w o r r y D o D h a s n o i n t e r e s t i n y o u a n d y o u r l i t t l e w e b s i t e . N o r t h K o r e a a n d I r a n 

a r e a l o t m o r e i m p o r t a n t . I n f a c t , a s f a r a s t h e A r m y a n d N a v y a r e c o n c e r n e d y o u a r e a n o b o d y . P e t t y 

d r u g d e a l e r . B u t , [ C . G . ] w a s s o m e b o d y . S o t e l l m e w h e r e h e i s a n d w e w i l l b e d o n e w i t h t h i s . " 

O n A p r i l 1 0 , 2 0 1 3 , " D e a t h f r o m A b o v e " ( F O R C E ) w r o t e t o D P R a g a i n , t h i s t i m e g i v i n g D P R 

d e t a i l s c o n c e r n i n g A A i n c l u d i n g f u l l n a m e , d a t e o f b i r t h , c i t i z e n s h i p , a d d r e s s , a n d o t h e r p e r s o n a l 

i d e n t i f y i n g d e t a i l s . D P R s t a t e d , " I s t h a t e n o u g h t o g e t y o u r a t t e n t i o n ? A f t e r w a t c h i n g y o u , t h e r e i s n o 

w a y y o u c o u l d h a v e k i l l e d [ C . G . ] . B u t I t h i n k y o u h a d s o m e t h i n g t o d o w i t h i t . S o , $ 2 5 0 , 0 0 0 i n U . S . 

c a s h / b a n k t r a n s f e r a n d I w o n ' t g i v e y o u r i d e n t i t y t o l a w e n f o r c e m e n t . C o n s i d e r i t p u n i t i v e d a m a g e s . 

D e a t h F r o m A b o v e . " 

T h i s p a y m e n t a p p e a r s t o h a v e n e v e r m a t e r i a l i z e d , a p p a r e n t l y b e c a u s e D P R d i d n o t b e l i e v e 

" D e a t h F r o m A b o v e ' s " i n f o r m a t i o n : i n A p r i l 2 0 1 3 U l b r i c h t w r o t e i n t h e " l o g " file f o u n d o n h i s l a p t o p 

1 5 T h e e n t i r e s e r i e s o f m e s s a g e s t h a t " D e a t h F r o m A b o v e " s e n t t o D P R i s n o t i n c l u d e d h e r e f o r 

b r e v i t y . T h e r e f e r e n c e to C . G . [ N . B . a c t u a l n a m e o m i t t e d h e r e f o r c o n f i d e n t i a l i t y ] w a s a r e f e r e n c e t o a n 

e m p l o y e e o f D P R w h o m D P R h a d s o u g h t t o h a v e m u r d e r e d i n J a n u a r y 2 0 1 3 , a s e x p l a i n e d f u r t h e r b e l o w . 

AFFIDAVIT IN SUPPORT OF CRIMINAL COMPLAINT 
25 



t h a t h e w a s " b e i n g b l a c k m a i l e d a g a i n . S o m e o n e s a y s t h e y h a v e m y I D , b u t h a s n ' t p r o v e n i t . " T h e n , o n 

A p r i l 1 1 , 2 0 1 3 , U l b r i c h t w r o t e " g u y b l a c k m a i l i n g m e w h o s a y s h e h a s m y I D i s b o g u s . " ' 

T h e r e a p p e a r s t o b e n o m e n t i o n o f ' " D e a t h F r o m A b o v e " a n y w h e r e i n F O R C E ' S o f f i c i a l D E A 6 

r e p o r t s . H o w e v e r , F O R C E ' S c a s e f i l e c o n t a i n s s e v e r a l D V D s o f v i d e o t a k e n w i t h F O R C E ' S o f f i c i a l 

D E A l a p t o p w i t h a s c r e e n - r e c o r d i n g p r o g r a m t h a t s h o w s c e r t a i n c o m m u n i c a t i o n s w i t h D P R . A t s o m e 

p o i n t i n t h a t s e v e r a l h o u r s ' w o r t h o f v i d e o f o o t a g e t h e r e i s a c l i p o f a m e s s a g e b e i n g t y p e d o n t h e S i l k 

R o a d u s i n g t h e " D e a t h F r o m A b o v e " a c c o u n t . A s c r e e n s h o t f r o m t h a t v i d e o i s a t t a c h e d a s E x h i b i t A . 

T h e r e f o r e , I b e l i e v e F O R C E w a s " D e a t h F r o m A b o v e . " D e a t h F r o m A b o v e w a s n o t k n o w n t o 

F O R C E ' S s u p e r i o r s a t t h e D E A , o r t h e p r o s e c u t o r a s s i g n e d t o t h e i n v e s t i g a t i o n , a n d F O R C E w a s n o t 

a u t h o r i z e d t o d i s c l o s e i n f o r m a t i o n c o n c e r n i n g p e r s o n s u n d e r i n v e s t i g a t i o n t o a n y o n e o u t s i d e t h e 

i n v e s t i g a t i v e t e a m , i n c l u d i n g , o f c o u r s e , d i s c l o s i n g i n f o r m a t i o n t o t h e t a r g e t h i m s e l f a s p a r t o f a n 

u n s a n c t i o n e d e x t o r t i o n e f f o r t . 

F O R C E ' S a c t i n g a s " D e a t h F r o m A b o v e " d e m o n s t r a t e s t h a t F O R C E h a d a h i s t o r y o f : ( 1 ) c r e a t i n g 

f i c t i t i o u s p e r s o n a s t h a t h e d i d n o t m e m o r i a l i z e i n h i s o f f i c i a l r e p o r t s o r a p p r i s e h i s s u p e r i o r s a t t h e D E A 

o r t h e p r o s e c u t o r o f ; ( 2 ) s o l i c i t i n g p a y m e n t s f r o m D P R ; a n d ( 3 ) p r o v i d i n g l a w - e n f o r c e m e n t s e n s i t i v e 

i n f o r m a t i o n t o o u t s i d e i n d i v i d u a l s w h e n t h e d i s c l o s u r e o f s u c h i n f o r m a t i o n w a s n o t a u t h o r i z e d a n d n o t 

m e m o r i a l i z e d i n a n y o f f i c i a l r e p o r t . 

F O R C E ' S C o n f l i c t o f I n t e r e s t w i t h C o i n M K T 

C o i n M K T i s a C a l i f o r n i a - b a s e d d i g i t a l c u r r e n c y e x c h a n g e c o m p a n y t h a t s u p p o r t s t r a d i n g 

b e t w e e n B i t c o i n a n d o t h e r c r y p t o c u r r e n c i e s . I h a v e r e v i e w e d a n u m b e r o f e m a i l s b e t w e e n F O R C E a n d 

C o i n M K T p e r s o n n e l , i n c l u d i n g i t s C E O a n d C o - F o u n d e r . T h e s e c o m m u n i c a t i o n s d e m o n s t r a t e t h a t 

F O R C E h a d a t w o - f o l d r e l a t i o n s h i p w i t h C o i n M K T : h e w a s b o t h a m a j o r i n v e s t o r a s w e l l a s i t s d e f a c t o 

c o m p l i a n c e o f f i c e r - a l l w h i l e h e w a s e m p l o y e d a s a f u l l - t i m e D E A a g e n t w h o w a s i n v e s t i g a t i n g d i g i t a l 

c u r r e n c y u s e r s a n d p r o v i d e r s . 

A c c o r d i n g t o t h e e m a i l s , i n N o v e m b e r 2 0 1 3 F O R C E i n v e s t e d a p p r o x i m a t e l y $ 1 1 0 , 0 0 0 w o r t h o f 

b i t c o i n i n C o i n M K T i n t w o i n s t a l l m e n t s . F i r s t , o n o r a b o u t N o v e m b e r 8 , 2 0 1 3 , F O R C E i n v e s t e d 

a p p r o x i m a t e l y $ 1 0 , 0 0 0 w o r t h o f b i t c o i n i n C o i n M K T . S e c o n d , o n o r a b o u t N o v e m b e r 2 5 , 2 0 1 3 , 

F O R C E i n v e s t e d a p p r o x i m a t e l y $ 1 0 0 , 0 0 0 m o r e w o r t h o f b i t c o i n i n C o i n M K T . A c c o r d i n g t o C o i n M K T , 
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t h e a m o u n t o f F O R C E ' S i n v e s t m e n t m a d e h i m o n e o f t h e t o p f o u r i n v e s t o r s i n i t s f i r s t s e e d r o u n d o f 

f u n d r a i s i n g . 

I n a d d i t i o n t o h i s i n v e s t o r s t a t u s , F O R C E w a s e n g a g e d i n n e g o t i a t i o n s w i t h C o i n M K T to b e c o m e 

i t s C h i e f C o m p l i a n c e O f f i c e r . E a r l y o n i n t h e i r c o m m u n i c a t i o n s , C o i n M K T ' s C E O flagged t h e 

p o s s i b i l i t y o f a c o n f l i c t w i t h F O R C E s i m u l t a n e o u s l y b e i n g a D E A a g e n t a n d s e r v i n g a s C o i n M K T ' s 

c o m p l i a n c e o f f i c e r , n o t i n g i n a N o v e m b e r 1, 2 0 1 3 e m a i l , " J u s t F Y I i f t h e r e ' s a w o r k c o n f l i c t - I ' m n o t 

i n t e r e s t e d i n d o i n g a n y t h i n g i l l e g a l , s o i f w e h a v e t o w a i t u n t i l y o u ' r e n o t o f f i c i a l l y a n e m p l o y e e [ w i t h 

D E A ] o r w h a t e v e r , t h e n l e t m e k n o w , y o u ' r e t h e b e s t j u d g e o f t h a t . . . . " 

O n N o v e m b e r 1 6 , 2 0 1 3 , C o i n M K T ' s C E O w r o t e t o F O R C E a s k i n g a f e w q u e s t i o n s . F o r 

e x a m p l e : 

C o i n M K T : W h e r e w o u l d y o u w o r k ? W o u l d y o u r e t a i n y o u r o l d j o b ? 

F O R C E : I w o u l d w o r k h e r e i n B a l t i m o r e . I ' m n o t s u r e h o w m u c h l o n g e r I w i l l b e s t a y i n g 

h e r e a t D E A . 

C o i n M K T : W h a t c o n n e c t i o n s c a n y o u b r i n g t o t h e t a b l e t o h e l p u s w i t h c o m p l i a n c e ? 

F O R C E : I h a v e n u m e r o u s c o n t a c t s w i t h I R S - C r i m i n a l I n v e s t i g a t i o n s , a n d m y I n t e l A n a l y s t 

( a m o n g o t h e r s h a v e d i r e c t a c c e s s t o F i n C E N [ F i n a n c i a l C r i m e s E n f o r c e m e n t 

N e t w o r k ] ) . . . p l u s I c a n r u n q u e r i e s i n c r i m i n a l d a t a b a s e s [ d a t a b a s e n a m e 

o m i t t e d ] f o r s u s p e c t m e m b e r s o f C o i n M K T . 

I k n o w f r o m m y t r a i n i n g a n d e x p e r i e n c e a s a l a w e n f o r c e m e n t o f f i c e r t h a t r u n n i n g c h e c k s i n 

g o v e r n m e n t d a t a b a s e s s u c h a s t h e o n e F O R C E r e f e r r e d t o b y n a m e i n t h e e m a i l a b o v e i s s t r i c t l y 

f o r b i d d e n i f n o t f o r a n o f f i c i a l l a w e n f o r c e m e n t p u r p o s e . I n f a c t , m i s u s e o f a g o v e r n m e n t d a t a b a s e m a y 

v i o l a t e f e d e r a l l a w a n d e x p o s e t h e o f f e n d e r t o p o t e n t i a l c r i m i n a l l i a b i l i t y . N o r d o e s i t a p p e a r t h a t 

F O R C E w a s s p e a k i n g i n t h e f u t u r e t e n s e a b o u t w h a t h e c o u l d d o f o r C o i n M K T d o w n t h e r o a d i n t h e 

e v e n t h e l e f t t h e D E A a n d h a d f u l l - t i m e e m p l o y m e n t w i t h C o i n M K T , b e c a u s e h i s o f f e r t o r u n c h e c k s i n 

c r i m i n a l d a t a b a s e s s u c h a s t h e o n e h e m e n t i o n e d b y n a m e w o u l d h a v e b e e n c o n t i n g e n t u p o n h i s 

r e m a i n i n g a n a g e n t i n o r d e r t o h a v e a c c e s s t o s u c h d a t a b a s e s . 

M o r e o v e r , F O R C E e x p l i c i t l y i n d i c a t e d t h a t h e w o u l d r e m a i n a t D E A a n d s i m u l t a n e o u s l y 

p e r f o r m c o m p l i a n c e w o r k f o r C o i n M K T . I n a N o v e m b e r 2 3 , 2 0 1 3 , e m a i l F O R C E s t a t e d " y o u k n o w f o r 

r i g h t n o w , I t h i n k i t w o u l d b e b e t t e r i f y o u j u s t p a y m e i n s t o c k o p t i o n s . I w i l l s t a y o n w i t h D E A u n t i l 
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[ C o i n M K T ] h i t s i t ' b i g t i m e ' I h a v e a l o t o f d o w n t i m e a t D E A s o I a m c o n f i d e n t t h a t I c a n h a n d l e a l l 

t h a t n e e d s t o b e d o n e r e g a r d i n g L e g a l a n d C o m p l i a n c e o n a d a i l y b a s i s . " 

C o i n M K T h a s a d v i s e d t h a t i t n e e d e d a b a n k a c c o u n t i n o r d e r t o b e s u c c e s s f u l i n t h e d i g i t a l 

c u r r e n c y field. O n N o v e m b e r 2 5 , 2 0 1 3 , C o i n M K T ' s C E O w r o t e t o F O R C E s t a t i n g t h a t a p r i m a r y a n t i -

m o n e y l a u n d e r i n g ( A M L ) c o n t a c t w a s n e e d e d a n d a s k i n g i f C o i n M K T c o u l d l i s t F O R C E a s i t s A M L 

p o i n t o f c o n t a c t . S u b s e q u e n t l y , o n J a n u a r y 1 3 , 2 0 1 4 , C o i n M K T a d v i s e d F O R C E i t w a s l i s t i n g F O R C E 

a s i t s C o m p l i a n c e O f f i c e r f o r p u r p o s e s o f c o n t a c t w i t h a b a n k . F O R C E r e s p o n d e d t h e n e x t d a y , " A l l 

r i g h t . . . l e t ' s h o p e t h i s g o e s . " A g a i n , t h i s w a s w h i l e F O R C E w a s s t i l l e m p l o y e d a s a D E A a g e n t . 

D u r i n g t h e l a t t e r p a r t o f 2 0 1 3 , F O R C E a n d C o i n M K T c o n t i n u e d t o d i s c u s s F O R C E ' S r o l e a s a 

C o m p l i a n c e O f f i c e r . B y J a n u a r y 2 0 1 4 , e m a i l c o r r e s p o n d e n c e i n d i c a t e s t h a t C o i n M K T t h o u g h t o f a n d 

i n c l u d e d F O R C E a s p a r t o f i t s c o r e t e a m , i n c l u d i n g h i m o n i n t e r n a l e m a i l s . F o r e x a m p l e , i n a J a n u a r y 

2 0 , 2 0 1 4 , e m a i l C o i n M K T ' s C E O s e n t t o a b o u t 11 e m p l o y e e s d e s c r i b i n g e a c h e m p l o y e e ' s j o b 

d e s c r i p t i o n , F O R C E w a s l i s t e d a s t h e t h i r d p e r s o n a f t e r t h e t w o f o u n d e r s a s " c o m p l i a n c e e x t r a o r d i n a i r e . " 

A l t h o u g h C o i n M K T a u t h o r e d t h i s e m a i l , o t h e r c o m m u n i c a t i o n s d e m o n s t r a t e t h a t F O R C E t h o u g h t o f 

h i m s e l f a s o n e o f t h e C o i n M K T t e a m a n d e n c o u r a g e d C o i n M K T t o u s e h i s s t a t u s , h i s n a m e , b i o , a n d 

p h o t o i n t h e i r c o m p a n y m a t e r i a l s . F o r e x a m p l e , o n F e b r u a r y 1 9 , 2 0 1 4 , F O R C E p r o v i d e d C o i n M K T a 

h e a d s h o t a n d b i o t o i n c l u d e i n p i t c h d e c k s f o r i n v e s t o r s . 1 6 A n d o n J a n u a r y 2 5 , 2 0 1 4 , F O R C E w r o t e 

i n q u i r i n g i f C o i n M K T w a s r e g i s t e r e d w i t h a p p r o p r i a t e a u t h o r i t i e s a n d o f f e r i n g g u i d a n c e a b o u t m o n e y 

t r a n s m i s s i o n l a w s . I n h i s e m a i l i n q u i r y , F O R C E u s e d p h r a s i n g t h a t s u g g e s t e d h e w a s p a r t o f t h e 

c o m p a n y : " t h i s w i l l k e e p u s f r o m h a v i n g t h e F e d s s e i z e a n y m o n i e s f r o m u s u n d e r 1 8 U . S . C . S e c t i o n 

1 9 6 0 . . . . e v e n t u a l l y w h e n w e h i t t h e b i g t i m e , w e a r e g o i n g t o h a v e t o g e t a l i c e n s e f r o m e a c h s t a t e t h a t 

w e h a v e c u s t o m e r s i n . . . " ( e m p h a s i s a d d e d ) . 

C o i n M K T h a s p r o v i d e d n u m e r o u s e m a i l s b e t w e e n C o i n M K T a n d F O R C E ' S p e r s o n a l e m a i l 

a c c o u n t . A s e a r c h w a r r a n t w a s a l s o o b t a i n e d a n d s e r v e d o n M i c r o s o f t ( w h i c h h o s t s O u t l o o k e m a i l ) f o r 

F O R C E ' S p e r s o n a l e m a i l s . S o m e o f t h e e m a i l s b e t w e e n F O R C E a n d C o i n M K T w e r e i n c l u d e d i n t h e 

M i c r o s o f t p r o d u c t i o n . H o w e v e r , s e v e r a l o t h e r o f t h e e m a i l s t h a t C o i n M K T p r o v i d e d w e r e n o t i n c l u d e d 

1 6 C o i n M K T h a s c o n f i r m e d t h a t t h e y u s e d F O R C E ' S b i o a n d p r o f i l e , a n d s o l i c i t e d v e n t u r e 

f u n d r a i s i n g i n t h e S a n F r a n c i s c o B a y A r e a , w i t h i n t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a . 
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i n t h e p r o d u c t i o n t h a t M i c r o s o f t m a d e , i n c l u d i n g m a n y o f t h e e m a i l s e x c e r p t e d a b o v e . T h e F B I h a s 

c o n f e r r e d w i t h M i c r o s o f t a b o u t t h i s i s s u e , a n d w a s a d v i s e d t h a t a l l e m a i l s f r o m F O R C E ' S p e r s o n a l e m a i l 

w e r e p r o v i d e d a n d t h a t a n y e m a i l s t h a t w e r e m i s s i n g l i k e l y m e a n t t h a t t h e u s e r h a d d e l e t e d t h o s e e m a i l s . 

I n o t h e r w o r d s , i t a p p e a r s t o m e t h a t F O R C E m a y h a v e s e l e c t i v e l y d e l e t e d c e r t a i n i n c u l p a t o r y e m a i l s 

b e t w e e n h i m s e l f a n d C o i n M K T . 

F O R C E ' S U n l a w f u l S e i z u r e o f R - P . ' s F u n d s 

R . P . w a s a C a l i f o r n i a r e s i d e n t w h o h e l d a n a c c o u n t a t C o i n M K T d u r i n g a t l e a s t 2 0 1 3 a n d 2 0 1 4 . 

R . P . m a i n t a i n e d c a s h i n h i s a c c o u n t w i t h C o i n M K T a s w e l l a s v a r i o u s b r a n d s o f d i g i t a l c u r r e n c y t o 

i n c l u d e b i t c o i n , l i t e c o i n , f e a t h e r c o i n , a n d w o r l d c o i n . 

O n F e b r u a r y 5 , 2 0 1 4 , C o i n M K T e m a i l e d F O R C E r e g a r d i n g w h a t i t i n i t i a l l y b e l i e v e d t o b e 

s u s p i c i o u s a c t i v i t y b y R . P , n o t i n g t h a t R . P . h a d w i t h d r a w n " $ 1 0 , 0 0 0 t h r e e t i m e s i n s t e a d o f o n c e f o r 

$ 3 0 , 0 0 0 . " C o i n M K T s o u g h t d i r e c t i o n f r o m F O R C E o n h o w t o p r o c e e d , n o t i n g R . P . h a d a p p r o x i m a t e l y 

1 2 8 b i t c o i n ( a p p r o x i m a t e l y $ 1 0 9 , 0 0 0 a t t h e t i m e ) i n h i s a c c o u n t w i t h C o i n M K T . 

O n F e b r u a r y 8 , 2 0 1 4 , F O R C E e m a i l e d C o i n M K T d i r e c t i n g t h e m t o s u s p e n d R . P . ' s a c c o u n t a n d 

t o " t e l l [ R . P . ] t h a t t h e f e d e r a l g o v e r n m e n t i s i n v e s t i g a t i n g h i m f o r f e d e r a l v i o l a t i o n s o f 1 8 U S C 1 9 5 6 

( m o n e y l a u n d e r i n g ) a n d 1 8 U S C 1 9 6 0 ( u n l i c e n s e d m o n e y t r a n s m i t t e r ) a n d 3 1 U S C 5 3 2 4 

( s t r u c t u r i n g ) I w i l l s e i z e t h e 1 2 8 b t c f e d e r a l l y a n d d o a l l t h e p a p e r w o r k . . . . " 

O n o r a b o u t F e b r u a r y 7 , 2 0 1 4 , F O R C E i n s t r u c t e d a D E A i n t e l l i g e n c e a n a l y s t t o r u n a c r i m i n a l 

h i s t o r y c h e c k o n R . P . , n o t i n g t h a t t h e p u r p o s e w a s t o u n c o v e r i l l e g a l a c t i v i t y o n R . P . A c c o r d i n g t o a 

s u b s e q u e n t r e p o r t F O R C E a u t h o r e d , t h e o n l y i n f o r m a t i o n f o u n d o n R . P . w a s t h a t h e h a d p r e v i o u s l y 

w i t h d r a w n $ 1 7 , 0 0 0 , h a d a f e l o n y c o n v i c t i o n f o r v a n d a l i s m , a n d w a s a s e l f - e m p l o y e d a c t o r . 

N o n e t h e l e s s , o n F e b r u a r y 8 , 2 0 1 4 , a t F O R C E ' S d i r e c t i o n , C o i n M K T f r o z e R . P . ' s a c c o u n t . 

O n F e b r u a r y 1 0 , 2 0 1 4 , F O R C E , n o w u s i n g h i s o f f i c i a l D O J a c c o u n t i n s t e a d o f t h e p e r s o n a l e m a i l 

a c c o u n t h e h a d h i s t o r i c a l l y u s e d t o c o m m u n i c a t e w i t h C o i n M K T , s e r v e d a n a d m i n i s t r a t i v e s u b p o e n a o n 

C o i n M K T r e q u e s t i n g t h a t t h e y p r o v i d e a l l i n f o r m a t i o n r e g a r d i n g R . P . F O R C E a l s o s e n t t h e s u b p o e n a t o 

C o i n M K T b y f a c s i m i l e l a t e r t h a t d a y . C o i n M K T ' s f a c s i m i l e s e r v i c e s a r e h o s t e d b y " H e l l o F a x , " a 

c o m p a n y b a s e d i n S a n F r a n c i s c o w i t h i n t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a . 
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O n F e b r u a r y 1 1 , 2 0 1 4 , C o i n M K T ' s C E O e m a i l e d F O R C E t o r e l a y t h a t " s o m e f e e d b a c k f r o m 

o t h e r u s e r s . . . m a y t h r o w o f f o u r t h e s i s a b o u t t h i s u s e r ' s [ R . P . ' s ] a c t i v i t y . L e t ' s t a l k w h e n y o u c a n , E m 

g l a d I c a u g h t t h i s . " C o i n M K T ' s C E O h a s e x p l a i n e d t h a t h e l e a r n e d t h a t a g l i t c h i n C o i n M K T ' s s y s t e m 

w a s n o t p e r m i t t i n g u s e r s t o w i t h d r a w m o r e t h a n $ 1 0 , 0 0 0 w o r t h o f c u r r e n c y a t a t i m e , t h e r e b y 

d i m i n i s h i n g t h e e a r l i e r s u s p i c i o n t h a t R . P . w a s s t r u c t u r i n g t r a n s a c t i o n s o r d o i n g a n y t h i n g c r i m i n a l . 

F O R C E r e p l i e d t o t h i s e m a i l , i n q u i r i n g w h e t h e r C o i n M K T h a d f r o z e n R . P . ' s a c c o u n t a n d s e e k i n g 

i n f o r m a t i o n c o n c e r n i n g R . P . ' s d i g i t a l c u r r e n c y b a l a n c e s , n o t i n g t h a t R . P . m a y h a v e a m e n t a l c o n d i t i o n . 

O n M a r c h 1, 2 0 1 4 , R . P . w r o t e t o C o i n M K T a d v i s i n g t h a t h e h a d n o t b e e n a b l e t o l o g i n t o h i s 

a c c o u n t . C o i n M K T r e p l i e d t o R . P . t h a t h i s a c c o u n t h a d b e e n " s u s p e n d e d d u e t o s u s p i c i o u s a c t i v i t y . 

U n d e r g o v e r n m e n t s u b p o e n a , w e h a v e b e e n i n s t r u c t e d t o f o r w a r d y o u r c o m m u n i c a t i o n t o a u t h o r i t i e s . 

W e h a v e c c ' d M r . C a r l F O R C E w h o w i l l b e y o u r p o i n t o f c o n t a c t , p l e a s e s e n d f u r t h e r c o m m u n i c a t i o n t o 

h i m t o r e s o l v e t h i s i s s u e . " 

A R e p o r t o f I n v e s t i g a t i o n F O R C E a u t h o r e d s t a t e s t h a t o n F e b r u a r y 2 6 , 2 0 1 4 a n d M a r c h 6 , 2 0 1 4 , 

F O R C E a t t e m p t e d t o c o n t a c t R . P . s t a t i n g " I h a v e a t t e m p t e d t o c o n t a c t y o u n u m e r o u s t i m e s v i a t e l e p h o n e 

a n d e m a i l s , y e t h a v e r e c e i v e d n o r e s p o n s e . I a m t r y i n g t o a s c e r t a i n i f y o u r s u s p i c i o u s f i n a n c i a l 

t r a n s a c t i o n s a t C o i n M K T h a v e a l e g i t i m a t e e x p l a n a t i o n . T h e f a c t s s h o w t h a t y o u a r e s t r u c t u r i n g 

d e p o s i t s a n d w i t h d r a w a l s . I n a d d i t i o n , v i r t u a l c u r r e n c i e s h a v e b e e n l i n k e d t o i l l i c i t a c t i v i t i e s s u c h a s 

i l l e g a l n a r c o t i c s t r a n s a c t i o n s , m o n e y l a u n d e r i n g , c h i l d p o r n o g r a p h y , e t c . A s s u c h , I a m s t a r t i n g t h e l e g a l 

p r o c e s s t o s e i z e y o u r R e a l M o n e y B a l a n c e s a t C o i n M K T . A n e g a t i v e r e s p o n s e t o t h i s e m a i l w i l l b e 

e v i d e n c e t h a t y o u a r e a b a n d o n i n g y o u r a s s e t s a t C o i n M K T . " 

O v e r t h e c o m i n g w e e k s , F O R C E d i r e c t e d C o i n M K T t o s e i z e R . P . ' s a c c o u n t . C o i n M K T h a s 

e x p r e s s e d i t w a s h e s i t a n t t o d o s o , b u t d i d n o t w a n t t o d r a w t h e i r e o f f e d e r a l l a w e n f o r c e m e n t , e s p e c i a l l y 

g i v e n t h a t t h e d i g i t a l c u r r e n c y f i e l d w a s a l r e a d y s u b j e c t t o f a i r l y i n t e n s e l a w e n f o r c e m e n t s c r u t i n y . 

C o i n M K T a l s o f e l t i t p r u d e n t t o d e f e r t o t h e d i r e c t i o n o f a f e d e r a l l a w e n f o r c e m e n t a g e n t , a n d t r u s t e d 

t h a t i f F O R C E w a s t e l l i n g C o i n M K T t h a t R . P . w a s u s i n g t h e i r c o m p a n y a s a p l a t f o r m f o r i l l e g a l 

a c t i v i t i e s , i t w a s n o t i n a p o s i t i o n t o s e c o n d g u e s s t h a t c o n c l u s i o n . N o n e t h e l e s s , C o i n M K T r e q u e s t e d 

s o m e t h i n g i n w r i t i n g f r o m F O R C E b e f o r e s e i z i n g R . P . ' s a c c o u n t . 
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D u r i n g t h i s M a r c h 2 0 1 4 t i m e f r a m e , R . P . ' s a c c o u n t w i t h C o i n M K T c o n t a i n e d t w o f o r m s o f 

c u r r e n c y . F i r s t , i t c o n t a i n e d a p p r o x i m a t e l y $ 3 7 , 0 0 0 i n c a s h . S e c o n d , i t c o n t a i n e d a p p r o x i m a t e l y 

$ 2 9 7 , 0 0 0 i n f o u r f o r m s o f d i f f e r e n t d i g i t a l c u r r e n c i e s ( b i t c o i n , l i t e c o i n , f e a t h e r c o i n , a n d w o r l d c o i n ) . 

F O R C E i n s t r u c t e d C o i n M K T to s e i z e R . P . ' s b a l a n c e s . C o i n M K T e f f e c t u a t e d t h i s s e i z u r e b y 

c r e a t i n g a n e n t i r e l y n e w a c c o u n t w i t h t h e n a m e " R s e i z e d . " 

O n M a r c h 1 2 , 2 0 1 4 , C o i n M K T e m a i l e d F O R C E , c a r b o n c o p y i n g o t h e r s a t t h e D E A , s t a t i n g t h a t 

i t h a d c r e a t e d t h e " R s e i z e d " a c c o u n t , p r o v i d i n g t h e l o g i n a n d p a s s w o r d i n f o r m a t i o n a n d a s k i n g F O R C E 

to " p l e a s e a d v i s e w h e n y o u w o u l d l i k e u s t o m o v e t h e f u n d s " f r o m t h e R . P . a c c o u n t i n t o t h e R s e i z e d 

a c c o u n t . L a t e r t h a t s a m e d a y F O R C E r e p l i e d t o C o i n M K T , i n c l u d i n g n o n e o f t h e o t h e r r e c i p i e n t s o n t h e 

o r i g i n a l m e s s a g e i n h i s r e p l y , " T r a n s f e r t h e m n o w p l e a s e . " 

O n M a r c h 2 3 , 2 0 1 4 , u s i n g h i s o f f i c i a l D E A e m a i l a c c o u n t w i t h n o o n e c a r b o n c o p i e d , F O R C E 

e m a i l e d C o i n M K T n o t i n g t h a t " w e c h e c k e d t h e b a l a n c e s t h i s m o r n i n g [ i n t h e R _ s e i z e d a c c o u n t ] a n d t h e 

c o i n s a r e s t i l l n o t t h e r e . I s e v e r y t h i n g o k a y ? " C o i n M K T r e p l i e d l a t e r t h a t s a m e d a y t h a t t h e y h a d 

e x p e r i e n c e d s o m e l o g i s t i c a l i s s u e s i n e f f e c t u a t i n g t h e t r a n s f e r o f d i g i t a l c u r r e n c y f r o m R . P . ' s a c c o u n t t o 

t h e R s e i z e d a c c o u n t . 

O n M a r c h 2 6 , 2 0 1 4 , C o i n M K T e m a i l e d F O R C E s t a t i n g " t h e [ R . P . ] f u n d s s h o u l d b e i n y o u r 

a c c o u n t . W e m a d e t h e m o v e 2 d a y s a g o b u t p l e a s e c o n f i r m o n y o u r e n d t h a t y o u h a v e r e c e i v e d t h e m . " 

F O R C E r e p l i e d , f r o m h i s o f f i c i a l D E A e m a i l a c c o u n t w i t h n o o n e c a r b o n c o p i e d , " Y e s t h e y a r e i n 

D E A ' s a c c o u n t n o w . T h a n k y o u v e r y m u c h ! " I h a v e c o n f i r m e d t h a t n o s u c h d i g i t a l c u r r e n c y f u n d s 

w e r e r e c e i v e d i n a n y o f f i c i a l D E A a c c o u n t , b u t i n s t e a d w e n t i n t o F O R C E ' S o w n p e r s o n a l a c c o u n t w i t h 

B i t s t a m p , a s d e s c r i b e d f u r t h e r b e l o w . 

O n A p r i l 3 , 2 0 1 4 , F O R C E e m a i l e d C o i n M K T f r o m h i s o f f i c i a l D E A a c c o u n t , t h i s t i m e c a r b o n 

c o p y i n g t h r e e o t h e r D E A e m p l o y e e s i n c l u d i n g h i s s u p e r v i s o r , d i r e c t i n g C o i n M K T t o " p l e a s e c o n v e r t t h e 

$ 3 7 , 0 5 1 . 0 8 t h a t h a s b e e n s e i z e d f r o m R . P . i n t o a c e r t i f i e d c h e c k a n d f o r w a r d i t t o D E A . . . p l e a s e m a k e 

t h e c e r t i f i e d c h e c k p a y a b l e t o t h e U . S . M a r s h a l s S e r v i c e . " C o i n M K T d i d s o a n d s e n t t h e g o v e r n m e n t a 

c e r t i f i e d c h e c k f o r $ 3 7 , 0 5 1 . 0 8 , r e p r e s e n t i n g t h a t p o r t i o n o f R . P . ' s a c c o u n t t h a t h a d b e e n i n c a s h . 

I n a R e p o r t o f I n v e s t i g a t i o n d a t e d M a r c h 1 1 , 2 0 1 4 , F O R C E w r o t e t h a t " o n M a r c h 1 3 , 2 0 1 4 , D E A 

s e i z e d t h e f o l l o w i n g : 1 7 9 . 7 9 7 7 b i t c o i n ; 3 , 4 1 7 . 5 6 5 L i t e c o i n ; 3 6 6 , 5 1 1 . 2 8 7 6 f e a t h e r c o i n ; a n d 
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6 2 1 , 4 3 9 , 7 1 8 2 w o r l d c o i n f r o m [ R . P . ] f o r v i o l a t i o n s o f t h e B a n k S e c r e c y A c t s t a t u t e s , m o r e s p e c i f i c a l l y 

s t r u c t u r i n g f i n a n c i a l t r a n s a c t i o n s a n d m o n e y l a u n d e r i n g . [ R . P . ] w a s e x p l o i t i n g C o i n M K T t o l a u n d e r h i s 

i l l i c i t p r o c e e d s . " F O R C E d i d n o t a t t e m p t t o t r a n s l a t e t h e s e v a r i o u s d i g i t a l c u r r e n c y b a l a n c e s t o a n y 

a p p r o x i m a t e d o l l a r v a l u e s a s h e h a d d o n e i n o t h e r i n s t a n c e s . I n a R e p o r t o f I n v e s t i g a t i o n d a t e d A p r i l 3 , 

2 0 1 4 , F O R C E m a d e r e f e r e n c e t o t h e e a r l i e r M a r c h 11 R e p o r t o f I n v e s t i g a t i o n a n d n o t e d t h a t " o n A p r i l 

4 , 2 0 1 4 , D E A s e i z e d $ 3 7 , 2 0 6 . 3 0 f r o m [ R . P ] . . . F O R C E d i r e c t e d C o i n M K T t o f o r w a r d a c e r t i f i e d c h e c k 

f o r $ 3 7 , 2 0 6 . 3 0 t o t h e U . S . M a r s h a l ' s S e r v i c e . " 

A S t a n d a r d S e i z u r e F o r m ( S S F ) i s a g o v e r n m e n t f o r m t h a t i s t y p i c a l l y c o m p l e t e d b y t h e D E A 

w h e n f u n d s a r e s e i z e d . F O R C E p r e p a r e d t w o S S F s r e l a t i v e t o R . P . : ( 1 ) a n S S F d a t e d A p r i l 3 , 2 0 1 4 , f o r 

t h e a p p r o x i m a t e l y $ 3 7 , 0 0 0 i n c a s h t h a t w a s s e i z e d f r o m R . P . ' s a c c o u n t ; a n d ( 2 ) a n S S F d a t e d M a r c h 1 2 , 

2 0 1 4 , f o r t h e a p p r o x i m a t e l y $ 2 9 7 , 0 0 0 w o r t h o f d i g i t a l c u r r e n c y t h a t w a s s e i z e d f r o m R . P . ' s a c c o u n t . 

H o w e v e r , F O R C E i n s t r u c t e d t h e D E A A s s e t F o r f e i t u r e S p e c i a l i s t n o t t o i n p u t t h e d i g i t a l c u r r e n c y S S F 

i n t o t h e g o v e r n m e n t ' s c o m p u t e r t r a c k i n g s y s t e m f o r s e i z e d f u n d s , t h e C o n s o l i d a t e d A s s e t T r a c k i n g 

S y s t e m ( C A T S ) , b u t r a t h e r t o " h o l d " i t f o r " a f e w m o n t h s " o r u n t i l f u r t h e r n o t i c e . T h e D E A A s s e t 

F o r f e i t u r e S p e c i a l i s t m a d e a h a n d w r i t t e n n o t e o n t h e d i g i t a l c u r r e n c y S S F n o t i n g t h a t F O R C E h a d 

e x p r e s s l y d i r e c t e d i t n o t b e i n p u t a t t h a t t i m e . F O R C E i n c l u d e d a c o p y o f t h e S S F r e l a t i n g t o t h e c a s h i n 

t h e o f f i c i a l c a s e f i l e o f t h e S i l k R o a d i n v e s t i g a t i o n . 1 7 H o w e v e r , h e d i d n o t i n c l u d e a c o p y o f t h e S S F 

r e l a t i n g t o t h e d i g i t a l c u r r e n c y i n t h a t s a m e c a s e f i l e . 

I t a p p e a r s t h a t F O R C E " p a p e r e d u p " t h e s e i z u r e o f t h e d i g i t a l c u r r e n c y p o r t i o n o f R . P . ' s a c c o u n t 

i n s u c h a w a y t h a t h e m a y h a v e t h o u g h t h e w o u l d b e c o v e r e d i n t h e e v e n t a n y o n e e v e r a s k e d a n y 

q u e s t i o n s a b o u t i t b e i n g d o c u m e n t e d , b u t a t t h e s a m e t i m e i n a w a y t h a t m a d e i t a p p e a r a s i f t h e 

a p p r o x i m a t e l y $ 3 7 , 0 0 0 i n c a s h w a s t h e s u m t o t a l o f a l l t h a t w a s s e i z e d f r o m R . P . T e l l i n g i n t h i s r e g a r d 

i s t h a t ( 1 ) w h e n F O R C E e m a i l e d f r o m h i s o f f i c i a l D E A a c c o u n t a b o u t t h e a p p r o x i m a t e l y $ 3 7 , 0 0 0 i n 

c a s h h e c a r b o n c o p i e d n u m e r o u s i n d i v i d u a l s ; t h e s a m e w a s n o t t r u e w h e n h e e m a i l e d a b o u t t h e 

a p p r o x i m a t e l y $ 2 9 7 , 0 0 0 w o r t h o f d i g i t a l c u r r e n c y ; ( 2 ) F O R C E ' S c o - c a s e a g e n t h a s a d v i s e d t h a t s h e w a s 

1 7 M y i n v e s t i g a t i o n c o n f i r m e d w i t h F O R C E ' S t h e n - s u p e r v i s o r t h a t t h e R . P . " c a s e " h a d n o k n o w n 

c o n n e c t i o n t o t h e S i l k R o a d . 
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o f t h e b e l i e f t h a t o n l y a p p r o x i m a t e l y $ 3 7 , 0 0 0 t o t a l w a s s e i z e d f r o m R . P . ' s a c c o u n t , a n d w a s u n a w a r e o f 

t h e r e m a i n i n g a p p r o x i m a t e l y $ 2 9 7 , 0 0 0 i n d i g i t a l c u r r e n c y t h a t h a d b e e n s e i z e d f r o m R . P . ' s a c c o u n t ; ( 3 ) 

F O R C E c o m p l e t e d S S F s f o r b o t h t h e c a s h a n d d i g i t a l c u r r e n c y s e i z u r e s b u t d i d n o t i n c l u d e t h e S S F f o r 

t h e d i g i t a l c u r r e n c y i n t h e c a s e f i l e ; a n d ( 4 ) F O R C E d i r e c t e d t h a t t h e d i g i t a l c u r r e n c y S S F b e h e l d . 

I n s u m , I b e l i e v e t h e w a y i n w h i c h F O R C E d o c u m e n t e d t h e R . P . s e i z u r e w a s F O R C E ' S a t t e m p t 

to g i v e h i m s e l f p l a u s i b l e d e n i a b i l i t y b y m e m o r i a l i z i n g t h e d i g i t a l c u r r e n c y s e i z u r e i n b o t h a R e p o r t o f 

I n v e s t i g a t i o n a n d S S F , a l b e i t i n a f a s h i o n t h a t d i d n o t d r a w a t t e n t i o n t o t h e f a c t t h a t i t w a s w o r t h 

a p p r o x i m a t e l y $ 2 9 7 , 0 0 0 . T h e d o c u m e n t a t i o n i s p a r t i c u l a r l y o b l i q u e f o r s o m e o n e u n f a m i l i a r w i t h d i g i t a l 

c u r r e n c y , a s m a n y i n F O R C E ' S c h a i n o f c o m m a n d w e r e . 

T h e a p p r o x i m a t e l y $ 2 9 7 , 0 0 0 w o r t h o f d i g i t a l c u r r e n c y f u n d s 1 8 f r o m R . P . ' s C o i n M K T a c c o u n t d i d 

n o t m a k e i t t o a n y o f f i c i a l D E A o r g o v e r n m e n t a c c o u n t . I n s t e a d , t h a t a m o u n t u l t i m a t e l y w e n t i n t o 

F O R C E ' S p e r s o n a l B i t s t a m p a c c o u n t a n d w a s s u b s e q u e n t l y l i q u i d a t e d i n t o U . S . d o l l a r s i n t o F O R C E ' S 

p e r s o n a l c h e c k i n g a c c o u n t . S p e c i f i c a l l y , o n A p r i l 1 4 , 2 0 1 4 , t h e f u n d s m o v e d f r o m t h e R _ S e i z e d 

a c c o u n t t h a t C o i n M K T h a d s e t u p i n t o a p a s s - t h r o u g h a c c o u n t . T h e n , o n A p r i l 1 6 , 2 0 1 4 , t h o s e f u n d s 

m o v e d f r o m t h e p a s s - t h r o u g h a c c o u n t t o F O R C E ' S p e r s o n a l B i t s t a m p a c c o u n t . I n l a t e A p r i l 2 0 1 4 , 

F O R C E m a d e a w i t h d r a w a l r e q u e s t o f a p p r o x i m a t e l y $ 2 0 1 , 0 0 0 f r o m h i s B i t s t a m p a c c o u n t t o h i s 

p e r s o n a l c h e c k i n g a c c o u n t . I h a v e a l s o c o n f i r m e d w i t h D E A t h a t n o c a s e w a s e v e r o p e n e d a g a i n s t R . P . 

I a m a w a r e o f n o l e g a l b a s i s o n w h i c h F O R C E s e i z e d R . P . ' s b a l a n c e s . 

W i t h i n d a y s o f t h e s e i z u r e o f t h e a p p r o x i m a t e l y $ 2 9 7 , 0 0 0 i n d i g i t a l c u r r e n c y f u n d s f r o m R . P . , 

F O R C E l a u n c h e d h i s o w n p e r s o n a l l i m i t e d l i a b i l i t y c o m p a n y d e d i c a t e d t o t h e i n v e s t m e n t i n a n d 

s p e c u l a t i o n o f d i g i t a l c u r r e n c y , E n g e d i , L L C . 

F O R C E ' S U s e o f O f f i c i a l S u b p o e n a f o r H i s O w n F i n a n c i a l G a i n 

V e n m o i s a p a y m e n t s p l a t f o r m c o m p a n y t h a t e n a b l e s p e r s o n - t o - p e r s o n a n d m e r c h a n t p a y m e n t 

t r a n s a c t i o n s u s i n g a n a p p l i c a t i o n o n m o b i l e p h o n e s o r o t h e r i n t e r n e t c o n n e c t e d d e v i c e s . V e n m o i s a 

s u b s i d i a r y o f P a y P a l , b a s e d i n S a n J o s e , C a l i f o r n i a , a n d a s d i s c u s s e d , r e l e v a n t p e r s o n n e l f r o m V e n m o ' s 

c o m p l i a n c e d i v i s i o n a r e b a s e d i n S a n F r a n c i s c o , C a l i f o r n i a , b o t h w i t h i n t h e N o r t h e r n D i s t r i c t o f 

18 * 

T h e p r e c i s e d e p o s i t a m o u n t w a s 2 2 2 . 9 9 8 9 b i t c o i n s . 
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C a l i f o r n i a . O n o r a b o u t F e b r u a r y 1 2 , 2 0 1 2 , F O R C E o p e n e d a V e n m o a c c o u n t w i t h t h e u s e r n a m e 

" c f o r c e . " T h a t s a m e d a y , a u s e r b y t h e n a m e o f " R . R . " a l s o o p e n e d a V e n m o a c c o u n t . 

A l s o o n o r a b o u t F e b r u a r y 1 2 , 2 0 1 4 , " R . R . " i n i t i a t e d a p a y m e n t t o F O R C E u s i n g V e n m o ' s 

p l a t f o r m . T h e n o t e o n t h e t r a n s a c t i o n t o F O R C E s t a t e d : " R e v e r s i n g p a y m e n t # 7 1 6 3 7 1 9 f o r $ 2 5 0 0 . 0 0 

f r o m u s e r [ R . R . ] t o u s e r b e t t e r b i t c o i n . " V e n m o ' s f r a u d c o n t r o l s i d e n t i f i e d h i g h r i s k p a y m e n t a c t i v i t y 

a n d b l o c k e d b o t h F O R C E ' S a n d R . R . ' s a c c o u n t s . 

O n F e b r u a r y 1 3 , 2 0 1 4 , F O R C E c o n t a c t e d V e n m o b y e m a i l f r o m o n e o f h i s p e r s o n a l e m a i l 

a d d r e s s e s t o r e q u e s t , a m o n g o t h e r t h i n g s , t h a t h i s a c c o u n t w i t h V e n m o b e u n l o c k e d s o h e c o u l d 

w i t h d r a w $ 2 , 5 0 0 . F O R C E i n f o r m e d V e n m o t h a t R . R . w a s t h e t a r g e t o f a f e d e r a l u n d e r c o v e r 

i n v e s t i g a t i o n f o r w h i c h F O R C E w a s t h e a s s i g n e d c a s e a g e n t a n d t h e p a y m e n t w a s f o r a n u n d e r c o v e r 

B i t c o i n t r a n s a c t i o n . F O R C E a t t a c h e d a c o p y o f h i s b a d g e a n d c r e d e n t i a l s i n t h i s e m a i l , a n d a l s o 

m e n t i o n e d i n a p o s t - s c r i p t t h a t h e w a s i n t e r e s t e d i n p a r t n e r i n g w i t h V e n m o f o r e m p l o y m e n t 

o p p o r t u n i t i e s . 

O n o r a b o u t F e b r u a r y 1 7 , 2 0 1 4 , w i t h h i s a c c o u n t a t V e n m o s t i l l b l o c k e d , F O R C E s e r v e d a n 

a d m i n i s t r a t i v e s u b p o e n a o n V e n m o f r o m h i s o f f i c i a l D O J e m a i l a c c o u n t , C a r l . M . F o r c e @ u s d o j . g o v , w i t h 

a c a r b o n c o p y t o o n e o f h i s p e r s o n a l e m a i l a d d r e s s e s . I n t h i s e m a i l , F O R C E s t a t e d : " P l e a s e c o m p l y t o 

t h e a t t a c h e d s u b p o e n a ! I f y o u s h o u l d h a v e a n y q u e s t i o n s , p l e a s e c a l l m e a t 4 4 3 . 3 2 4 . [ X X X X ] . " T h e 

a t t a c h e d s u b p o e n a c o m m a n d e d t h e p r o d u c t i o n o f d o c u m e n t s r e l a t e d t o R . R . a n d d i r e c t i n g V e n m o ' s 

a d m i n i s t r a t o r t o " l i f t t h e ' f r e e z e ' o n t h e a c c o u n t o f C a r l F o r c e , e f f e c t i v e i m m e d i a t e l y . " T h e s u b p o e n a 

i t s e l f c o n t a i n e d a s p e c i f i c c a s e m a t t e r n u m b e r a n d g r a n d j u r y n u m b e r . F O R C E s e n t t h i s s u b p o e n a t o 

V e n m o ' s l a w e n f o r c e m e n t c o n t a c t w i t h i n i t s c o m p l i a n c e d i v i s i o n , w h o w a s b a s e d i n S a n F r a n c i s c o , 

w i t h i n t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a . 

G i v e n V e n m o ' s b e l i e f t h a t F O R C E ' S r e q u e s t t o u n f r e e z e a p e r s o n a l a c c o u n t w a s n o t a p r o p e r u s e 

o f a n o f f i c i a l g o v e r n m e n t a d m i n i s t r a t i v e s u b p o e n a , a n d g i v e n F O R C E ' S r e p e a t e d c o n t a c t w i t h V e n m o 

f r o m h i s p e r s o n a l e m a i l a d d r e s s , V e n m o d i d n o t l i f t t h e f r e e z e o n F O R C E ' S a c c o u n t a n d i n s t e a d n o t i f i e d 

F O R C E ' S s u p e r i o r s i n t h e D E A . O n F e b r u a r y 2 4 , 2 0 1 4 , F O R C E e m a i l e d V e n m o ' s c o m p l i a n c e t e a m i n 

S a n F r a n c i s c o a n d i n s t r u c t e d t h e m t o d i s r e g a r d t h e s u b p o e n a . 
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O n M a r c h 4 . 2 0 1 4 , F O R C E a s k e d o n e o f h i s c o - c a s e a g e n t s o n t h e B a l t i m o r e S i l k R o a d T a s k 

F o r c e t o r u n a q u e r y i n a l a w e n f o r c e m e n t d a t a b a s e f o r V e n m o , s t a t i n g t h a t h e w a n t e d t o c o l l a b o r a t e " o n 

a s u s p i c i o u s m o n e y r e m i t t e r , V e n m o , I n c . V e n m o h a s s i n c e r e g i s t e r e d w i t h F i n C E N , b u t I w a n t t o k n o w 

i f t h e y h a v e s t a t e m o n e y l i c e n s e r e m i t t i n g l i c e n s e s i n C a l i f o r n i a a n d N e w Y o r k . C a n y o u c h e c k ? I f n o t , 

I w a n t t o s e i z e t h e i r b a n k a c c o u n t s ( n e e d t o i d e n t i f y t h e m ) a l a B R I D G E S a n d [ M . M . ' s ] s e i z u r e w a r r a n t s 

f o r M t . G o x . " I n o t h e r w o r d s , F O R C E a p p e a r s t o h a v e b e e n t a r g e t i n g V e n m o f o r s e i z u r e a f t e r t h e 

c o m p a n y r e b u f f e d h i s a t t e m p t s t o u s e a s u b p o e n a f o r h i s o w n p e r s o n a l m a t t e r . 

O n M a r c h 1 3 , 2 0 1 4 , F O R C E a g a i n u s e d h i s p e r s o n a l e m a i l a c c o u n t t o e m a i l V e n m o ' s s u p p o r t 

d i v i s i o n . I n t h a t e m a i l , F O R C E a d v i s e d V e n m o t h a t i f t h e y r e f u s e d t o u n f r e e z e h i s a c c o u n t , h e w o u l d 

r e t a i n a n a t t o r n e y a n d file a c i v i l l a w s u i t . I n a n o t h e r e m a i l F O R C E s e n t t o V e n m o l a t e r t h a t s a m e d a y , 

F O R C E e x p l a i n e d t h e f u n d s i n h i s V e n m o a c c o u n t w e r e p e r s o n a l a n d s t o l e n b y R . R . , a n d " A s s u c h , t h i s 

$ 2 , 5 0 0 h a s n o t h i n g t o d o w i t h D E A , i t w a s m y p e r s o n a l a s s e t s t h a t w e r e s t o l e n b y [ R . R . ] . " O n M a r c h 

1 4 , 2 0 1 4 , F O R C E , a g a i n u s i n g h i s p e r s o n a l e m a i l a d d r e s s , d i r e c t e d V e n m o n o t t o c o n t a c t t h e D E A 

a g a i n . 

T h e a d m i n i s t r a t i v e s u b p o e n a a d d r e s s e d t o V e n m o c o n t a i n s D E A S p e c i a l A g e n t A . P . ' s s i g n a t u r e 

s t a m p o n t h e s i g n a t u r e l i n e . A . P . w a s F O R C E ' S a c t i n g s u p e r v i s o r d u r i n g t h e r e l e v a n t t i m e f r a m e o f t h e 

s u b p o e n a . A . P . s t a t e d h e d i d n o t r e v i e w o r s i g n t h e s u b p o e n a a n d b e l i e v e s t h a t F O R C E , w i t h o u t A . P . ' s 

k n o w l e d g e , u s e d A . P . ' s s i g n a t u r e s t a m p t o e x e c u t e t h e s u b p o e n a . 

F o l l o w i n g F O R C E ' S s u b m i s s i o n o f h i s l e t t e r o f r e s i g n a t i o n o n M a y 4 , 2 0 1 4 , d e s c r i b e d a b o v e , 

a n o t h e r D E A e m p l o y e e w i t n e s s e d F O R C E t a k i n g b o x e s i n t o a r o o m w h e r e d o c u m e n t s a r e t a k e n t o b e 

p e r m a n e n t l y b u r n e d o r d e s t r o y e d . T h e c o n t e n t s o f F O R C E ' S b u r n b o x e s h a v e s i n c e b e e n s e i z e d a n d 

a n a l y z e d . A m o n g o t h e r d o c u m e n t s , t h e s e b u r n b o x e s c o n t a i n e d c o p i e s o f t h e a d m i n i s t r a t i v e s u b p o e n a t o 

V e n m o . H o w e v e r , F O R C E ' S s u p e r i o r r e p o r t e d t h a t t h e r e a r e n o c o p i e s o f t h i s s u b p o e n a i n t h e B a l t i m o r e 

S i l k R o a d c a s e file. 

B a s e d o n t h e f o r e g o i n g , F O R C E i s s u e d a n d u s e d a n o f f i c i a l g o v e r n m e n t s u b p o e n a f o r h i s o w n 

p e r s o n a l financial g a i n a n d t r a n s m i t t e d i t t o a t h i r d p a r t y . B y d o i n g s o , t h e r e i s p r o b a b l e c a u s e t o 

b e l i e v e t h a t F O R C E c o m m i t t e d a v i o l a t i o n o f t h e c o n f l i c t o f i n t e r e s t s t a t u t e , i n v i o l a t i o n 1 8 U . S . C . 

S e c t i o n 2 0 8 . I a l s o b e l i e v e F O R C E w a s t r y i n g t o c o v e r u p e v i d e n c e o f h i s u s e o f t h e s u b p o e n a b y 
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p l a c i n g t h e c o p i e s i n h i s b u r n b o x i n s t e a d o f t h e o f f i c i a l c a s e file. F u r t h e r m o r e , I b e l i e v e t h a t b y 

d i r e c t i n g V e n m o t o i g n o r e t h e s u b p o e n a a n d n o t t o c o n t a c t t h e D E A , F O R C E w a s a t t e m p t i n g t o o b s t r u c t 

j u s t i c e b y c o n c e a l i n g h i s w r o n g f u l u s e o f a n o f f i c i a l g o v e r n m e n t s u b p o e n a f o r a p e r s o n a l m a t t e r . 

A d d i t i o n a l E v i d e n c e C o n c e r n i n g B i t s t a m p 

B i t s t a m p i s a g l o b a l d i g i t a l c u r r e n c y e x c h a n g e h e a d q u a r t e r e d i n E u r o p e w i t h a l i m i t e d U . S . 

p r e s e n c e i n S a n F r a n c i s c o , w i t h i n t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a . O n O c t o b e r 1 2 , 2 0 1 3 , F O R C E 

a t t e m p t e d to c r e a t e a n a c c o u n t w i t h B i t s t a m p u s i n g i d e n t i f i c a t i o n d o c u m e n t s i n t h e n a m e o f h i s D E A -

i s s u e d u n d e r c o v e r i d e n t i t y . B i t s t a m p ' s v e r i f i c a t i o n p r o c e s s r e j e c t e d t h e s e d o c u m e n t s a s n o t g e n u i n e . 

F O R C E t h e r e a f t e r p r o v i d e d B i t s t a m p w i t h h i s o w n p e r s o n a l i d e n t i f i c a t i o n d o c u m e n t s a n d h i s 

t r u e a n d c o r r e c t n a m e , a n d B i t s t a m p c r e a t e d a n a c c o u n t i n F O R C E ' S n a m e . F O R C E ' S B i t s t a m p a c c o u n t 

i s a s s o c i a t e d w i t h a s i n g l e b a n k a c c o u n t a n d w i t h t w o e m a i l p e r s o n a l a d d r e s s e s . O n e o f t h e p e r s o n a l 

e m a i l a d d r e s s e s c o n t a i n s t h e m o n i k e r " f i a t b r o k e r , " w h i c h r e f e r s to s o m e o n e w h o t r a d e s i n c u r r e n c y . 

T h e a c c o u n t i s a s s o c i a t e d w i t h F O R C E ' S p e r s o n a l c h e c k i n g a c c o u n t a t M & T B a n k . 

O n a p p r o x i m a t e l y N o v e m b e r 9 , 2 0 1 3 , F O R C E m a d e h i s first w i t h d r a w a l r e q u e s t f r o m B i t s t a m p 

f o r a p p r o x i m a t e l y $ 3 4 , 0 0 0 w o r t h o f b i t c o i n s . 1 9 I h a v e r e v i e w e d F O R C E ' S p e r s o n a l b a n k r e c o r d s a n d s e e 

a n i n c o m i n g i n t e r n a t i o n a l w i r e t r a n s f e r t o F O R C E ' S b a n k a c c o u n t i n t h e a m o u n t o f a p p r o x i m a t e l y 

$ 3 4 , 0 0 0 o n N o v e m b e r 1 3 , 2 0 1 3 . T h e r e a f t e r , F O R C E m a d e a s e c o n d w i t h d r a w a l r e q u e s t o f B i t s t a m p f o r 

a p p r o x i m a t e l y $ 9 6 , 0 0 0 w o r t h o f b i t c o i n s . T h i s w i t h d r a w a l r e q u e s t t r i g g e r e d B i t s t a m p t o c o n d u c t a 

K n o w Y o u r C u s t o m e r ( K Y C ) c h e c k , a l s o r e f e r r e d t o a s e n h a n c e d d u e d i l i g e n c e , o n a p p r o x i m a t e l y 

N o v e m b e r 2 0 , 2 0 1 3 . T h i s c h e c k e s s e n t i a l l y i n v o l v e d B i t s t a m p a s k i n g f o r m o r e i n f o r m a t i o n f r o m 

F O R C E . 

T h r o u g h o u t t h e l a t t e r p a r t o f N o v e m b e r 2 0 1 3 , F O R C E h a d a s e r i e s o f b a c k a n d f o r t h e x c h a n g e s 

w i t h B i t s t a m p u s i n g h i s p e r s o n a l e m a i l a c c o u n t . F O R C E r e s p o n d e d t o B i t s t a m p ' s k n o w - y o u r - c u s t o m e r 

q u e r i e s s t a t i n g , a m o n g o t h e r t h i n g s , t h e f o l l o w i n g : " I a m a S p e c i a l A g e n t w i t h t h e D r u g E n f o r c e m e n t 

A d m i n i s t r a t i o n . . . a n d l e a r n e d a b o u t B i t c o i n t h r o u g h m y i n v e s t i g a t i o n o f S I L K R O A D . I h a v e a t t a c h e d 

a c o p y o f m y r e s u m e a n d a s c a n n e d c o p y o f m y b a d g e a n d c r e d e n t i a l s . " 

1 9 A l l o f t h e s e a m o u n t s r e p r e s e n t e d i n d o l l a r s f r o m B i t s t a m p w e r e i n b i t c o i n b a s e d o n t h e i r v a l u e 

a t t h e t i m e o f t h e t r a n s f e r s . 
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I t a p p e a r s t h a t F O R C E ' S a c c o u n t w i t h B i t s t a m p r e m a i n e d a c t i v e a f t e r t h e s e i n i t i a l k n o w - y o u r -

c u s t o m e r c h e c k s , a s h i s p e r s o n a l M & T b a n k r e c o r d s r e v e a l t w o i n c o m i n g d e p o s i t s f r o m h i s a c c o u n t w i t h 

B i t s t a m p i n J a n u a r y 2 0 1 4 f o r a p p r o x i m a t e l y $ 5 7 , 0 0 0 a n d $ 5 0 , 0 0 0 . 

O n A p r i l 1 8 , 2 0 1 4 , F O R C E r e q u e s t e d a w i t h d r a w a l f r o m h i s a c c o u n t w i t h B i t s t a m p o f 

a p p r o x i m a t e l y $ 8 0 , 0 0 0 t o b e d e p o s i t e d i n t o h i s M & T b a n k a c c o u n t . B i t s t a m p flagged t h i s r e q u e s t a n d 

c o n d u c t e d a d d i t i o n a l k n o w - y o u r - c u s t o m e r c h e c k s . B i t s t a m p ' s r e v i e w s h o w e d t h a t F O R C E ' S a c c o u n t 

h a d b e e n a c c e s s e d u s i n g T O R . G i v e n t h i s , B i t s t a m p b l o c k e d F O R C E ' S a c c o u n t . : o 

T o u n b l o c k h i s a c c o u n t , F O R C E m a d e t h e f o l l o w i n g s t a t e m e n t s v i a a n o n l i n e s u p p o r t t i c k e t w i t h 

B i t s t a m p : 

I a m a U . S . D e p a r t m e n t o f J u s t i c e - D r u g E n f o r c e m e n t A d m i n i s t r a t i o n ( D E A ) , S p e c i a l 

A g e n t w h o w o r k e d t h e o r i g i n a l S I L K R O A D w e b s i t e a n d c o r r e s p o n d i n g i n v e s t i g a t i o n . I 

l e a r n e d a b o u t B i t c o i n t h r o u g h m y i n v e s t i g a t i o n o f D R E A D P I R A T E R O B E R T S a n d 

S I L K R O A D . I a m a t t a c h i n g a s c a n n e d c o p y o f m y D E A c r e d e n t i a l s a n d b a d g e t o v e r i f y 

m y s t a t u s a s L a w E n f o r c e m e n t . 

A g a i n I o b t a i n e d m y b i t c o i n f r o m i n v e s t i n g a c o u p l e t h o u s a n d d o l l a r s i n t h e v i r t u a l 

c u r r e n c y i n t h e b e g i n n i n g o f 2 0 1 2 w h e n t h e y w e r e s e l l i n g a t $ 4 a c o i n f r o m e x c h a n g e s 

s u c h a s G e t B i t c o i n L L C ( s m a l l " m o m a n d p o p " e x c h a n g e s ) . A l s o , I h a v e i n c r e a s e d m y 

h o l d i n g o f b i t c o i n t h r o u g h t r a d i n g , t h e b u y i n g a n d s e l l i n g , o f t h e c r y p t o c u r r e n c y . 

I t r a d e i n B i t c o i n . A s s u c h , I a m c o n s t a n t l y b u y i n g , s h o r t i n g , s e l l i n g , t r a n s f e r r i n g , 

p u r c h a s i n g o t h e r a s s e t s s u c h a s r e a l e s t a t e t h r o u g h R e a l t y S h a r e s a n d g o l d t h r o u g h 

g o l d s i l v e r b i t c o i n . 

I p l a n t o c o n t i n u e t o u t i l i z e B i t s t a m p t o p u r c h a s e a n d s e l l B i t c o i n a t a p r o f i t . 

O n A p r i l 2 4 , 2 0 1 4 , a s p a r t o f B i t s t a m p ' s f r a u d a n d t h e f t p r e v e n t i o n p r o c e d u r e s , B i t s t a m p 

i n q u i r e d w h y F O R C E a c c e s s e d h i s a c c o u n t t h r o u g h T O R a n d F O R C E r e s p o n d e d v i a t h e s u p p o r t t i c k e t : 

2 0 W i t h i n a d a y a f t e r B i t s t a m p f r o z e F O R C E ' S a c c o u n t o n A p r i l 1 8 , 2 0 1 4 , F O R C E s e n t a n e - m a i l 

o n A p r i l 1 9 , 2 0 1 4 t o a n o t h e r D E A S p e c i a l A g e n t w h o s e p r i m a r y r e s p o n s i b i l i t y w a s t o a c c o u n t f o r 

u n d e r c o v e r f u n d s D E A h a d e x p e n d e d . F O R C E ' S e - m a i l i n d i c a t e d t h a t t h e B a l t i m o r e S i l k R o a d T a s k 

F o r c e h a d h u n d r e d s o f b i t c o i n t h a t t h e y w a n t t o p u t i n t o " s e r v i c e " a n d r e q u e s t e d t h e c r e a t i o n o f a D E A 

a c c o u n t w i t h a n e x c h a n g e t o l i q u i d a t e b i t c o i n i n t o U . S . d o l l a r s . T h a t S p e c i a l A g e n t a d v i s e s t h a t 

F O R C E ' S A p r i l 1 9 e - m a i l w a s u n u s u a l b e c a u s e i t w a s s e n t o n a S a t u r d a y e v e n i n g a n d t h e r e w a s a 

s i g n i f i c a n t d e l a y i n t i m e f r o m w h e n F O R C E h a d a c q u i r e d t h e b i t c o i n t o w h e n h e s e n t t h e e - m a i l . I 

b e l i e v e , b a s e d o n m y i n v e s t i g a t i o n , t h a t t h e t i m i n g o f F O R C E ' S A p r i l 1 9 e m a i l w a s n o t c o i n c i d e n t a l 

g i v e n t h a t B i t s t a m p h a d f r o z e n h i s a c c o u n t e a r l i e r t h a t d a y a n d h e m a y h a v e s u s p e c t e d t h a t l a w 

e n f o r c e m e n t h a d d i s c o v e r e d t h a t t h e b i t c o i n s i n h i s p e r s o n a l a c c o u n t w e r e n o t h i s p r o p e r t y . B y s e n d i n g 

s u c h a n e - m a i l , F O R C E w o u l d b e a b l e t o l a t e r m a i n t a i n t h a t h e h a d t r i e d t o r e t u r n t h e b i t c o i n t o t h e 

g o v e r n m e n t . 

AFFIDAVIT IN SUPPORT OF CRIMINAL COMPLAINT 
37 



" I u t i l i z e T O R f o r p r i v a c y . D o n ' t p a r t i c u l a r l y w a n t N S A l o o k i n g o v e r m y s h o u l d e r : ) " T h e f o l l o w i n g 

d a y , a m e m b e r o f B i t s t a m p ' s m a n a g e m e n t l e a r n e d o f F O R C E ' S c o m m e n t s a n d t h o u g h t i t w a s s t r a n g e 

t h a t a g o v e r n m e n t o f f i c i a l w o u l d m a k e s u c h a s t a t e m e n t . F O R C E ' S a c c o u n t w a s b l o c k e d a g a i n . 

O n A p r i l 2 8 , 2 0 1 4 , F O R C E m a d e a n o t h e r w i t h d r a w a l r e q u e s t f r o m h i s a c c o u n t a t B i t s t a m p o f 

a p p r o x i m a t e l y $ 2 0 1 , 0 0 0 w o r t h o f b i t c o i n t o h i s p e r s o n a l b a n k a c c o u n t . I t i s c l e a r t h a t F O R C E ' S a c c o u n t 

w i t h B i t s t a m p w a s f r o z e n a n d u n f r o z e n n u m e r o u s t i m e s d u r i n g t h e A p r i l t i m e f r a m e a f t e r F O R C E 

v e r i f i e d h i s i d e n t i t y . A f t e r s p e a k i n g w i t h a n o t h e r t h e n - m e m b e r o f f e d e r a l l a w e n f o r c e m e n t , B R I D G E S , 

B i t s t a m p s u b s e q u e n t l y p r o c e s s e d t h e w i t h d r a w a l r e q u e s t , a n d F O R C E ' S b a n k r e c o r d s r e v e a l t h a t h e 

r e c e i v e d a p p r o x i m a t e l y $ 2 0 1 , 0 0 0 t o h i s M & T b a n k a c c o u n t o n M a y 6 , 2 0 1 4 . 

B a s e d o n m y i n v e s t i g a t i o n d e s c r i b e d a b o v e , I b e l i e v e t h a t s o m e i f n o t a l l o f t h e b i t c o i n s t h a t w e n t 

i n t o F O R C E ' S a c c o u n t w i t h B i t s t a m p w a s p r o p e r t y t h a t b e l o n g e d t o t h e g o v e r n m e n t a n d / o r t h i r d p a r t i e s 

a n d t h a t F O R C E h a d c o m e i n t o p o s s e s s i o n o f i n h i s c a p a c i t y a s a D E A S p e c i a l A g e n t , a n d n o t h i s o w n 

p e r s o n a l l y - a c q u i r e d b i t c o i n s , a s h e t o l d B i t s t a m p . 

O n o r a b o u t M a y 2 , 2 0 1 4 , F O R C E e m a i l e d B i t s t a m p t o r e q u e s t t h a t t h e y d e l e t e a l l t r a n s a c t i o n 

h i s t o r y a s s o c i a t e d w i t h h i s a c c o u n t . I b e l i e v e , b a s e d o n m y i n v e s t i g a t i o n a n d t h e t i m i n g o f F O R C E ' S 

r e q u e s t , t h a t t h i s w a s a n a t t e m p t b y F O R C E t o c o n c e a l h i s a c t i v i t y . 

E v i d e n c e o f F O R C E ' S I m p r o v e d F i n a n c i a l P i c t u r e 

I h a v e r e v i e w e d m a n y b u t n o t a l l o f F O R C E ' S b a n k r e c o r d s f r o m 2 0 0 9 t o p r e s e n t . I h a v e a l s o 

r e v i e w e d a f i n a n c i a l a n a l y s i s t h e F B I p r e p a r e d o f F O R C E ' S f i n a n c i a l h i s t o r y . B a s e d o n t h e s e s o u r c e s , 

F O R C E ' S f i n a n c i a l s i t u a t i o n a n d s p e n d i n g i n c r e a s e d d r a m a t i c a l l y d u r i n g 2 0 1 3 a n d 2 0 1 4 , i . e . , t h e 

t i m e f r a m e o f t h e w r o n g d o i n g d e s c r i b e d h e r e i n . 

I n s u m m a r y , f o r t h e n e a r l y t w o y e a r p e r i o d b e f o r e F O R C E w o r k e d t h e S i l k R o a d c a s e , F O R C E 

d e p o s i t e d a t o t a l o f a p p r o x i m a t e l y $ 2 5 0 , 0 0 0 i n t o h i s b a n k a c c o u n t s , a n a m o u n t c o n s i s t e n t w i t h h i s 

f e d e r a l s a l a r y . I n c o n t r a s t t o t h a t , t h e b a n k r e c o r d s s h o w t h a t i n t h e j u s t o v e r t w o - y e a r t i m e f r a m e f r o m 

F O R C E ' S j o i n i n g t h e S i l k R o a d c a s e t o h i s M a y 2 0 1 4 r e s i g n a t i o n , F O R C E d e p o s i t e d a p p r o x i m a t e l y 

$ 7 7 6 , 0 0 0 i n t o h i s b a n k a c c o u n t s , a n a m o u n t t h a t r e p r e s e n t e d s o l e l y h i s l i q u i d a t i o n o f b i t c o i n s . 

O n o r a b o u t F e b r u a r y 1 7 , 2 0 1 2 , F O R C E b e g a n w o r k i n g o n t h e S i l k R o a d i n v e s t i g a t i o n . 

T h e r e a f t e r , h i s f i n a n c i a l s i t u a t i o n i m p r o v e d m a r k e d l y . I n 2 0 1 3 a n d 2 0 1 4 , F O R C E h a d t o t a l d e p o s i t s t h a t 
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I h a v e t r a c e d a s b i t c o i n l i q u i d a t i o n p r o c e e d s w o r t h o v e r a p p r o x i m a t e l y $ 7 7 6 , 0 0 0 . T h i s i n c l u d e s , f o r 

e x a m p l e , s i x s i z e a b l e d e p o s i t s i n t o F O R C E ' S c h e c k i n g a c c o u n t s f r o m h i s B i t s t a m p a c c o u n t t o t a l i n g 

a p p r o x i m a t e l y $ 5 1 8 , 0 0 0 . T h e r e w e r e a l s o a p p r o x i m a t e l y $ 1 1 8 , 0 0 0 w o r t h o f d e p o s i t s f r o m C o i n b a s e , 

a n o t h e r S a n F r a n c i s c o - b a s e d d i g i t a l c u r r e n c y e x c h a n g e c o m p a n y w h e r e F O R C E h a d a p e r s o n a l a c c o u n t . 

F O R C E ' S s p e n d i n g a l s o i n c r e a s e d a f t e r h i s i n v o l v e m e n t o n t h e B a l t i m o r e S i l k R o a d T a s k F o r c e . 

A s i d e f r o m h i s a p p r o x i m a t e l y $ 1 1 0 , 0 0 0 b i t c o i n i n v e s t m e n t i n t o C o i n M K T , F O R C E p a i d o f f a $ 2 2 , 0 0 0 

g o v e r n m e n t l o a n o n N o v e m b e r 1 9 , 2 0 1 3 . O n D e c e m b e r 2 , 2 0 1 3 , h e p a i d o f f h i s m o r t g a g e i n f u l l , w h i c h 

w a s a p p r o x i m a t e l y $ 1 3 0 , 0 0 0 o u t s t a n d i n g . O n F e b r u a r y 1 8 , 2 0 1 4 , F O R C E s i g n e d a " P u r c h a s e r 

A g r e e m e n t " w i t h R e a l t y S h a r e s , I n c . , l i s t i n g h i s n e t w o r t h i n e x c e s s o f $ 1 m i l l i o n , a n d p r o v i d i n g a 

$ 1 5 , 0 0 0 i n v e s t m e n t i n t h r e e r e a l p r o p e r t i e s . 

O n o r a b o u t M a y 8 , 2 0 1 4 , p r e s u m a b l y a f t e r l e a r n i n g o f t h e g o v e r n m e n t ' s i n v e s t i g a t i o n a n d a f t e r 

h e h a d r e s i g n e d , F O R C E w i r e d $ 2 3 5 , 0 0 0 to a n o f f s h o r e a c c o u n t i n P a n a m a . R e c o r d s t h a t I h a v e 

r e c o v e r e d r e v e a l t h a t t h i s w i r e w a s u l t i m a t e l y d e s t i n e d f o r B T C - e , a d i g i t a l c u r r e n c y e x c h a n g e o u t s i d e 

t h e U . S . a n d t h a t i s n o t r e g i s t e r e d w i t h t h e D e p a r t m e n t o f t h e T r e a s u r y ' s F i n a n c i a l C r i m e s E n f o r c e m e n t 

N e t w o r k ( " F i n C E N " ) . B a s e d o n e v i d e n c e d i s c u s s e d f u r t h e r b e l o w , I b e l i e v e t h a t t h e v a s t m a j o r i t y - i f 

n o t a l l - o f t h i s w i r e r e p r e s e n t e d p r o c e e d s o f i l l e g a l a c t i v i t i e s . 

O t h e r w a y s t h a t F O R C E a p p e a r s t o h a v e s p e n t s o m e o f t h e p r o c e e d s o f h i s u l t r a v i r e s a c t i v i t i e s 

i n c l u d e p a y m e n t s i n t h e t e n s o f t h o u s a n d s o f d o l l a r s f o r t h e f o l l o w i n g : 

• A J u n e 2 0 1 4 p a y m e n t f o r t h e p u r c h a s e o f a c o m p a n y f r a n c h i s e ; 

• A n A u g u s t 2 0 1 4 p a y m e n t t o a " S c o t t r a d e " a c c o u n t ; 

• A S e p t e m b e r 2 0 1 4 t r a n s f e r t o a n E * T r a d e a c c o u n t ; 

• A S e p t e m b e r 2 0 1 4 c h e c k p a y a b l e t o " C a s h " 

T h e s e a r e i l l u s t r a t i v e e x a m p l e s a n d n o t a l l o f t h e f i n a n c i a l o u t l a y s k n o w n t o t h e g o v e r n m e n t . M o r e o v e r , 

F O R C E a p p e a r s t o h a v e f u n d e d t h e b u s i n e s s h e o p e n e d o n t h e s i d e f o r s p e c u l a t i n g i n B i t c o i n , E n g e d i , 

L L C , w i t h m o n e y f r o m h i s p e r s o n a l c h e c k i n g a c c o u n t s i n t o w h i c h h e h a d t r a n s f e r r e d i l l - g o t t e n p r o c e e d s . 

O n M a y 7 , 2 0 1 4 , F O R C E o p e n e d a n e w b a n k a c c o u n t w i t h G a r d n e r B a n k i n t h e E n g e d i , L L C n a m e , 

f u n d i n g i t 2 0 d a y s l a t e r w i t h a n $ 8 , 0 0 0 c h e c k f r o m F O R C E ' S p e r s o n a l M & T c h e c k i n g a c c o u n t . A n d o n 
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J u l y 2 8 , 2 0 1 4 , F O R C E t r a n s f e r r e d $ 9 3 , 0 0 0 f r o m h i s p e r s o n a l M & T c h e c k i n g a c c o u n t t o t h e E n g e d i 

a c c o u n t a t G a r d n e r B a n k . 

F O R C E ' S F a l s e S t a t e m e n t s a n d O b s t r u c t i v e C o n d u c t 

U p o n l e a r n i n g h e w a s t h e s u b j e c t o f t h i s i n v e s t i g a t i o n , F O R C E , t h r o u g h c o u n s e l , a p p r o a c h e d t h e 

g o v e r n m e n t a b o u t m e e t i n g f o r a v o l u n t a r y i n t e r v i e w . F O R C E s i g n e d t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a 

a n d P u b l i c I n t e g r i t y S e c t i o n ' s s t a n d a r d f o r m P r o f f e r A g r e e m e n t , s o m e t i m e s k n o w n a s a " Q u e e n f o r a 

D a y " l e t t e r . T h i s A g r e e m e n t i s s t a n d a r d i n c r i m i n a l i n v e s t i g a t i o n s a n d p r o v i d e d , a m o n g o t h e r t h i n g s , 

t h a t i f F O R C E w a s t r u t h f u l , t h e g o v e r n m e n t c o u l d n o t m a k e d i r e c t u s e o f t h e i n f o r m a t i o n F O R C E 

p r o v i d e d a g a i n s t h i m i n a f u t u r e c a s e - i n - c h i e f . A n i m p o r t a n t e x c e p t i o n t o t h e p r o t e c t i o n s o f t h e P r o f f e r 

A g r e e m e n t w a s t h a t F O R C E c o u l d b e p r o s e c u t e d f o r p e r j u r y , o b s t r u c t i o n o f j u s t i c e , o r f a l s e s t a t e m e n t s 

i n t h e e v e n t h e w a s u n t r u t h f u l d u r i n g t h e s e s s i o n . 

P u r s u a n t t o t h e P r o f f e r A g r e e m e n t , F O R C E m e t w i t h r e p r e s e n t a t i v e s f r o m t h e U . S . A t t o r n e y ' s 

O f f i c e f o r t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a , t h e P u b l i c I n t e g r i t y S e c t i o n , t h e F B I , I R S , a n d D O J O I G , 

o n M a y 3 0 , 2 0 1 4 . D u r i n g t h a t p r o f f e r s e s s i o n , F O R C E w a s s p e c i f i c a l l y a s k e d w h e t h e r h e h a d e v e r u s e d 

t h e m o n i k e r " F r e n c h M a i d . " F O R C E d e n i e d t h a t h e h a d . A s d e m o n s t r a t e d a b o v e , t h i s w a s n o t t r u t h f u l 

a s F O R C E h a d o p e r a t e d a s " F r e n c h M a i d " i n c o m m u n i c a t i o n s w i t h D P R , a m o n g o t h e r p e r s o n a s . 

A d d i t i o n a l l y , F O R C E ' S c o n d u c t t h r o u g h o u t t h e i n v e s t i g a t i o n o b s t r u c t e d t h e r e a l p r o p e r p u r p o s e 

o f t h e B a l t i m o r e S i l k R o a d T a s k F o r c e w h i c h w a s t o i d e n t i f y , l o c a t e a n d a r r e s t D P R a n d o t h e r S i l k R o a d 

u s e r s . A t n u m e r o u s p o i n t s , F O R C E c o r r u p t l y o b s t r u c t e d t h e l a w f u l i n v e s t i g a t i o n i n t o D P R a n d S i l k 

R o a d b y p u r s u i n g h i s o w n p e r s o n a l a n d u n l a w f u l g o a l s . 

V I I I . B R I D G E S P R O B A B L E C A U S E 

B r i d g e s ' B a c k g r o u n d 

F o r m e r S e c r e t S e r v i c e S p e c i a l A g e n t B R I D G E S w a s a l s o o n t h e B a l t i m o r e S i l k R o a d T a s k F o r c e 

a n d w o r k e d a l o n g s i d e F O R C E . U n t i l M a r c h 1 8 , 2 0 1 5 . b e f o r e h e a b r u p t l y r e s i g n e d , B R I D G E S h a d b e e n 

a s s i g n e d t o t h e S e c r e t S e r v i c e ' s E l e c t r o n i c C r i m e s T a s k F o r c e . H i s s p e c i a l t y w a s i n c o m p u t e r f o r e n s i c s 

a n d a n o n y m i t y s o f t w a r e d e r i v e d f r o m T O R . A n o t h e r m e m b e r o f t h e B a l t i m o r e S i l k R o a d T a s k F o r c e 

t h a t h a s b e e n i n t e r v i e w e d c o n f i r m e d t h a t B R I D G E S w a s t h e T a s k F o r c e ' s s u b j e c t m a t t e r e x p e r t i n 

B i t c o i n . 
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I n t h e s e r o l e s , B R I D G E S h a d a c c e s s t o a n d u s e d d i g i t a l c u r r e n c y a n d w a s t h e a f f i a n t o n v a r i o u s 

s e i z u r e w a r r a n t s p e r t a i n i n g t o d i g i t a l c u r r e n c y . I n f a c t , o n M a y 9 , 2 0 1 3 , B R I D G E S w a s t h e a f f i a n t o n 

o n e o f t h e l a r g e s t - e v e r s e i z u r e s f r o m a d i g i t a l c u r r e n c y e x c h a n g e . T h i s w a s a n a p p r o x i m a t e l y $ 2 . 1 

m i l l i o n s e i z u r e p e r t a i n i n g t o t h e d i g i t a l c u r r e n c y e x c h a n g e M t . G o x , p u r p o r t e d l y b e c a u s e M t . G o x h a d 

v i o l a t e d 1 8 U . S . C . S e c t i o n 1 9 6 0 b y f a i l i n g t o r e g i s t e r w i t h t h e F i n a n c i a l C r i m e s E n f o r c e m e n t N e t w o r k 

( F i n C E N ) a n d t h u s w a s e n g a g e d i n o p e r a t i n g a n u n l i c e n s e d m o n e y s e r v i c e b u s i n e s s . T h i s i s n o t t h e o n l y 

m a t t e r o n w h i c h B R I D G E S s e r v e d a s t h e a f f i a n t . 

T h e S i l k R o a d T h e f t a n d B R I D G E S ' F i d e l i t y A c c o u n t 

C . G . w a s o n e o f D P R ' s e m p l o y e e s a n d f u n c t i o n e d a s a S i l k R o a d c u s t o m e r s u p p o r t 

r e p r e s e n t a t i v e , u n d e r t h e u s e r n a m e " F l u s h . " I n t h i s r o l e , C . G . h a d a d m i n i s t r a t o r a c c e s s t o t h e S i l k R o a d 

w e b s i t e , 2 1 m e a n i n g C . G . h a d c e r t a i n a d m i n i s t r a t i v e p r i v i l e g e s o n t h e S i l k R o a d w e b s i t e , i n c l u d i n g t h e 

a b i l i t y t o a c c e s s v e n d o r a c c o u n t s a n d r e s e t S i l k R o a d u s e r a n d v e n d o r p a s s w o r d s a n d p i n s . 

O n o r a b o u t J a n u a r y 1 7 , 2 0 1 3 , F O R C E a n d B R I D G E S w e r e p a r t o f a t e a m t h a t a p p r e h e n d e d 

C . G . i n a c o n t r o l l e d d e l i v e r y f o r a k i l o g r a m o f c o c a i n e . C . G . w a s a r r e s t e d a n d s o o n t h e r e a f t e r b e g a n t o 

c o o p e r a t e w i t h l a w e n f o r c e m e n t , t u r n i n g o v e r h i s S i l k R o a d l o g i n c r e d e n t i a l s i n t h e p r o c e s s t o m e m b e r s 

o f t h e B a l t i m o r e S i l k R o a d T a s k F o r c e . D u r i n g t h i s s a m e t i m e f r a m e C . G . a l s o t u r n e d o v e r a c c e s s t o h i s 

a c c o u n t a n d p a s s w o r d s t o o t h e r d i g i t a l c u r r e n c y a c c o u n t s t o i n c l u d e h i s M t . G o x a n d D w o l l a a c c o u n t s . 

A s a r e s u l t o f t h i s c o n t r o l l e d d e l i v e r y , C . G . w a s c h a r g e d w i t h f e d e r a l c r i m i n a l n a r c o t i c s c h a r g e s . 2 2 

O n e o f t h e a c c o u n t s t h a t C . G . p r o v i d e d a c c e s s t o w a s a S i l k R o a d a d m i n i s t r a t o r a c c o u n t n a m e d 

" F l u s h . " C . G . a c t e d a s a C u s t o m e r S e r v i c e r e p r e s e n t a t i v e o n t h e S i l k R o a d s i t e u s i n g t h e a c c o u n t n a m e 

" F l u s h . " B u t o n J a n u a r y 1 7 , 2 0 1 3 , C . G . t u r n e d o v e r a c c e s s t o t h e " F l u s h " a c c o u n t t o m e m b e r s o f t h e 

B a l t i m o r e S i l k R o a d T a s k F o r c e . C . G . a l s o e x e c u t e d s e v e r a l c o n s e n t f o r m s a u t h o r i z i n g l a w e n f o r c e m e n t 

t o u s e a n d a s s u m e t h e " F l u s h " i d e n t i t y . 

2 1 T h i s s h o u l d n o t b e c o n s t r u e d a s s o m e o n e w h o h a d r o o t a c c e s s t o t h e s e r v e r . 

2 2 I t s h o u l d b e n o t e d t h a t C . G . i s c o o p e r a t i n g w i t h l a w e n f o r c e m e n t a n d i s h o p i n g f o r l e n i e n c y i n 

s e n t e n c i n g a s a p a r t o f h i s c o o p e r a t i o n . C . G . ' s c r i m i n a l h i s t o r y i n c l u d e s c o n v i c t i o n s f o r f i l i n g a 

f r a u d u l e n t i n s u r a n c e c l a i m a n d a c q u i r i n g a c o n t r o l l e d s u b s t a n c e b y p r e s c r i p t i o n a l t e r a t i o n . 

B e c a u s e o f c o n c e r n s a b o u t C . G . ' s w h e r e a b o u t s , D P R a t s o m e p o i n t c u t o f f t h e " F l u s h " 

a c c o u n t ' s a c c e s s , b u t t h r o u g h c o m m u n i c a t i o n s w i t h D P R , C . G . w a s a b l e t o r e g a i n a c c e s s t o t h e a c c o u n t 

o n J a n u a r y 2 0 , 2 0 1 3 , a n d p a s s t h a t i n f o r m a t i o n o n t o t h e B a l t i m o r e S i l k R o a d T a s k F o r c e . 
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O n J a n u a r y 2 5 , 2 0 1 3 , C . G . d e b r i e f e d w i t h F O R C E , B R I D G E S , a n d o t h e r m e m b e r s o f t h e 

B a l t i m o r e S i l k R o a d T a s k F o r c e . A c c o r d i n g t o B R I D G E S ' r e p o r t o f t h e i n t e r v i e w , C . G . s h o w e d t h e m 

h o w t o l o g i n t o S i l k R o a d v e n d o r a c c o u n t s a n d r e s e t p a s s w o r d s , h o w t o c h a n g e t h e s t a t u s o f a s e l l e r to a 

v e n d o r , h o w t o r e s e t p i n s , a n d i n f o r m a t i o n a b o u t h o w t h e S i l k R o a d a d m i n i s t r a t i v e f u n c t i o n s w o r k e d . 

B R I D G E S ' t e x t m e s s a g e s i n d i c a t e t h a t h e l e f t t h e p r o f f e r s e s s i o n a f t e r o n e d a y , a n d a S i l k R o a d T a s k 

F o r c e m e m b e r s t a t e d t h a t B R I D G E S t o l d h i m t h a t h e l e f t t h e l a t t e r p a r t o f t h e J a n u a r y 2 5 , 2 0 1 3 , 

p r o f f e r . 2 4 

O n J a n u a r y 2 5 , 2 0 1 3 , d u r i n g t h e a f t e r n o o n a n d i n t o t h e n i g h t , t h e S i l k R o a d w e b s i t e s u f f e r e d a 

s e r i e s o f s i z e a b l e t h e f t s . T h e s e t h e f t s a f f e c t e d c e r t a i n S i l k R o a d v e n d o r s a n d o v e r l a p p e d w i t h t h e t i m e o f 

t h e C . G . p r o f f e r s e s s i o n . T h e t h e f t s w e r e a c c o m p l i s h e d t h r o u g h a s e r i e s o f v e n d o r p a s s w o r d a n d p i n 

r e s e t s , s o m e t h i n g t h a t c o u l d b e a c c o m p l i s h e d w i t h t h e a d m i n i s t r a t o r a c c e s s t h a t C . G . h a d g i v e n t o t h e 

B a l t i m o r e S i l k R o a d T a s k F o r c e . 

O n J a n u a r y 2 6 , 2 0 1 3 , t h e p r o f f e r o f C . G . c o n t i n u e d . B R I D G E S l e f t e a r l y a n d d i d n o t p a r t i c i p a t e 

o n t h i s d a y . A t s o m e p o i n t d u r i n g t h a t d a y , D P R c o m m u n i c a t e d t o N o b ( F O R C E ) t h a t S i l k R o a d h a d 

s u f f e r e d t h e f t s a n d t h a t t h o s e t h e f t s w e r e a s s o c i a t e d w i t h C . G . ' s a c c o u n t . L a w e n f o r c e m e n t q u e s t i o n e d 

C . G . a b o u t t h i s , a n d C . G . d e n i e d t h a t h e h a d c o m m i t t e d t h e t h e f t s . A c c o r d i n g t o c h a t s I h a v e r e v i e w e d 

f r o m t h e S i l k R o a d s e r v e r s a n d f r o m U l b r i c h t ' s l a p t o p ( a s w e l l a s c o m m u n i c a t i o n s b e t w e e n D P R a n d 

o n e o f h i s e m p l o y e e s a t t h e t i m e o f t h e J a n u a r y 2 5 , 2 0 1 3 t h e f t s ) i t a p p e a r s t h a t D P R a n d t h e e m p l o y e e 

b e l i e v e d C . G . w a s r e s p o n s i b l e f o r t h e t h e f t s , b e c a u s e t h e y m a n a g e d t o a s s o c i a t e C . G . ' s a c c o u n t , " F l u s h , " 

w i t h t h e t h e f t . 2 5 A s a r e s u l t o f D P R ' s b e l i e f t h a t C . G . w a s r e s p o n s i b l e f o r t h e t h e f t s , D P R c o m m u n i c a t e d 

w i t h N o b ( F O R C E ) - w h o m h e b e l i e v e d t o b e a m a j o r d r u g d e a l e r w i t h t h e a b i l i t y t o p r o c u r e h i t m e n -

a n d h i r e d N o b t o h a v e h i s a s s o c i a t e s k i l l C . G . D P R a l s o c o m m u n i c a t e d w i t h a n o t h e r i n d i v i d u a l a n d 

c o m m i s s i o n e d a h i t o n C . G . F o r t h e h i t t h a t N o b ' s a s s o c i a t e s w e r e t o p e r f o r m , D P R p a i d N o b a t o t a l o f 

a p p r o x i m a t e l y $ 8 0 , 0 0 0 t h r o u g h a b a n k w i r e t r a n s f e r f o r t h e m u r d e r . F O R C E a n d C . G . , t o g e t h e r w i t h 

a s s i s t a n c e f r o m o t h e r s o n t h e B a l t i m o r e S i l k R o a d T a s k F o r c e , t h e n f a k e d C . G . ' s d e a t h t o m a k e i t l o o k 

2 4 T h i s T a s k F o r c e m e m b e r w a s n o t p r e s e n t f o r t h e C . G . d e b r i e f b u t i n d i c a t e d t h a t B R I D G E S h a d 

t o l d h i m t h i s i n f o r m a t i o n . 

2 5 O n o r a b o u t J a n u a r y 2 6 , 2 0 1 3 , a c c o r d i n g t o c h a t s b e t w e e n D P R a n d a n o t h e r e m p l o y e e , 

" F l u s h ' s " a d m i n i s t r a t i v e a c c o u n t w a s s h u t d o w n i n o r d e r to p r e v e n t f u r t h e r t h e f t . 
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a s i f N o b ' s a s s o c i a t e s h a d k i l l e d C . G . B R I D G E S w a s t o a s s i s t w i t h p e r p e t r a t i n g t h i s s u p p o s e d m u r d e r -

f o r - h i r e b y w o r k i n g o n " p r o o f o f d e a t h " p h o t o g r a p h s o f C . G . t h a t N o b ( F O R C E ) w a s t o s e n d t o D P R . 

B a s e d o n m y r e v i e w o f t h e d a t a f r o m t h e S i l k R o a d s e r v e r s . I b e l i e v e t h e i n i t i a l S i l k R o a d t h e f t s 

w e r e l i k e l y c o m m i t t e d b y w h o e v e r w a s c o n t r o l l i n g a S i l k R o a d a c c o u n t w i t h t h e u s e r n a m e " N u m b e r D . " 

P r i o r t o J a n u a r y 2 5 , 2 0 1 3 , " N u m b e r l 3 " h a d b e e n a n o r d i n a r y b u y e r a c c o u n t o n S i l k R o a d . O n J a n u a r y 

2 5 , 2 0 1 3 , h o w e v e r , " N u m b e r D " w a s g i v e n v e n d o r p r i v i l e g e s . A l s o o n J a n u a r y 2 5 , 2 0 1 3 , t h e " F l u s h " 

a c c o u n t m a d e a t r a n s f e r o f a p p r o x i m a t e l y 9 0 0 b i t c o i n s i n t o a c c o u n t " N u m b e r D . " T h i s a p p e a r s t o h a v e 

b e e n t h e f i r s t o f m u l t i p l e t h e f t s t h a t o c c u r r e d t h a t d a y f r o m t h e S i l k R o a d w e b s i t e . 

M y a n a l y s i s o f b o t h t h e b l o c k c h a i n a n d d a t a r e c o v e r e d f r o m t h e S i l k R o a d s e r v e r s r e v e a l s t h a t , 

a l s o o n J a n u a r y 2 5 , 2 0 1 3 , a s i n g l e B i t c o i n a d d r e s s r e c e i v e d n o l e s s t h a n 2 0 , 0 0 0 b i t c o i n s . 2 6 T h e first 

t r a n s a c t i o n i n t o t h a t B i t c o i n a d d r e s s w a s a d e p o s i t b y a c c o u n t " N u m b e r D . " T h e s e t r a n s a c t i o n s a r e 

d e m o n s t r a t e d o n t h e a t t a c h e d E x h i b i t F ( " L i q u i d a t i o n o f S i l k R o a d T h e f t P r o c e e d s " ) . 

I b e l i e v e t h a t B R I D G E S c o n t r o l l e d a n d / o r h a d a c c e s s w i t h o t h e r s t o " N u m b e r D , " t h e a c c o u n t 

t h a t a p p e a r s t o h a v e i n i t i a t e d t h e s i z e a b l e b i t c o i n t h e f t s . I b e l i e v e t h i s f o r a t l e a s t t w o r e a s o n s . F i r s t , i n a 

D E A 6 t h a t F O R C E a u t h o r e d d a t e d J a n u a r y 2 3 , 2 0 1 3 , F O R C E d e s c r i b e d h o w h e h a d t r a n s f e r r e d 6 0 

b i t c o i n s i n t o a D E A - c o n t r o l l e d a c c o u n t k n o w n a s " T r u s t U s J o n e s . " D a t a f r o m t h e S i l k R o a d s e r v e r s 

d e m o n s t r a t e s t h a t o n t h a t J a n u a r y 2 3 , 2 0 1 3 d a t e , t h e r e w a s a 6 0 b i t c o i n t r a n s f e r f r o m " N u m b e r D " i n t o 

" T r u s t U s J o n e s . " S e c o n d , i n a n e m a i l d a t e d J a n u a r y 2 3 , 2 0 1 3 , F O R C E e m a i l e d B R I D G E S r e q u e s t i n g 

t h a t B R I D G E S d e p o s i t b i t c o i n s t o r e p l e n i s h t h e " T r u s t U s J o n e s " a c c o u n t . I n o t h e r w o r d s , B R I D G E S , i n 

c o n s u l t a t i o n w i t h F O R C E , a p p e a r s t o h a v e b e e n c o n t r o l l i n g " N u m b e r D " d u r i n g t h e l a t e J a n u a r y 2 0 1 3 

t i m e f r a m e . 

O n J a n u a r y 2 6 , 2 0 1 3 , m y a n a l y s i s o f t h e b l o c k c h a i n r e v e a l s t h a t a t l e a s t 2 , 4 3 0 o f t h e b i t c o i n s 

s t o l e n f r o m t h e S i l k R o a d w e n t i n t o a n o t h e r s i n g l e B i t c o i n w a l l e t a d d r e s s . T h e s e t r a n s a c t i o n s a r e a l s o 

d e p i c t e d o n t h e a t t a c h e d E x h i b i t F . I h a v e c o n f e r r e d w i t h a n i n d i v i d u a l w h o h a s a s u b s t a n t i a l 

2 6 1 b e l i e v e t h a t t h e a g g r e g a t e t o t a l o f t h e t h e f t s w a s a p p r o x i m a t e l y 2 0 , 0 0 0 b i t c o i n . T h e d o l l a r 

v a l u e o f 2 0 , 0 0 0 b i t c o i n w o u l d h a v e v a r i e d d r a m a t i c a l l y d e p e n d i n g o n w h e n t h e v a l u e w a s c a l c u l a t e d d u e 

t o t h e f l u c t u a t i n g v a l u e o f b i t c o i n . A t t h e t i m e o f t h e f t s i n J a n u a r y 2 0 1 3 , 2 0 , 0 0 0 b i t c o i n w o u l d h a v e 

b e e n w o r t h a p p r o x i m a t e l y $ 3 5 0 , 0 0 0 . A t i t s p e a k p r i c e , h o w e v e r , i t w o u l d h a v e b e e n w o r t h f a r m o r e , i n 

e x c e s s o f a p p r o x i m a t e l y $ 2 0 m i l l i o n . 
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b a c k g r o u n d i n b l o c k c h a i n a n a l y s i s w h o a d v i s e d m e t h a t t h i s w a l l e t f u n d e d a M t . G o x e x c h a n g e a c c o u n t 

t o t a l i n g 2 , 4 3 0 b i t c o i n s . A s n o t e d , M t . G o x w a s t h e w o r l d ' s l a r g e s t d i g i t a l c u r r e n c y e x c h a n g e b a s e d i n 

J a p a n . 

C h a t s I h a v e r e v i e w e d b e t w e e n D P R a n d o n e o f h i s e m p l o y e e s i n d i c a t e t h a t D P R a n d t h e 

e m p l o y e e l a u n c h e d a n i n t e r n a l i n v e s t i g a t i o n i n t o w h o w a s r e s p o n s i b l e f o r t h e J a n u a r y 2 5 , 2 0 1 3 t h e f t . 

T h o s e c h a t s r e v e a l t h a t D P R ' s o w n i n t e r n a l i n v e s t i g a t i o n i n i t i a l l y l e d h i m t o a c c o u n t " N u m b e r 1 3 " a s 

b e i n g a s s o c i a t e d w i t h t h e t h e f t s . C h a t s f u r t h e r r e v e a l t h a t " N u m b e r 1 3 " s e n t D P R a c h a t o n J a n u a r y 2 7 , 

2 0 1 3 s a y i n g " W h a t s [ s i c ] g o i n g o n . . . . I r e a l l y n e e d t h a t m o n e y b a c k . W h a t h a s h a p p e n e d t o a l l m y 

• 27 

B C ? W i t h i n t h e p a s t d a y s o m e o n e w i t h d r a w l e d [ s i c ] a l l m y b e f r o m m y a c c o u n t w i t h o u t m y 

p e r m i s s i o n . T h e f a c t t h e y m u s t h a v e h a d a p i n r e a l l y c o n f u s e s m e a n d m a k e s m e t h i n k i t w a s s o m e t h i n g 

o n y o u r e n d . " T h i s c a u s e d D P R t o r e p l y t o " N u m b e r 1 3 " s t a t i n g " Y o u r a c c o u n t i s u n d e r i n v e s t i g a t i o n 

I ' m a f r a i d . W h a t i s y o u r r e l a t i o n s h i p w i t h t h e u s e r [ o m i t t e d ] ? " D u r i n g a b a c k a n d f o r t h b e t w e e n t h e 

t w o , " N u m b e r l 3 " w r o t e , " I d o n ' t k n o w w h a t a n y o f t h a t o t h e r c r a p i n m y h i s t o r y i s . L o o k a t m y h i s t o r y , 

I a m a b u y e r n o t a s e l l e r . W h a t i s g o i n g o n m a n ? " T h i s c a u s e d D P R t o r e p l y , " Y o u ' r e a l l s e t , s o r r y f o r 

t h e t r o u b l e . " D P R w a s p h y s i c a l l y p r e s e n t i n S a n F r a n c i s c o o n t h e d a t e o f t h e s e c o m m u n i c a t i o n s w i t h 

" N u m b e r 1 3 . " 

T h e S i l k R o a d t h e f t s w e r e c o m p l e t e d o n J a n u a r y 2 5 , 2 0 1 3 . W i t h i n d a y s , B R I D G E S b e g a n t o 

t e x t F O R C E a s k i n g t h a t F O R C E ( a s N o b ) g e t a d v i c e f r o m D P R a b o u t l i q u i d a t i n g b i t c o i n s i n t o d o l l a r s . 

F o r e x a m p l e , o n J a n u a r y 3 0 , 2 0 1 3 , B R I D G E S t e x t e d F O R C E : " N e x t t i m e y o u c h a t w i t h D P R d o y o u 

t h i n k h e w o u l d t o u c h o n t h e t o p i c o f h o w h e m o v e s b i t c o i n s , m e a n i n g w h a t e x c h a n g e h e u s e s ? H e 

s h o u l d h a v e s o m e a d v i s e [ s i c ] i f y o u w i l l b e d o i n g b i g d r u g d e a l s o n h o w t o e x c h a n g e a l l t h a t b a c k i n t o 

U S d o l l a r s . " F O R C E r e p l i e d t h a t h e h a d a s k e d D P R t h a t b e f o r e a n d D P R w o u l d n o t p r o v i d e a n a n s w e r . 

B R I D G E S r e p l i e d , " R o g e r . J u s t c u r i o u s . " 

A p p r o x i m a t e l y t w o w e e k s a f t e r t h e S i l k R o a d t h e f t s , o n F e b r u a r y 1 2 , 2 0 1 3 , B R I D G E S f o r m e d 

" Q u a n t u m I n t e r n a t i o n a l I n v e s t m e n t s , L L C , " ( Q u a n t u m ) a n d r e g i s t e r e d i t w i t h t h e M a r y l a n d S e c r e t a r y o f 

77 
T h e i n d i v i d u a l c o n t r o l l i n g " N u m b e r B " o n t h i s d a t e s p e l l e d w i t h d r a w a l a s " w i t h d r a w l e d . " 

W h e n B R I D G E S t e x t e d F O R C E o n F e b r u a r y 2 3 , 2 0 1 3 , a s d i s c u s s e d h e r e i n , B R I D G E S a l s o s p e l l e d t h e 

w o r d w i t h d r a w a l i n c o r r e c t l y u s i n g t h e s l i g h t l y d i f f e r e n t " w i t h d r a w l a e d . " 
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S t a t e . O n F e b r u a r y 2 2 , 2 0 1 3 , B R I D G E S e s t a b l i s h e d a p e r s o n a l i n v e s t m e n t a c c o u n t a t F i d e l i t y i n t h e 

Q u a n t u m n a m e . T h a t a c c o u n t w a s a s s o c i a t e d w i t h B R I D G E S ' S o c i a l S e c u r i t y n u m b e r a n d o t h e r 

a c c o u n t s i n B R I D G E S ' n a m e . T h a t d a y a n d t h e n e x t , B R I D G E S b e g a n t o t e x t w i t h F O R C E a b o u t 

g e t t i n g C . G . ' s h e l p a n d t r a n s f e r r i n g b i t c o i n s . S p e c i f i c a l l y , B R I D G E S t e x t e d F O R C E o n F e b r u a r y 2 2 . 

2 0 1 3 : " W h e n e v e r y o u a r e w o r k i n g n e x t c a n w e t a l k . [ T h e p r o s e c u t o r ] s a i d y o u h a v e t h e g i f t o f 

c o n v i n c i n g [ C . G . ] t o d o t h i n g s a n d w e n e e d y o u t o c o n v i n c e h i m t o d o s o m e t h i n g . W h e n e v e r y o u r [ s i c ] 

a v a i l a b l e c a n w e c h a t . " T h e n o n F e b r u a r y 2 3 , 2 0 1 3 , B R I D G E S t e x t e d F O R C E : " N e e d y o u r h e l p w i t h 

D P R i f y o u c a n . I a m t r y i n g t o t r a n s f e r o u t o u r U S S S B i t c o i n s a n d t h e y h a v e n o t s h o w n u p i n o v e r 3 0 

h o u r s a f t e r b e i n g w i t h d r a w l a e d [ s i c ] . C a n y o u h i t u p D P R a n d s a y o n e o f y o u r w o r k e r s o r f i n a n c i a l g u y s 

b i t c o i n s a r e n o t s h o w i n g u p ? I a m g o i n g t o g e t m y b u t t k i c k e d i f t h i s m o n e y i s m i s s i n g . A f t e r 3 0 h o u r s 

I a m g e t t i n g r e a l l y c o n c e r n e d . O u r o n e U C a c c o u n t i s ' [ o m i t t e d n a m e ] ' C a n y o u u s e y o u r r a p o r t [ s i c ] 

a n d h e l p m e o u t ? I d i d t h e t r a n s f e r y e s t e r d a y m o r n i n g . " 

I t i s c l e a r t h a t d u r i n g t h i s t i m e p e r i o d b o t h B R I D G E S a n d F O R C E w e r e a c t i v e l y m o n i t o r i n g t h e 

p r i c e o f b i t c o i n . O n F e b r u a r y 2 4 , 2 0 1 3 , B R I D G E S t e x t e d F O R C E , " I f y o u g o t b i t c o i n s o n S R [ S i l k 

R o a d ] g e t t h e m o f f . . . " B y t h e e n d o f M a r c h , B R I D G E S a n d F O R C E w e r e t e x t i n g a b o u t t h e v a l u e o f 

b i t c o i n . O n M a r c h 2 0 , 2 0 1 3 , F O R C E t e x t e d B R I D G E S " B i t c o i n j u s t h i t $ 6 3 . . . w h a t t h e s l i p [ s i c ] ? " t o 

w h i c h B R I D G E S r e p l i e d " Y a ! " a n d t h e n F O R C E r e p l i e d , " [ s p e c u l a t i o n a b o u t b i g i n v e s t o r s g o i n g i n 

l a t e r t h i s m o n t h . A l o n g w i t h t h e d e m a n d i s e x c e e d i n g s u p p l y . " T h e n o n M a r c h 2 1 , 2 0 1 3 , B R I D G E S 

t e x t e d F O R C E " 7 5 d o l l a r s n o w " a n d F O R C E r e p l i e d " G e e z . " 

I h a v e o b t a i n e d a n d r e v i e w e d F i d e l i t y r e c o r d s f o r B R I D G E S ' Q u a n t u m a c c o u n t . T h o s e r e c o r d s 

d e m o n s t r a t e t h a t b e t w e e n M a r c h 6 , 2 0 1 3 a n d M a y 7 , 2 0 1 3 , t h e a c c o u n t r e c e i v e d n i n e s e p a r a t e w i r e 

t r a n s f e r s o r i g i n a t i n g f r o m M t . G o x i n J a p a n . T h e w i r e s t o t a l e d i n e x c e s s o f $ 8 2 0 , 0 0 0 , a n d w e r e e a c h 

l e s s t h a n $ 1 0 0 , 0 0 0 . F i d e l i t y h a s c o n f i r m e d t h a t B R I D G E S ' Q u a n t u m a c c o u n t w a s f u n d e d s o l e l y b y 

d e p o s i t s f r o m M t . G o x a n d n o o t h e r s o u r c e . 

T h e final w i r e f r o m M t . G o x t o B R I D G E S ' Q u a n t u m a c c o u n t w a s o n M a y 7 , 2 0 1 3 . J u s t t w o 

d a y s l a t e r , B R I D G E S s e r v e d a s t h e a f f i a n t o n a s e i z u r e w a r r a n t f o r $ 2 . 1 m i l l i o n i n M t . G o x a c c o u n t s . I 

k n o w f r o m m y t r a i n i n g a n d e x p e r i e n c e a s a l a w e n f o r c e m e n t o f f i c e r t h a t t h e p r o c e s s o f p u t t i n g t o g e t h e r 

a n a f f i d a v i t i n s u p p o r t o f a w a r r a n t i s t i m e c o n s u m i n g a n d o f t e n t a k e s s e v e r a l d a y s , i f n o t l o n g e r , t o 
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p r e p a r e . I n s e r v i n g a s a n a f f i a n t f o r M t . G o x b a n k a c c o u n t s a m e r e t w o d a y s a f t e r h e h a d p e r s o n a l l y 

r e c e i v e d a w i r e f r o m M t . G o x ( t h e l a t e s t i n a s e r i e s o f w i r e s ) . B R I D G E S h a d a c o n f l i c t o f i n t e r e s t . 

I n e a r l y 2 0 1 5 , b y w h i c h t i m e B R I D G E S k n e w o f t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a ' s 

i n v e s t i g a t i o n i n t o t h e B a l t i m o r e S i l k R o a d T a s k F o r c e , B R I D G E S w a s w o r k i n g o n a n u n r e l a t e d 

i n v e s t i g a t i o n . U n d e r t h e g u i s e o f t h a t o t h e r i n v e s t i g a t i o n , B R I D G E S c o n t a c t e d C o i n b a s e , a d i g i t a l 

c u r r e n c y e x c h a n g e b a s e d i n S a n F r a n c i s c o . H o w e v e r , i n s t e a d o f a s k i n g o n l y q u e s t i o n s c o n c e r n i n g t h e 

o t h e r i n v e s t i g a t i o n , C o i n b a s e r e p r e s e n t a t i v e s r e p o r t t h a t B R I D G E S e n g a g e d t h e m i n a s e r i e s o f 

q u e s t i o n s a b o u t w h e t h e r a n d h o w M t . G o x a c c o u n t s c o u l d b e t r a c e d . C o i n b a s e f o u n d t h i s o d d , g i v e n 

t h a t t h e s t a t e d p u r p o s e o f B R I D G E S ' c a l l s c o n c e r n e d a n u n r e l a t e d i n v e s t i g a t i o n . 

B a s e d o n t h e f o r e g o i n g , I b e l i e v e t h a t B R I D G E S , o r s o m e o n e a c t i n g o n h i s b e h a l f , u t i l i z e d t h e 

" F l u s h " a n d " N u m b e r l 3 " a c c o u n t s , b u t p a r t i c u l a r l y t h e " F l u s h " a c c o u n t t o f r a u d u l e n t l y a c t a s a n 

a d m i n i s t r a t o r t o r e s e t p i n s a n d p a s s w o r d s o n v a r i o u s S i l k R o a d v e n d o r s ' a c c o u n t s , a n d t h e n c a u s e d 

b i t c o i n s t o b e m o v e d f r o m t h o s e a c c o u n t s i n t o a p a r t i c u l a r w a l l e t a n d t h e n i n t o t h e M t . G o x e x c h a n g e . 

M o r e o v e r , I b e l i e v e t h a t B R I D G E S , a n d / o r s o m e o n e w o r k i n g w i t h h i m o r a c t i n g o n h i s b e h a l f , u s e d t h e 

" N u m b e r l 3 " a c c o u n t t o c o m m u n i c a t e w i t h D P R a n d f r a u d u l e n t l y r e p r e s e n t t h a t " N u m b e r l 3 " w a s a 

b u y e r a c c o u n t o n S i l k R o a d w h o h a d n o t h i n g t o d o w i t h t h e t h e f t t o s t a v e o f f D P R ' s i n v e s t i g a t i o n i n t o 

" N u m b e r 1 3 " a n d i t s a c t i v i t y . I b e l i e v e t h e s e c o m m u n i c a t i o n s w e r e m a t e r i a l . A t t h e t i m e o f t h e s e 

c o m m u n i c a t i o n s , D P R w a s i n t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a , a n d t h e B i t c o i n s t o l e n a s a r e s u l t o f t h e 

S i l k R o a d t h e f t s w a s i n a B i t c o i n a d d r e s s a n d h a d n o t y e t b e e n t r a n s f e r r e d t o M t . G o x . F o r a l l o f t h e s e 

r e a s o n s , t h e r e i s p r o b a b l e c a u s e t o b e l i e v e t h a t B R I D G E S c o m m i t t e d w i r e f r a u d , i n v i o l a t i o n o f 1 8 

U . S . C . S e c t i o n 1 3 4 3 . 

B R I D G E S ' C o n d u c t D u r i n g T h e I n v e s t i g a t i o n 

O n A p r i l 2 9 , 2 0 1 4 , B i t s t a m p ' s G e n e r a l C o u n s e l a d v i s e d B R I D G E S b y t e l e p h o n e f r o m t h e 

N o r t h e r n D i s t r i c t o f C a l i f o r n i a t h a t B i t s t a m p s u s p e c t e d F O R C E o f w r o n g d o i n g a n d i n t e n d e d t o f o r m a l l y 

b r i n g i t t o t h e a t t e n t i o n o f l a w e n f o r c e m e n t v i a a B a n k S e c r e c y A c t filing. B i t s t a m p d i d s o o n M a y 1, 

2 0 1 4 . B y M a y 4 , 2 0 1 4 , F O R C E s u b m i t t e d a l e t t e r o f r e s i g n a t i o n a f t e r 1 5 y e a r s o f s e r v i c e t o b e e f f e c t i v e 

l a t e r t h a t m o n t h . 
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O n a p p r o x i m a t e l y M a y 2 , 2 0 1 4 , t h e U . S . A t t o r n e y ' s O f f i c e f o r t h e N o r t h e r n D i s t r i c t o f 

C a l i f o r n i a o p e n e d a n o f f i c i a l i n v e s t i g a t i o n i n t o F O R C E c o n c e r n i n g h i s a c t i v i t i e s w i t h h i s B i t s t a m p 

a c c o u n t a n d b i t c o i n h o l d i n g s . O n a p p r o x i m a t e l y M a y 4 , 2 0 1 4 , t h e P u b l i c I n t e g r i t y S e c t i o n o p e n e d a n 

o f f i c i a l i n v e s t i g a t i o n i n t o F O R C E c o n c e r n i n g h i s i m p r o p e r u s e o f a s u b p o e n a t o V e n m o . O n M a y 8 , 

2 0 1 4 , t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a a n d P u b l i c I n t e g r i t y i n v e s t i g a t i o n s w e r e m e r g e d . 

B e t w e e n A p r i l 2 9 , 2 0 1 4 a n d M a y 5 , 2 0 1 4 , a n a n a l y s t w i t h w h o m B R I D G E S w o r k e d a t t h e S e c r e t 

S e r v i c e , E . P . , r a n s e v e r a l q u e r i e s i n a g o v e r n m e n t d a t a b a s e l o o k i n g f o r B a n k S e c r e c y A c t f i l i n g s o n b o t h 

F O R C E a n d B R I D G E S . T h a t a n a l y s t l a t e r r a n a n o t h e r q u e r y o n B R I D G E S o n o r a b o u t J u n e 2 7 , 2 0 1 4 , 

t h i s t i m e u s i n g B R I D G E S ' S o c i a l S e c u r i t y n u m b e r . I k n o w f r o m m y t r a i n i n g a n d e x p e r i e n c e t h a t a c c e s s 

t o c e r t a i n g o v e r n m e n t d a t a b a s e s i s r e s t r i c t e d a n d m a y n o t b e u s e d f o r p e r s o n a l m a t t e r s . B a s e d o n m y 

i n v e s t i g a t i o n , I b e l i e v e t h a t B R I D G E S m a y h a v e d i r e c t e d t h e a n a l y s t t o c o n d u c t t h e s e q u e r i e s b e c a u s e 

h e w a s w o r r i e d t h a t a f i n a n c i a l i n s t i t u t i o n m a y h a v e m a d e a B a n k S e c r e c y A c t f i l i n g o n h i m g i v e n t h e 

28 

m u l t i p l e t r a n s f e r s f r o m J a p a n i n t o h i s Q u a n t u m F i d e l i t y a c c o u n t . 

O n M a y 2 8 , 2 0 1 4 , B R I D G E S w a s t e l e p h o n i c a l l y i n t e r v i e w e d b y a S p e c i a l A g e n t w i t h t h e F B I ' s 

P u b l i c C o r r u p t i o n S q u a d i n S a n F r a n c i s c o , a s p a r t o f t h e N o r t h e r n D i s t r i c t o f C a l i f o r n i a ' s i n v e s t i g a t i o n . 

B R I D G E S w a s j o i n e d b y a n a t t o r n e y r e p r e s e n t i n g h i m a n d a l s o b y a h i g h - l e v e l s u p e r i o r f r o m t h e U . S . 

S e c r e t S e r v i c e . B R I D G E S w a s a d v i s e d o f t h e n a t u r e o f t h e i n t e r v i e w a n d o f t h e i d e n t i t y o f t h e 

i n t e r v i e w e r . D u r i n g t h a t i n t e r v i e w , B R I D G E S s t a t e d t h a t a l t h o u g h h e k n e w F O R C E t h r o u g h t h e i r w o r k 

o n t h e B a l t i m o r e S i l k R o a d T a s k F o r c e , t h e y h a d m i n i m a l c o n t a c t , a n d B R I D G E S h a d n o k n o w l e d g e o f 

a n y o f F O R C E ' S a c t i v i t y r e l a t e d to t h e p u r c h a s e o f b i t c o i n s . B R I D G E S a d d e d t h a t F O R C E w a s 

u n p r o f e s s i o n a l a n d t h a t a f t e r l e a r n i n g o f t h e B a n k S e c r e c y A c t filing o f w h i c h F O R C E w a s a s u b j e c t , 

B R I D G E S b r i e f e d t h e m o s t s e n i o r m a n a g e r i n h i s o f f i c e , t h e S p e c i a l A g e n t i n C h a r g e ( S A C ) o f t h e 

B a l t i m o r e F i e l d O f f i c e . T h e S A C t o l d B R I D G E S n o t t o d i s c u s s t h e m a t t e r w i t h a n y o n e . B R I D G E S 

s p e c i f i c a l l y d e n i e d d u r i n g t h e M a y 2 8 , 2 0 1 4 , i n t e r v i e w t h a t h e e v e r t o l d F O R C E a b o u t t h e B a n k S e c r e c y 

A c t filing. H e a l s o d e n i e d h a v i n g o w n e d a n y B i t c o i n i n o v e r a y e a r . 

2 8 1 b e l i e v e t h a t t h e a n a l y s t , E . P . , u l t i m a t e l y c o n f i r m e d t h a t s h e r a n B R I D G E S i n t h e d a t a b a s e , 

b u t e s s e n t i a l l y s t a t e d t h a t s h e c o u l d n o t r e m e m b e r w h e t h e r B R I D G E S h a d s p e c i f i c a l l y a s k e d h e r t o d o 

s o . E . P . h a d B R I D G E S ' S o c i a l S e c u r i t y n u m b e r f o r t h e s e c o n d q u e r y s h e r a n . 
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O n N o v e m b e r 1 3 , 2 0 1 4 , B R I D G E S w a s a g a i n i n t e r v i e w e d a s p a r t o f t h e N o r t h e r n D i s t r i c t o f 

C a l i f o r n i a ' s i n v e s t i g a t i o n , t h i s t i m e b y r e p r e s e n t a t i v e s f r o m t h e J u s t i c e D e p a r t m e n t ' s P u b l i c I n t e g r i t y 

S e c t i o n a n d O f f i c e o f t h e I n s p e c t o r G e n e r a l . B R I D G E S w a s a d v i s e d o f t h e n a t u r e o f t h e i n t e r v i e w a n d 

o f t h e i d e n t i t y o f t h e i n t e r v i e w e r s . B R I D G E S a d v i s e d h e h a d b e e n a n a f f i a n t o n a $ 2 . 1 m i l l i o n s e i z u r e 

o f a c c o u n t s b e l o n g i n g t o M t . G o x , a d i g i t a l c u r r e n c y e x c h a n g e . H e d e s c r i b e d h i m s e l f a s a s u b j e c t m a t t e r 

e x p e r t o n T O R , a n d s t a t e d t h a t o t h e r m e m b e r s o f t h e S i l k R o a d T a s k F o r c e w o u l d r o u t i n e l y c o n s u l t h i m 

o n s e c u r i t y a n d u n d e r c o v e r - t y p e q u e s t i o n s a s s o c i a t e d w i t h o n g o i n g S i l k R o a d i n v e s t i g a t i o n s . D u r i n g 

t h i s i n t e r v i e w h e r e i t e r a t e d w h a t h e h a d t o l d t h e F B I S p e c i a l A g e n t p r e v i o u s l y o n M a y 2 8 , 2 0 1 4 , n a m e l y 

t h a t h e a n d F O R C E d i d n o t h a v e a c l o s e w o r k i n g r e l a t i o n s h i p . W h e n q u e s t i o n e d a b o u t Q u a n t u m 

I n t e r n a t i o n a l I n v e s t m e n t s , L L C , B R I D G E S a c k n o w l e d g e d t h a t h e c r e a t e d t h e L L C a s a p e r s o n a l 

b u s i n e s s v e n t u r e , b u t s t a t e d t h a t h e h a d r e q u e s t e d a n d o b t a i n e d s p e c i f i c a p p r o v a l f r o m t h e S e c r e t S e r v i c e 

O f f i c e o f G e n e r a l C o u n s e l ( O G C ) t o e s t a b l i s h t h e L L C a n d u s e i t f o r i n v e s t m e n t p u r p o s e s . 

I n c o n t r a s t t o w h a t B R I D G E S s t a t e d d u r i n g t h e s e i n t e r v i e w s , m y i n v e s t i g a t i o n h a s r e v e a l e d t h a t 

s e v e r a l o f B R I D G E S ' s t a t e m e n t s w e r e n o t a c c u r a t e . T h e s e s t a t e m e n t s w e r e c a p a b l e o f a n d d i d i n f l u e n c e 

t h e g o v e r n m e n t ' s i n v e s t i g a t i o n . 

O n M a r c h 1 8 , 2 0 1 5 , B R I D G E S r e s i g n e d a f t e r b e i n g t o l d h e w a s b e i n g s u s p e n d e d . U S S S 

p e r s o n n e l a d v i s e d B R I D G E S t o l e a v e b e h i n d h i s t w o g o v e r n m e n t - i s s u e d c o m p u t e r s i n t h e e v i d e n c e 

v a u l t . A l t h o u g h h e p r o p e r l y t e n d e r e d o n e c o m p u t e r w h e r e d i r e c t e d , h e p l a c e d a s e c o n d A p p l e b r a n d 

l a p t o p c o m p u t e r i n a c a b i n e t d i r e c t l y a b o v e a n a r e a t h a t U S S S B a l t i m o r e p e r s o n n e l u s e a s a " w i p e " 

s t a t i o n . 2 9 I d o n o t b e l i e v e B R I D G E S w o u l d h a v e a n y r e a s o n t o s t o r e t h e l a p t o p i n t h i s a r e a , o t h e r t h a n 

f o r i t t o b e i n c l o s e p r o x i m i t y t o c o m p u t e r s t o b e w i p e d , a s U S S S p e r s o n n e l h a s a d v i s e d t h i s i s n o t a 

s t o r a g e a r e a f o r l a p t o p s . M o r e o v e r , a f t e r B R I D G E S w a s a d v i s e d o f h i s s u s p e n s i o n , h e a s k e d h i s 

s u p e r v i s o r i f h e c o u l d a c c e s s h i s D e l l l a p t o p c o m p u t e r t o c o p y e l e c t r o n i c r e c e i p t s o f p e r s o n a l i t e m s h e 

h a d p u r c h a s e d f r o m i n t e r n e t m e r c h a n t s . H o w e v e r , i n s t e a d o f c o p y i n g r e c e i p t s , B R I D G E S b e g a n 

c o p y i n g a f o l d e r e n t i t l e d " B i t s t a m p . " U p o n n o t i c i n g w h a t B R I D G E S w a s c o p y i n g , h i s s u p e r v i s o r 

s e c u r e d t h e l a p t o p a n d d i d n o t a l l o w B R I D G E S f u r t h e r a c c e s s . 

29 
C o m p u t e r s w e r e l e f t i n t h e " w i p e " s t a t i o n f o r t h e p u r p o s e o f h a v i n g t h e i r h a r d d r i v e s 

p e r m a n e n t l y e r a s e d . 
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B R I D G E S ' M o n e y L a u n d e r i n g 

O n J u n e 2 . 2 0 1 4 , j u s t d a y s a f t e r b e i n g i n t e r v i e w e d b y t h e F B I S p e c i a l A g e n t i n t h i s m a t t e r , 

B R I D G E S w i r e d a p p r o x i m a t e l y $ 2 2 5 , 0 0 0 i n c r i m i n a l p r o c e e d s f r o m h i s F i d e l i t y Q u a n t u m a c c o u n t t o a n 

a c c o u n t a t P N C B a n k . H e l a t e r w i r e d a n o t h e r a p p r o x i m a t e l y $ 3 0 , 0 0 0 f r o m t h e F i d e l i t y Q u a n t u m 

a c c o u n t t o t h e P N C a c c o u n t o n o r a b o u t J u l y 7 , 2 0 1 4 . T h e P N C a c c o u n t w a s i n t h e n a m e o f a t h i r d -

p a r t y w i t h w h o m B R I D G E S h a d a p e r s o n a l r e l a t i o n s h i p , a n d B R I D G E S ' n a m e w a s a l s o o n t h e a c c o u n t . 

A s d e s c r i b e d a b o v e , B R I D G E S ' Q u a n t u m F i d e l i t y o n l y c o n t a i n e d f u n d s t r a n s f e r r e d f r o m M t . G o x , a n d 

b a s e d o n t h e e v i d e n c e d e s c r i b e d i n t h e " S i l k R o a d T h e f t " s e c t i o n a b o v e , I b e l i e v e t h e M t . G o x t r a n s f e r s 

r e p r e s e n t e d c r i m i n a l p r o c e e d s . G i v e n t h a t B R I D G E S w i r e d $ 2 2 5 , 0 0 0 i n c r i m i n a l p r o c e e d s f r o m h i s 

Q u a n t u m F i d e l i t y a c c o u n t ( r e p r e s e n t i n g p r o c e e d s o f w i r e f r a u d , a s p e c i f i e d u n l a w f u l a c t i v i t y ) i n t o a 

d i f f e r e n t a c c o u n t i n t h e n a m e o f a t h i r d - p a r t y a t a n o t h e r f i n a n c i a l i n s t i t u t i o n j u s t d a y s a f t e r b e i n g 

q u e s t i o n e d i n t h i s m a t t e r , I b e l i e v e t h a t B R I D G E S w a s a t t e m p t i n g to c o n c e a l t h e s o u r c e a n d n a t u r e o f 

t h e p r o c e e d s a n d f u r t h e r i m p e d e t h e i n v e s t i g a t i o n . G i v e n t h e f o r e g o i n g , t h e r e i s p r o b a b l e c a u s e t o 

b e l i e v e t h a t B R I D G E S ' $ 2 2 5 , 0 0 0 w i r e c o n s t i t u t e d m o n e y l a u n d e r i n g i n v i o l a t i o n o f 1 8 U . S . C , 

§ 1 9 5 6 . 

C O N C L U S I O N 

B a s e d o n m y t r a i n i n g a n d e x p e r i e n c e a n d t h e f a c t s a s s e t f o r t h i n t h i s a f f i d a v i t , t h e r e i s p r o b a b l e 

c a u s e t o b e l i e v e t h a t F O R C E h a s c o m m i t t e d v i o l a t i o n s o f l a w t o i n c l u d e T i t l e 1 8 , U n i t e d S t a t e s C o d e , 

S e c t i o n 6 4 1 ( T h e f t o f G o v e r n m e n t P r o p e r t y ) , T i t l e 1 8 , U n i t e d S t a t e s C o d e , S e c t i o n 1 3 4 3 ( W i r e F r a u d ) , 

a n d T i t l e 1 8 , U n i t e d S t a t e s C o d e , S e c t i o n 1 9 5 6 ( M o n e y L a u n d e r i n g ) , a n d T i t l e 1 8 , U n i t e d S t a t e s C o d e , 

S e c t i o n 2 0 8 ( C o n f l i c t o f I n t e r e s t ) . T h e r e i s a l s o p r o b a b l e c a u s e t o b e l i e v e t h a t B R I D G E S h a s c o m m i t t e d 

v i o l a t i o n s o f l a w t o i n c l u d e T i t l e 1 8 , U n i t e d S t a t e s C o d e , S e c t i o n 1 3 4 3 ( W i r e F r a u d ) a n d T i t l e 1 8 , 

U n i t e d S t a t e s C o d e , S e c t i o n 1 9 5 6 ( M o n e y L a u n d e r i n g ) . I t h e r e f o r e r e q u e s t t h a t y o u i s s u e t h e a t t a c h e d 

a r r e s t w a r r a n t s a n d c r i m i n a l c o m p l a i n t . 

A F F I D A V I T I N S U P P O R T O F C R I M I N A L C O M P L A I N T 
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R E Q U E S T F O R S E A L I N G 

1 f u r t h e r r e q u e s t t h a t t h e C o u r t o r d e r t h a t a l l p a p e r s i n s u p p o r t o f t h i s a f f i d a v i t , i n c l u d i n g t h e 

a f f i d a v i t a n d c r i m i n a l c o m p l a i n t , b e s e a l e d u n t i l f u r t h e r o r d e r o f t h e C o u r t o r u n t i l t h e a p p r e h e n s i o n 

a n d / o r s u r r e n d e r o f t h e s u b j e c t s , w h i c h e v e r i s e a r l i e r . T h e s e d o c u m e n t s d i s c u s s a n o n g o i n g c r i m i n a l 

i n v e s t i g a t i o n t h a t i s n e i t h e r p u b l i c n o r k n o w n t o a l l i n v o l v e d i n t h e i n v e s t i g a t i o n . A c c o r d i n g l y , t h e r e i s 

g o o d c a u s e to s e a l t h e s e d o c u m e n t s b e c a u s e t h e i r p r e m a t u r e d i s c l o s u r e m a y j e o p a r d i z e t h a t i n v e s t i g a t i o n 

b y a l e r t i n g t h e s u b j e c t s i n a d v a n c e o f a p p r e h e n s i o n a n d / o r s u r r e n d e r . I n a d d i t i o n , f o r t h e r e a s o n s s t a t e d 

i n t h e a t t a c h e d P a r a g r a p h m e a n t f o r i n c l u s i o n a t P a g e 11 o f t h e A f f i d a v i t . I r e q u e s t t h a t t h a t P a r a g r a p h 

b e s e a l e d u n t i l f u r t h e r O r d e r o f t h i s C o u r t . T h e g o v e r n m e n t w i l l m o v e t o u n s e a l t h a t P a r a g r a p h a s s o o n 

a s p r a c t i c a b l e , a s d e t a i l e d i n t h e s e a l e d p o r t i o n o f t h a t P a r a g r a p h a t t a c h e d . A P r o p o s e d O r d e r i s 

a t t a c h e d . 

R e s p e c t f u l l y s u b m i t t e d , 

T I G R A N G A M B A R Y A N 

S p e c i a l A g e n t 

I n t e r n a l R e v e n u e S e r v i c e 

S u b s c r i b e d a n d s w o r n t o b e f o r e m e o n t h i s 2 5 t h d a y o f M a r c h , 2 0 1 5 

AFF IDAVIT IN SUPPORT OF CRIMINAL COMPLAINT 
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EXHIBIT A 



Silk Road 
j j n anonymous/narftef 

Send a message to Sit Support 

tot Oiuaff PW,TM Rotwt* 

meswoei 0 orders 0 atcounl BO.QO U>9 Olpad POJJU RotKMtA 

H I . Death FromAbove 

•reed PI rote Roberts. 

I know lhal you had something to do with Curds' disappearance and dealh. Just wanlad to let you know that I'm coming for you. Ttfo,ire. You on* o deod man. Onnt 
UiinH you can alude m*. 

Ds Opp/easo lioer 



EXHIBIT B 



1,1-1 I'Z • 11 >\ £>ul 

mviioFJ.Ln.h':?-: 

61 B ic aiai»nl ru 
tin 

ttWiilto-tWft't.l 

8/5/1013 at 17&4 
niFiCT-imn 

1 . , - ,T - - «i? v., tg p.- \«l 

S . 'S . J o l i . i B l ' U 
134 B i t IBM to 

} 
S . 'S . J o l i . i B l ' U 

134 B i t IBM to 

} 7 

10 (BTC , n l l n 

" . 'V ' s i i i nw- i 
U| ' | l I i :M*1a 

1 / 5 / 1 0 1 3 a l 1:1 T 

v r.'C'l'Tjiyf/mJF flft/2ni3*tltl!iO 
ZBBK UMIO * J l O t t u » l t a 

^I.HIrfrinlW'JCfll? 

B/S/2['liil'>l!2& 
n»9ict«ntto 

8/5/101 tJttM.l". 
ia*MlC 1 . -1 le 

",' 12/2 n i i r i - j . ^ 
77 .UUU& B . K n . In 

*<irtil|W;.c*(>7lif 

MOO: 
*9 Bf l* IHBtto 

Mfi/ifmltiauifil 

549995 B i t Co F * H I C wmw 

3&7/201ittDC^ 
77.9995 B i t Mill to 
J."»*-.7>iCi*0iys"J? 

B / l l / t O W - U ' J 
£1 B i t u n d o 

110 ' i l l U h . W 

f 8/12/101341 W O a t l W j i l B flu* 1 
nrt.il M i n rh» 'tAl Die 1 

H / « I ; « I U J I I : 3 F 

t J B K u n u i 
> VOA'JI IP«H (Wo 

110 BTC Mlit (a 
t&iSh* tM*sttts'Jir 

Bi'Hi'rtlB.TOJi^ 
OlI.E-MSBTlMHtln 

B / l * /M13a i l i l l f 
CZBICHit to 

MW.'iior.'«*'*ii>«> 

I 
S/lt/ I913ot 

4 ' H K i f n!(n 
J$7W0>iG7/i*<"l !;<'>» 
•''••:>i'l)U'AiVi<l'I.MUf 

m'M.'lol i .LUi^l 
n i t i g e n i n i u 

l-^n.'.-.V^ '̂JTaii-mp 
lUSftviCiWJo'OJ 

H/3H/WH3 Jill J I [i j 
5 ! SIC Mat to 

" T I K I : B-tit1"-tl' '.¥*[• 

tfjWtmtfzWaiMr''" 

a 1 1 : 4 2 

3*8.4975 BTC w m t t o 
J.Jrt)V*H?^/W7o7i>milfu^si 

S/01 /2013 at 13:40 
5 2 S B T C a K S e n t t O 

l5T75owE2 / i ; lWyBj iV /c l ' yv 

8 / 3 0 / 2 0 1 3 a ( 2:26 3 4 BTC ant 
sunt 

O l M i j O C M from 

All times are UTC (Coordinated Universal Time) 

V 
stress H I : * s m n 

in:>.^i,s.nj,j?f\r,ii 

v. 
CtSICHfltW 

j*975BTCttl l i lS 

9 / 2 7 / 2 0 * 3 atlStiO 
S I S BTC a r e sent to 

f # / i i * /an*" tn :U> 
U . S M C . I B l l O 

67'/2 31V-*VJft6cV*nj 

f V /2T/ZOI3 81 \fl* 

i7'/gOUV<l'JiS'f**»Pi 

E.E.jxiia . L i m n 
IMBTCiamca 

L, .X^Hy.fvUoSBdv) 

http://nrt.il


EXHIBIT C 



E x h i b i t C ( e m a i l ) . t x t 

2 8 0 . 8 8 2 2 t i m e s $ 6 0 7 = $ 1 7 0 , 4 9 5 

P A T N O 

r e g a r d i n g t h e s e i z u r e o f 2 0 0 B i t c o i n f r o m D R E A D P I R A T E R O B E R T S 

t h e v a l u e o f o n e B i t c o i n o n t h e d a t e o f t r a n s f e r , A u g u s t 4 , 2 0 1 3 , w a s $ 9 6 . 8 7 7 0 8 3 , 
t h a t v a l u e t i m e s t h e 2 0 0 b i t c o i n e q u a l s $ 1 9 , 7 3 5 . 4 1 6 6 

t o d a y B i t c o i n i s s e l l i n g a t $ 6 0 7 . . . t i m e s t h e 2 0 0 b i t c o i n w h i c h i s t h e e q u i v a l e n t 
o f $ 1 2 1 , 4 0 0 

h e r e t h e g o v e r n m e n t e a r n e d $ 1 0 1 , 6 6 5 

t h e 4 0 0 b i t c o i n t h a t w a s p a i d b y D R E A D P I R A T E R O B E R T S i n J u n e / J u l y o f 2 0 1 3 f o r t h e 
f r a u d u l e n t U K i d e n t i f i c a t i o n w a s w o r t h a p p r o x i m a t e l y $ 4 4 , 0 0 0 

t o d a y t h a t s a m e 4 0 0 b i t c o i n w h i c h i s s i t t i n g o u t t h e r e i n a n o n - l i n e w a l l e t i s n o w 
w o r t h $ 2 4 2 , 8 0 0 ( 4 0 0 t i m e s $ 6 0 7 ) 

S o t h e U . S . G o v e r n m e n t h a s m a d e , t o d a t e , i n a p p r e c i a t i o n $ 1 9 8 , 8 0 0 

P a g e 1 



EXHIBIT D 



Appendix B 
C A R L M F O R C E Bit stamp Account Analysis 

Type 
•ally 

Balance Datetime BTC Dep-^il 
B T C 

WtiiOlaw BTC P i p a g e B T C Sold 
USD Used to 

Purchase B T C 
U.'-iD from Ssles 

of B T C Wires Out B T C Price F E E 
0 10.004 10/1572013 22:22 10IjfK S- 0 

J _ 10 10/17/201318:31 $- S - 0 
D 76 11/07/2013 1:16 67.993 $- s - 0 
0 103.50 1 1/0S/2013 17.4f 25.56147247 $- S- 0 From CampBX 
0 188.67 11/0^2013 22:S7 $- s - 0 From CampBX 
2 179.61 11.'08/2013 23:05 -R.75502 $2,889.42 ___£330.00 14.45 
2 178.01 11/08/20f323:06 -1 5330.00 $330.00 1.46 
2 175._S 11/08'2013 23:05 -3.45437 S1.139.S4_, S330.00 5.(12 
2____. 
2 

173.36 11,<03..'20l3 23:05 -2 $0fifl.00 13311.00 2.78 2____. 
2 172.H6 ll,'0;J.'2O'3 ?,Z;i% -0.5 $155.00 $330.00 0.7 
2 162.66 ll.'Uii.'ZQI'J 23-.06 -1C S3.300.00. 5330,00 13.68 
2 136.57 11/'06.'2013 23:06 -24.280b $.'3,015.64 $330.00 32.07 
2 69.35 11/09/2013 14:01 -40.2182 117.472.46 $355.00 52.01 
2 88.57 11/09/201314:05 -0.75181 $277.54 $355.00 0.39 
0 9-1.9 1V',1/20132:31 3.33135603 B- 0 
0 130.65 11/11/2013 2:37 47.77869137 $- S- 0 
1 . 
n 

139.66 11/11/20i310:19 0 ($34,CS5.1ti: S - 30.7 1 . 
n 169,97 11/11/291320.27 

' 11/12/2013 0:51 
30.26967964 *- S - 0 

2 160.&6 
11/11/291320.27 
' 11/12/2013 0:51 -0.00461 S1.55 S343.77 0.01 

2 162.05 1 i ; t2 /20l3 0:51 -7.&1D 12.721.23 $343,77 e.17 
2 
2 

142.05 11/1 2/2013 0:51 -2C $6,875.40 $343.77 22.01 2 
2 141,55 11/12/2013 0:51 -0.5 S171.8S $343.77 0.52 
2 12..55 11/1 2>20i:< 0 51 1 -20 $6,875.40 $343.77 ? - 20.63 
2 116.86 1?/12/2013 0:61 -2.ae.7tA $023.00 $343.77 2.50 
D 129.26 11/12/2013 0:58 10.41990035 $- $- 0 from CampBX 
2 H8-8S 11,'',?_,2QU' 15-.4C -10.4\96 S3.636.24 S350.69 10.24 
0 214.6 11/12/2013 1S:tE 95.6309162E $. 5- G Fram CampBX 
2 214.15 11/12801323:211 -0.35 $123.95 $354.14 Q.35 
2 210.21 11/12/20!3 23:211 -J.y4333 $ •395 .92 $354.13 3.91 
2 21 0.2 2/20*132-3:21 •0.01009 53.67 6334.13 0.01 
2 105.9 11/12/2013 23:21' -14.2 S5.OW.06 £354.13 14.16 
2 130.9 11/12.'20l323:22 -15 $5.311.05 $354.13 ]4.S? 

"2 160.79 1VI2/2013 23:22 -0.11 S36.95 $354.13 0.11 
2 180.78 11/12/2013 23:22 i -H.OOJ F,1.77 £354.13 rj.0.1 
2 162.7B 11/12(201323:22 -1B $6,374.34 $354.13 15.5/! 
2 

~~2 
162.7 11/122013 23:23 -0.06432 S20.86 $354.13 OOP 2 

~~2 161.7 11/12-2013 23:23 -11 $3,895.43 $354.13 10. t3 
2 146.7 11/12/201323:25! -B $2,124.73 $354.13 5.1 
2 145 11/12/2013 23:25 -0.7 $247.89 $354.13 0.6 

' 2 _ 131... 11/12/2013 23:? 5 -10 $3,541.30 $264.: 3 6.5 
2 11/121201323-26 -0.1004 S35.55 $354.13 0.09 
2 134.61 11/12/201323:27 -0.281D3 3 GB.52 $364-13 0.24 
2 ita .ee 11,-12/2013 23:23 -15.7573 $5._St).t2 $354.13 13.4 
0 164.35 11/13/2013 13:2c 45.463 $- $- 0 From Camp&X 
2 1 Urt.rM 11/13/2013 19:26 -6.332 $129.97 $391.46 D.32 
2 162.51 11/13/201319:25; -1.5 J5R7.2? $391-48 1.41 
2 161.U3 11/12/20:3 10:26 -0.530a*: $227.35 3.-JD1.4B 0.55 

_2 
2 

159.56 11/13/201319:26 -2.34797 3919.111 $391 .4a 2.21 _2 
2 159.00 11/13''2D13 13-27 -O.f $190,74 $391,46 0.47 

http://S1.139.S4_
http://-2.ae.7tA
http://ita.ee


Appendix B 
CARL M F O R C E BitStamp Account Analysis 

Type 
Daily 

Balance Datetime BTC Deposit 
BTC 

Withdraw BTC Purchase BTC Sold 
USD Used to 

Purchase B T C 
USD from Sales 

of BTC Wires Out BTC Price F E E Notes 
2 156.4 11/13(2013 19:27 -2.68535 $1,051.26 $391.48 2.53 
2 156.39 11/13/2013 19:27 -0.01 S3.91 $391.48 0.01 
2 154.5 11/13/2013 19:27 -1.89254 $740.89 $391.48 1.78 
2 154.33 11/13/2013 19:28 -0.17015 $66.61 $391.48 0.16 
2 153.83 11/13/2013 19:28 -0.5 $195.74 $391.48 0.47 
2 150.16 11/13/2013 19:28 -3.66695 $1,435.54 $391.48 3.45 
2 149.66 11/13/2013 19:29 -0.5 $195.74 $391.48 0.47 
2 149.04 11/13/2013 19:29 -0.62 $242.72 $391.48 0.59 
2 147.66 11/13/2013 19:29 -1.38 $540.24 $391.48 1.3 
2 147.16 11/13/2013 19:30 -0.5 $195.74 $391.48 0.47 
2 146.57 11/13/2013 19:30 -0.59262 $232.00 $391.48 0.56 
2 143.8 11/13/2013 19:30 -2.76599 $1,082.83 $391.48 2.6 
2 143.19 11/13/2013 19:45 -0.60643 $237.40 $391.48 0.57 
2 140.72 11/13/2013 19:45 -2.47349 $968.32 $391.48 2.33 
2 137.77 11/13/2013 19:45 -2.95103 $1,155.27 $391.48 2.78 
2 137.27 11/13/2013 19:47 -0.5 $195.74 $391.48 0.47 
2 137.21 11/13/2013 19:47 -0.06358 $24.89 $391.48 0.06 
2 136.71 11/13/2013 19:48 -0.5 $195.74 $391.48 0.47 
2 136.7 11/13/2013 19:48 -0.0102 $3.99 $391.48 0.01 
2 126.41 11/13/2013 19:48 -10.2854 $4,026.53 $391.48 8.86 
2 126.37 11/13/2013 19:49 -0.03848 $15.06 $391.48 0.04 
2 118.86 11/13/2013 19:49 -7.51497 $2,941.96 $391.48 6.48 
0 183.86 11/14/2013 2:10 64.9998 $- $- 0 
0 225.86 11/14/2013 2:18 41.9999 $- $- 0 
2 225.64 11/14/2013 15:22 -0.213 $88.43 $415.16 0.2 
2 217.64 11/14/2013 15:23 -8 $3,321.28 $415.16 7.31 
2 217.14 11/14/2013 15:23 -0.5 $207.58 $415.16 0.46 
2 217.1 11/14/2013 15:24 -0.04491 $18.64 $415.16 0.05 
2 196.9 11/14/2013 15:36 -20.2 $8,386.23 $415.16 18.45 
2 196.4 11/14/2013 15:36 -0.5 $207.58 $415.16 0.46 
2 195.89 11/14/2013 15:36 -0.51 $211.73 $415.16 0.47 
2 193.46 11/14/2013 15:36 -2.4305 $1,009.05 $415.16 2.22 
2 186.46 11/14/2013 15:36 -7 $2,906.12 $415.16 6.4 
2 185.85 11/14/2013 15:36 -0.60547 $251.37 $415.16 0.56 
2 182.04 11/14/2013 15:36 -3.80923 $1,581.44 $415.16 3.48 
2 181.54 11/14/2013 15:37 -0.5 $207.58 $415.16 0.46 
2 178.54 11/14/2013 15:37 -3 $1,245.48 $415.16 2.7$ 
2 178.04 11/14/2013 15:38 -0.5 $207.58 $415.16 0.46 
2 177.75 11/14/2013 15:38 -0.29502 $122.48 $415.16 0.27 
2 177.41 11/14/2013 15:38 -0.33812 $140.37 $415.16 0.31 
2 175.9 11/14/2013 15:38 -1.51059 $627.14 $415.16 1.38 
2 158.77 11/14/2013 15:39 -17.1335 $7,113.16 $415.16 15.6S 
2 158.27 11/14/2013 15:40 -0.5 $207.58 $415.16 0.46 
2 152.05 11/14/2013 15:40 -6.21923 $2,581.98 $415.16 5.69 
2 152 11/14/2013 15:40 -0.04384 $18.20 $415.16 0.05 
0 200 11/15/2013 17:03 47.9994 $- $- 0 
2 199.5 11/15/2013 17:09 -0.5 $214.06 $428.13 0.48 
2 194.17 11/15/2013 17:09 -5.33415 $2,283.71 $428.13 5.03 
2 163.96 11/15/2013 17:09 -30.2135 $12,935.32 $428.13 28.46 
2 159.56 11/15/2013 17:09 -4.4 $1,883.77 $428.13 3.77 



Appendix D 
C A R L M F O R C F RitSiamp Account Analysis 

fiTC U S D UsQd 10 
Purchase B T C 

USD from Sales 
of B T C Batons Dal&time B T C D e p o s i t Withdraw B T C P u r c h a s e B T C SDid 

U S D UsQd 10 
Purchase B T C 

USD from Sales 
of B T C Wires Out B T C P r t c e F E E Notes 

2 123.59 11/15/2013 17:09 -3R.97 $15,399.64 S428.13 30.« 
2 111.&8 11/1672013 S7:D0 -11.6065 S4.06'd.in 2423.13 P.U4 
2 1119.98 11/15/2013 17:09 -2 5656.26 8428.13 1.72 
2 ID 9.42 11/15/2ri13 17:1 Tl -O.50O71 5240.06 5428.13 0.41 
2 105.11 11/15/2913 17:10 -a.nioi f ; 51,845.31 5428.13 3 7 
2 100 .11 11/15/2913 17:10 -5 52 r 140.fi 5 342,3.13 4.29 
2 
0 

1 ori 
130 

11/15/2013 17:10 
11/15/2013 17:47 29.9900 

•0.10492 
S-

S 4 4 . 9 2 $428.13 
$-

u.09 
0 

2 
2 

239 
225.78 

11/15/2013 22:07 
1 1 / 1 7 / 2 0 1 3 0 : 2 0 

109 
-4.22117 

(S4o.orjD.oo) 
- $1,648.07 

5400.00 
3 43 a. 00 

BG 
3.7 

2 *i30 11/17/2013 0-30 -95.7766 $41,951.13 $436.00 63.91 
a 1R2 11/17/2013 2:09 3 1 . MOO 5- $- D 
0 211 11/18/2913 14:33 40 s - $- 0 
o _ 

0 
258.5 11/21/2013 19:37 57.4998 S - $• 0 o _ 

0 a o e . 5 4 W21J2013 19.37 
1;/28/2013 13:04 

____ 41,0411 5 - S - 0 
1 300.54 

W21J2013 19.37 
1;/28/2013 13:04 11 • S05,iK3.6O> $- 66.4 

0 366.54 11/26/2013 16:05 56.9998 S- $- 0 
2 317 11/26/2013 18:27 ! -49.5401 $41:861.36 $845.00 63.73 
2 279.45 U i 2 6 / 2 0 1 3 12:10 •37 .5544 $37,554.30 51,000,00 75.\V ™ " ~ 1 
2 275.25 11/26/201312:10 -4.2 $4 , 200 . 00 51,000.00 QA 
2 270.25 1V28/2013 12:10 -S $5,000-00 51,000.00 101 
2 259.24 11/28/2013 12:10 -11.0075 

J2-23B2 
— $11,007.48 S 1 . 0 D O . 0 O 22 . 02 

2 217 T1/28 /2013 12:10 

-11.0075 
J2-23B2 

— 
$42,238.16 £1,000-00 P4.411 

C ; 265.5 11/211/201320:57 48.4503 $- a- G 
0 _ 310.5 11/29/2013 14:42 44.9996 $- $- 0 
2 210.5 11/29/2013 21:11 - 1 0 0 5110,000,00 51 .100 .00 
2 232.32 12/01/2013 18:34 21,81291384 *a2!D.722.27| $550.00 41.45 
2 233 .12 12,''OV^u;:l 10:64 O.fi ($760.90) $950.00 1.52 

2 
233.62 12/01/201318:34i 0.5 (S476.00) $950.00 0.95 

2 234. C2 12,"01.'20I3 1E;34 \ (S950.00) $950.00 1.B 
2 2-1532 12/G1/2013 18:34 5 {S4.750.00) $950.00 9.5 
2 293.63 12/01/2013 18:34 54.01322617 f $51,312.56) 5950.00 1 0 2 , 8 3 
2 307.5 124)1/2013 18:34 13.666277R6 ($12,172.9*; $950.00 2E.3S 
2 SO?. & 5 12/01/2013 18:34 0.O5 ($47.56) $050.00 0.1 
2 308.54 12/01/201318:34 0.998 (5948 .10) $950.00 1.9 
2 _ 308.79__ 

310-5 
12/01.2013 16:34 0.25 JS237JP1 $95000 0.40 

2 
_ 308.79__ 

310-5 12/Q1/2013_1_6:34 
12/01/2013 10:12 

1.70950213 vs-i.e24.io: $950.00 J.23 
2 317.04 

12/Q1/2013_1_6:34 
12/01/2013 10:12 B.53299793 (45.455.05) $835.00 10.92 

2 360. S 12/01/201319:12 43.46700207 ($36,294 .95) $ 3 3 5 . 0 0 72.50 
2 363.4 12/01/2013 23:04 2.897508 152.796.10: S965.00 5.6 
2 
•J 

378.07 12/01/2013 23:04 — — 14.65904289 
1 f- *V7&A O tt R 

_ i £ l 4 , 1 5 5 . 6 3 ] 
/ft 1 ^«ti» ift\ 

- — . $985.00 
cni f i sin 

23.32 
f If 

2 
J J 3? .4 H 
361.95 12/01/2013 23:05 

1 At J i MZOO 
2.474267 

1*1 .JSO.Jo] 
IJZ.3S7.67; 

$985.00 
z. r /-. 
4.7? 

2 418-00 12/01/2013 23:05 30.10733017 ($34.843.57> $955.00 6S.60 
2 422.22 J12/0 1/2013 23:1J5 4.15796731 ($4 ,012 .44) S965.00 3.03 
2 425.25 112/01 /2013 23:05 3.03473875 l$2,023.53; 5965.00 5.00 
2 433.4B 12/01/2013 23:05 8.22535693 157,937.471 5965.00 
2 439.94 12/01/2013 23:05 6.45931106 (*6,233.24J 5965.00 12.47 
2 440.94 12/01/2013 23:05 1 ($965,001 S9B5.00 1.93 
2 450.94 12/01 /2013 23:05 I 10 ($9,650.00) 5965.00 19,3 

http://140.fi
http://S4o.orjD.oo
http://vs-i.e24.io


Appendix B 
CARL M F O R C E Bitstamp Account Analysis 

Type 
Daily 

Balance Datetime B T C Deposit 
B T C 

Withdraw BTC Purchase BTC Sold 
USD Used to 

Purchase B T C 
USD from Sales 

of B T C Wires Out B T C Price F E E Notes 
2 474.5 12/01/2013 23:05 23.56683502 ($22,742.00) $965.00 45.49 
2 460.67 12/02/2013 14:13 -i3.S2C7 $13,635.11 $986.00 27.28 
2 460.57 12/02/2013 14:13 -0.10803 $106.52 $986.00 0.22 
2 449.43 12/02/2013 14:13 -11.141 $10,985.03 $986.00 21.98 
2 445.39 12/02/2013 14:13 -4.03661 $3,980.10 $986.00 7.97 
2 443.44 12/02/2013 14:13 -1.94756 $1,920.29 $986.00 3.85 
2 374.94 12/02/2013 14:14 -68.5049 $67,545.85 $986.00 135.1 
2 361.59 12/02/2013 14:15 -13.3453 $13,158.42 $986.00 26.32 
2 360.91 12/02/2013 14:15 -0.68324 $673.67 $986.00 1.35 
2 344.85 12/02/2013 14:15 -16.0619 $15,837.01 $986.00 31.68 
2 334.94 12/02/2013 14:15 -9.90774 $9,769.03 $986.00 19.54 
2 301.53 12/02/2013 14:15 -33.4089 $32,941.16 $986.00 65.89 
2 299.37 12/02/2013 14:15 -2.15694 $2,126.74 $986.00 4.26 
2 295.06 12/02/2013 14:15 -4.31465 $4,254.24 $986.00 8.51 
2 279.27 12/02/2013 14:15 -15.7913 $15,570.21 $986.00 31.15 
2 274.5 12/02/2013 14:16 -4.76331 $4,696.63 $986.00 9.4 
2 276.01 12/05/2013 8:51 1.51053612 (51,435.01) $950.00 2.88 
2 286.01 12/05/2013 8:51 10 (SU.50D.00) $950.00 19 
2 287.1 12/05/2013 8:51 1.08645454 (5 I .1 i i $950.00 2.07 
2 296.84 12/05/2013 8:52 9.74273684 (S9.255.60) $950.00 18.52 
2 301.84 12/05/2013 8:52 5 (54,750.00) $950.00 9.5 
2 348.16 12/05/2013 8:52 46.31604 (S44.000.24) $950.00 88.01 
2 348.18 12/05/2013 8:52 0.02 [$18 oo $950.00 0.04 
2 350.68 12/05/2013 8:52 2.5 o.' :j7:j.:j;j'- • $950.00 4.75 
2 352.01 12/05/2013 8:52 1.33348379 (S1.266.31) $950.00 2.54 
2 354.01 12/05/2013 8:52 2 ($1,900,001 $950.00 3.8 
2 354.03 12/05/2013 8:52 0.02 ($19.00) $950.00 0.04 
2 356.01 12/05/2013 8:52 1.98 (51,881 00) $950.00 3.77 
2 356.51 12/05/2013 8:52 0.5 ($475.00) $950.00 0.95 
2 357.11 12/05/2013 8:52 0.6001176 ($570.11) $950.00 1.15 
2 372.14 12/05/2013 8:52 15.03227 (514,280.66) $950.00 28.57 
2 372.18 12/05/2013 8:52 0.03657777 (534.75) $950.00 0.07 
2 372.2 12/05/2013 8:52 0.02 ($19.00) $950.00 0.04 
2 372.22 12/05/2013 8:52 0.023 (S21.85) $950.00 0.05 
2 472.22 12/05/2013 8:52 100 (595,000.00) $950.00 190 
2 474.05 12/05/2013 8:52 1.823 ($1,731.85) $950.00 3.47 
2 474.48 12/05/2013 8:52 0.43578334 ($413.99) $950.00 0.83 
2 474.5 12/05/2013 8:52 0.02 ($19,003 $950.00 0.04 
0 874.5 12/06/2013 3:03 400 $- $- 0 
2 864.85 12/07/2013 1:20 -9.65217 $7,480.43 $775.00 14.97 
2 862.35 12/07/2013 1:26 -2.5 $1,937.50 $775.00 3.88 
2 853.65 12/07/2013 1:30 -8.701 $6,743.28 $775.00 13.49 
2 807.59 12/07/2013 2:18 -46.0559 $35,693.31 $775.00 71.39 
2 806.63 12/07/2013 2:18 -0.96548 $748.25 $775.00 1.5 
2 753.87 12/07/2013 2:19 -52.7594 $40,888.54 $775.00 81.78 
2 674.5 12/07/2013 2:20 -79.3661 $61,508.69 $775.00 123.02 
2 670.98 12/10/2013 0:05 -3.52285 $3,258.64 $925.00 6.52 
2 669.48 12/10/2013 0:05 -1.5 $1,387.50 $925.00 2.78 
2 666.83 12/10/2013 0:05 -2.64548 $2,447.07 $925.00 4.9 
2 666.52 12/10/2013 0:05 -0.31 $286.75 $925.00 0.58 



Appendix LJ 
C A R L M F O R C F Bitstamp Account Analysis 

Daily B T C U S D Used to USC from Sates 
Type Balance Datetfme Withdraw B T C PurdlBBd BTC Sold Purchase B T C of B T C Wires Out B T C Prtee 

2 645 .52 12/10/2013 0:05 -20 $18,500.00 0926,00 37 
2 610.89 12/10/2013 0:06 -35.6345 $32,961.39 5925-00 05,93 
2 610.78 12/10/2013 0:05 -0.1077 S 90.62 $925.00 0.2 
2 60S.78 12/10/2013 O:0C -5 $4,625.00 5926.00 0.05 
2 560.08 12/10/2013 0:06 -45.1 S41J17.50 5925-00 63.44 i 
2 474.5 12/10/2013 0:06 416.1795 $79,716.03 5025-00 159.44 — ~ —— -1 
0 970.5 12/10/2013 23:36 505 5- $- 0 
2 
2 
•j 

SB5.47 
6W.07 
"• -1 Tfl * 

12/11/2013 iD:D5 
12/11/2013 10:05 

— • 
i d ' s 

— - . (35,342.26), 
(S9.307.50) 

KA&A ff-l\ '/At 

3095.UO 
5605-DD 

10.60 
13,0 

•J i l l ,, 'i 

• - .. _ , 

/ 
2 

. 1 / 9 - a 
1350.95 

1 cl 1 l i iU l i IU.UD 
12/10/2013 16:51 

1 lio.O J U S O Z 1 

177.4514061 
\ * 104 .t oU .t4J 
($117,117.93) S660.00 234.24 

2 1353.52 12/18/2013 16:51 1.5B1R8975 ($1,030.85) 5660.00 2.07 
2 •1401.79 12/19/2013 16:52 •J3.27B5BU87 1520,552.55) $060.00 57.10 
2 1429.5 12/19/2013 16:52 27.71011532 |S18,286.68) $560.00 06.6? 
2 1410-48 1,2/19/20;13_20:CB -19.0205 $12,937.44 $650.00 25.38 
2 1408.5 12/19/2013 20:08 -3.9774 $2,704.53 5580. DD 5.41 
2 1373.17 12/19/2013 20:07 -33.3341 $22,867.22 3680.00 45.34 
2 1373.16 12/19/2013 20.07 -0.00535 S3.64 $660.00 0.01 
2 13B4.4 12/10/2013 20:07 -6.7572(1 $5,654.94 WiRO-DD 11.01 ! 

2 1363.67 12/19/2013 20:07 -0.73207 MnT.rti $680.00 1 
2 1179.6 12/1072013 20:07 -184.166 S126.234.33 ] S8SO.00 250.47 
2 
f 

1194.87 12/20/2013 19:07 . . . . . 15-3685139 i?9,S3S.85l 
lU. 1? Q*vi 

S640-DO 
i r, -i ri n i ' 

19.61! 

2 
J I . 
1272.13 12/20/2013 20:01 

U i • v* >t * ? P i v ' 

10.23043183 
1 >̂ >Z tj.l f 

(S6.547.4Sl $640.00 
0 : 1 - l) I 

13.1 
2 1272.19 12/20/2013 20:01 0.006493 [34.161 $640.00 0.01 
2 1277.19 12/20/2013 20:01 5 (53.200.00) $640.00 6.4 
2 1279.19 12/20/2013 20:01 2 ($1,260.00) 5640.00 2.56 
2 12,79.86 12/20/2013 20:01 0.66658783 ($426.62) $840.00 0.36 
2 1300-97 12/20/2013 20:02 21.11489405 (313,513.531 3640.00 27.03 
2 1301 12/20/2013 20:02 D.0289 l3.lfl.50fl $040.00 0.04 
2 1307 12/20/2013 20:02 6 (53.840.00); $640.00 7.06 
2 135 7 12/20/2013 20:02 10 (56,400.001 6640.00 12.5 
2 133B-.35 12/20/2013 20.02 22.3467777 !S14,301,94V $640-00 28.61 1 

1340.35 12/20/2013 20:02 1.00590194 ($644.42) $040.00 1.20 i 
2 1361.03 12/20/2013 20:02 20.72338 (513,262.97) $640.00 26.5; 
2_ 1364.05 

1 IRC C?A 
2/20/2013 20:02 3 (51,920.00) 6640.00 

p f i n nn 
3.54 
1 "Jit 

... 1 
£ 
2 1370.64 

1 <720>2U 1" 2U.1.1.* 
12/20/2013 20:02 " 4 

— (11 .^iCoUj 
(S2.560.06J 

. . . — „b4U-UU 
3040,00 5.12 

2 1370.67 12/20/2013 20:02 0.0289 ($16.50) $640.00 0.04 
2 ••330.67 12/20/2013 20:02 TO (56,400.00) 5640-00 12,0 
2 1303.67 12/20/2013 20:02 3 ($1,020.00) S64O.00 3.04 
2 1393.67 12/20/2013 20:02 10 (1,6,400,00) 5640.00 12.8 
2 
n 

'.303.9', 12/20/2013 20:03 - 0.24268132 ($155.32) 
f1* A 1 T 7 F J I 

— — $640.00 
on an (\fi 

0.32 
1) * l f t 

£ 
2 

I 4UU. .ID 
140D.62 

1 .J/2U1 J Z\i .11.1 
12/20/2013 20:03 

— 
0.4566923 - ($293.56) 

,vfi4l|.l'U 
S64O.00 

O.iO 
0.59 

2 f400.65 12/20/2013 20:03 0.0289 ($18.50) S640.00 0.04 
2 *403.13 12/20/2013 20:03 2.27991658 (£1,459.15) S640.0D 2.02 
2 1405.13 12,,20.'201320-.03 2 1.S1,220.001 5640-00 2.50 
2 1413.53 12/20/2013 20:03 0.40774347 {55,380.06) 3640.00 10.7? i 
2 1414.53 12/20/2013 20:03 1 ($640.00kf $640.00 1.26 i 

i 

http://S6.547.4Sl
http://l3.lfl.50fl
http://S2.560.06J


Appendix B 
CARL M F O R C E BitStamp Account Analysis 

Type 
Daily 

Balance Datetime BTC Deposit 
B T C 

Withdraw BTC Purchase BTC Sold 
USD Used to 

Purchase BTC 
USD from Sales 

of BTC Wires Out BTC Price F E E Notes 
2 1414.73 12/20/2013 20:03 0.2004008 ($128.26) $640.00 0.26 
2 1424.83 12/20/2013 20:03 10.1 ($6,464.00) $640.00 12.93 
2 1426.44 12/20/2013 20:03 I,o 10113905 ($1,030.43) $640.00 2.07 
2 1426.47 12/20/2013 20:03 0.0289 ($18.50) $640.00 0.04 
2 1428.34 12/20/2013 20:03 1.86220627 ($1,191.81) S640.00 2.39 
2 1429.5 12/20/2013 20:03 1.16687579 ($746.80) $640.00 1.5 
.: 1179.5 12/22/2013 8:23 -250 $172,500.00 $690.00 345 
1 1010 12/22/2013 23:18 -169.4989 $- $- 0 
2 1008.33 12/23/2013 0:42 -1.67808 $1,060.55 $632.00 2.13 
2 1003.33 12/23/2013 0:42 -4.99282 $3,155.46 $632.00 6.32 
2 953.77 12/23/2013 1:19 -49.5655 $31,325.39 $632.00 62.66 
2 953.76 12/23/2013 1:19 -0.00581 $3.67 $632.00 0.01 
2 952.73 12/23/2013 1:19 -1.0292 $650.45 $632.00 1.31 
2 952.08 12/23/2013 1:19 -0.65 $410.80 $632.00 0.83 
2 950.13 12/23/2013 1:20 -1.94771 $1,230.95 $632.00 2.47 
2 950.05 12/23/2013 2:13 -0.08737 $55.22 $632.00 0.12 
2 948.61 12/23/2013 2:13 -1.43518 $907.03 $632.00 1.82 
2 948.41 12/23/2013 2:13 -0.2 $126.40 $632.00 0.26 
2 926.31 12/23/2013 2:13 -22.1 $13,967.20 $632.00 27.94 
2 926.24 12/23/2013 2:13 -0.07427 $46.94 $632.00 0.1 
2 925.51 12/23/2013 2:13 -0.73261 $463.01 $632.00 0.93 
2 847.35 12/23/2013 2:13 -78.1528 $49,392.56 $632.00 98.79 
2 847.16 12/23/2013 2:14 -0.19282 $121.86 $632.00 0.25 
2 818.43 12/23/2013 2:14 -28.7301 $18,157.42 $632.00 36.32 
2 818.23 12/23/2013 2:14 -0.2 $126.40 $632.00 0.26 
2 814.22 12/23/2013 2:14 -4.00552 $2,531.49 $632.00 5.07 
2 808.22 12/23/2013 2:14 -6 $3,792.00 $632.00 7.59 
2 806.22 12/23/2013 2:14 -2 $1,264.00 $632.00 2.53 
2 803.48 12/23/2013 2:14 -2.7433 $1,733.76 $632.00 3.47 
2 803.25 12/23/2013 2:14 -0.23 $145.36 $632.00 0.3 
2 802.94 12/23/2013 2:14 -0.315 $199.08 $632.00 0.4 
2 771.94 12/23/2013 2:14 -31 $19,592.00 $632.00 39.19 
2 771.71 12/23/2013 2:14 -0.22576 $142.68 $632.00 0.29 
2 761.71 12/23/2013 2:14 -10 $6,320.00 $632.00 12.64 
2 761.48 12/23/2013 2:14 -0.23 $145.36 $632.00 0.3 
2 761.17 12/23/2013 2:14 -0.311 $196.55 $632.00 0.4 
2 760.86 12/23/2013 2:14 -0.307 $194.02 $632.00 0.39 
2 760.85 12/23/2013 2:14 -0.01 $6.32 $632.00 0.02 
2 760.8 12/23/2013 2:14 -0.05 $31.60 $632.00 0.07 
2 735.82 12/23/2013 2:15 -24.9813 $15,788.15 $632.00 31.58 
2 735.82 12/23/2013 2:15 -0.00315 $1.99 $632.00 0.01 
2 714.22 12/23/2013 2:15 -21.6022 $13,652.60 $632.00 27.31 
2 710 12/23/2013 2:15 -4.21156 $2,661.71 $632.00 5.33 
2 971.21 12/27/2013 2:10 261.2074141 ($192,771.07) $738.00 385.55 
2 971.35 12/27/2013 2:12 0.1369616 [$101,081 $738.00 0.21 
2 971.38 12/27/2013 2:13 0.03199572 (S23.61) $738.00 0.05 
2 973.64 12/27/2013 2:13 2.26429855 ($1,671.05) $738.00 3.35 
2 973.69 12/27/2013 2:13 0.04269106 ($31.51) $738.00 0.07 
2 974.86 12/27/2013 2:15 1.17309414 ($865.74) $738.00 1.74 
2 1010 12/27/2013 2:15 35.14354486 ($25,935.94) $738.00 51.88 



Appendix B 
CARL M F O R C E BitStamp Account Analysis 

Type 
Daily 

Balance Datetime B T C Deposit 
B T C 

Withdraw B T C Purchase B T C Sold 
USD Used to 

Purchase B T C 
USD from Sales 

of B T C Wires Out BTC Price F E E Notes 
2 1082.78 12/29/2013 21:46 72.78043526 (S52.693.04) $724.00 105.39 
2 1088.66 12/29/2013 21:48 5.87132586 (S4.250.84) $724.00 8.51 
2 1091.64 12/29/2013 21:48 2.982 (52.158.97) $724.00 4.32 
2 1104.69 12/29/2013 21:49 13.05119 (S9.449.06) $724.00 18.9 
2 1110 12/29/2013 22:07 5.31504888 ($3,848.10) $724.00 7.7 
2 1106.13 12/30/2013 1:57 -3.87264 $2,846.39 $735.00 5.7 
2 1105.13 12/30/2013 1:58 -1 $735.00 $735.00 1.47 
2 1090.87 12/30/2013 1:58 -14.2596 $10,480.78 $735.00 20.97 
2 1089.87 12/30/2013 1:58 -1 $735.00 $735.00 1.47 
2 1089.67 12/30/2013 1:58 -0.2 $147.00 $735.00 0.3 
2 1088.67 12/30/2013 1:58 -1 $735.00 $735.00 1.47 
2 1088.67 12/30/2013 1:58 -0.00679 $4.99 $735.00 0.01 
2 1087.41 12/30/2013 1:58 -1.25759 $924.33 $735.00 1.85 
2 1082.41 12/30/2013 1:58 -5 $3,675.00 $735.00 7.35 
2 1070.91 12/30/2013 1:58 -11.5 $8,452.50 $735.00 16.91 
2 1021.21 12/30/2013 2:00 -49.6936 $36,524.79 $735.00 73.05 
2 1021.21 12/30/2013 2:00 -0.00317 S2.33 $735.00 0.01 
2 1021.2 12/30/2013 2:00 -0.00679 $4.99 $735.00 0.01 
2 1015.9 12/30/2013 2:32 -5.3018 $3,896.82 $735.00 7.8 
2 1010 12/30/2013 2:32 -5.89806 $4,335.08 $735.00 8.68 
2 1155.83 12/31/2013 1:54 145.8247988 ($105,722.98) $725.00 211.45 
2 1260 12/31/2013 1:54 104.1752012 ($75,527.02) $725.00 151.06 
2 1250 01/01/2014 1:57 -10 $7,420.00 $742.00 14.84 
2 1081.62 01/01/2014 1:57 -168.386 $124,942.71 $742.00 249.89 
2 1076.62 01/01/2014 1:58 -4.99389 $3,705.46 $742.00 7.42 
2 1073.42 01/01/2014 1:58 -3.2001 $2,374.47 $742.00 4.75 
2 1010 01/01/2014 2:01 -63.4196 $47,057.35 $742.00 94.12 
2 869.37 01/02/2014 19:05 -140.63 S108,003.79 $768.00 216.01 
2 869.16 01/02/2014 19:05 -0.21 $161.28 $768.00 0.33 
2 865.76 01/02/2014 19:05 -3.4 $2,611.20 $768.00 5.23 
2 860.63 01/02/2014 19:05 -5.12956 $3,939.50 $768.00 7.88 
2 856.21 01/02/2014 19:06 -4.41995 $3,394.52 $768.00 6.79 
2 855.22 01/02/2014 19:06 -0.9994 $767.54 $768.00 1.54 
2 854.1 01/02/2014 19:06 -1.12 $860.16 $768.00 1.73 
2 844.53 01/02/2014 19:06 -9.57 $7,349.76 $768.00 14.7 
2 834.54 01/02/2014 19:06 -9.9851 $7,668.56 $768.00 15.34 
2 802.15 01/02/2014 19:06 -32.3901 $24,875.62 $768.00 49.76 
2 796.95 01/02/2014 19:07 -5.1969 $3,991.22 $768.00 7.99 
2 779.41 01/02/2014 19:26 -17.5415 $13,471.91 $768.00 26.95 
2 771.31 01/02/2014 19:26 -8.09862 $6,219.74 $768.00 12.44 
2 765.56 01/02/2014 19:38 -5.7511 $4,416.84 $768.00 8.84 
2 760.56 01/02/2014 19:38 -5 $3,840.00 $768.00 7.68 
2 738.98 01/02/2014 19:38 -21.58 $16,573.44 $768.00 33.15 
2 738.72 01/02/2014 19:39 -0.26042 $200.00 $768.00 0.4 
2 734.72 01/02/2014 19:39 -4 $3,072.00 $768.00 6.15 
2 730.61 01/02/2014 19:39 -4.10776 $3,154.76 $768.00 6.31 
2 730.41 01/02/2014 19:39 -0.2 $153.60 $768.00 0.31 
2 712.99 01/02/2014 19:39 -17.425 $13,382.40 $768.00 26.77 
2 710 01/02/2014 19:35 -2.98456 $2,292.16 $768.00 4.59 
2 723.54 01/03/2014 16:28 13.54031583 ($10,859.33) $802.00 21.72 



Appendix B 
CARL M F O R C E BitStamp Account Analysis 

Daily 
Balance 

BTC 
Withdraw 

USD from Sales 
of BTC Type 

Daily 
Balance Datetime B T C Deposit 

BTC 
Withdraw B T C Purchase BTC Sold 

USD Used to 
Purchase B T C 

USD from Sales 
of BTC Wires Out BTC Price F E E Notes 

2 723,64 01/03/2014 16:28 0.1 (Seo.20) $802.00 0.17 
2 1010 01/03/2014 18:52 286.3596842 ($229,660.47) $802.00 459.33 
2 997.47 01/04/2014 16:12 -12.5357 510,216.56 $815.00 20.44 
2 997.37 01/04/2014 16:12 -0.1 $81.50 $815.00 0.17 
2 997.27 01/04/2014 16:12 -0.1 $81.50 $815.00 0.17 
2 986.66 01/04/2014 16:12 -10.6061 $8,643.95 $815.00 17.29 
2 984.78 01/04/2014 16:12 -1.87975 $1,532.00 $815.00 3.07 
2 984.68 01/04/2014 16:12 -0.1 $81.50 $815.00 0.17 
2 983.19 01/04/2014 16:13 -1.49494 $1,218.38 $815.00 2.44 
2 983.09 01/04/2014 16:13 -0.1 $81.50 $815.00 0.17 
2 982.55 01/04/2014 16:13 -0.53806 $438.52 $815.00 0.88 
2 982.45 01/04/2014 16:13 -0.1 $81.50 $815.00 0.17 
2 982.35 01/04/2014 16:13 -0.1 $81.50 $815.00 0.17 
2 982.25 01/04/2014 16:13 -0.1 $81.50 $815.00 0.17 
2 982.23 01/04/2014 16:13 -0.02008 $16.37 $815.00 0.04 
2 982.2 01/04/2014 16:13 -0.027 $22.00 $815.00 0.05 
2 982.1 01/04/2014 16:14 -0.1 $81.50 $815.00 0.17 
2 952.1 01/04/2014 16:14 -30 $24,450.00 $815.00 48.9 
2 952 01/04/2014 16:14 -0.1 $81.50 $815.00 0.17 
2 890.7 01/04/2014 16:14 -61.3039 $49,962.68 $815.00 99.93 
2 890.6 01/04/2014 16:14 -0.1 $81.50 $815.00 0.17 
2 888.8 01/04/2014 16:14 -1.8 $1,467.00 $815.00 2.94 
2 877.45 01/04/2014 16:14 -11.35 $9,250.25 $815.00 18.51 
2 876.14 01/04/2014 16:14 -1.31217 $1,069.42 $815.00 2.14 
2 876.04 01/04/2014 16:14 -0.1 $81.50 $815.00 0.17 
2 875.94 01/04/2014 16:14 -0.1 $81.50 $815.00 0.17 
2 875.25 01/04/2014 16:14 -0.68844 $561.08 $815.00 1.13 
2 874.25 01/04/2014 16:14 -1 $815.00 $815.00 1.63 
2 848.82 01/04/2014 16:14 -25.4294 $20,724.93 $815.00 41.45 
2 848.72 01/04/2014 16:14 -0.1 $81.50 $815.00 0.17 
2 762.72 01/04/2014 16:14 -86 $70,090.00 $815.00 140.18 
2 762.62 01/04/2014 16:14 -0.1 $81.50 $815.00 0.17 
2 758.5 01/04/2014 16:14 -4.11842 $3,356.51 $815.00 6.72 
2 752.22 01/04/2014 16:14 -6.28412 $5,121.56 $815.00 10.25 
2 752.12 01/04/2014 16:14 -0.1 $81.50 $815.00 0.17 
2 744.8 01/04/2014 16:14 -7.32 $5,965.80 $815.00 11.94 
2 742.72 01/04/2014 16:14 -2.07218 $1,688.83 $815.00 3.38 
2 742.62 01/04/2014 16:14 -0.1 $81.50 $815.00 0.17 
2 712.62 01/04/2014 16:14 -30 $24,450.00 $815.00 48.9 
2 710 01/04/2014 16:14 -2.61984 $2,135.17 $815.00 4.28 
2 709.83 01/05/2014 12:41 -0.1768 $149.40 $845.00 0.3 
2 705.1 01/05/2014 12:41 -4.72256 $3,990.57 $845.00 7.99 
2 705.06 01/05/2014 12:41 -0.04 $33.80 $845.00 0.07 
2 704.74 01/05/2014 12:41 -0.3218a $272.00 $845.00 0.55 
2 702.74 01/05/2014 12:42 -2 $1,690.00 $845.00 3.38 
2 702.7 01/05/2014 12:42 -0.04 $33.80 $845.00 0.07 
2 702.66 01/05/2014 12:42 -0.04 $33.80 $845.00 0.07 
2 702.62 01/05/2014 12:43 -0.04 $33.80 $845.00 0.07 
2 692.62 01/05/2014 12:43 -10 $8,450.00 $845.00 16.9 
2 690.62 01/05/2014 12:43 -2 $1,690.00 $845.00 3.38 



Appondlx B 
C A R L M F O R C F BftStarrtp Account Analysis 

Daily 
Balance 

B T C 
Withdraw 

U R n Used In USD fiom Safes 
of B T C Type 

Daily 
Balance Datetima B T C Deposit 

B T C 
Withdraw B T C Purchase B T C Sold Purchase B T C 

USD fiom Safes 
of B T C Wires Out B T C Price F E E Notes 

2 01/05/2014 12;43 -0.1 504.50 6545.00 017 
2 690.42 01/05/2014 12:43 -0.1 SS4.50 L S645.00 0.17 
2 690.32 01/05/2014 12:43 -0.1 $64.50 5845.00 0.17 
2 6vi0.2(; 01/05/201412:43 -0.04 $33.60 5645.00 0.07 
2 690.16 01/05/201412:43 -0.1 $64.50 5645.00 0.17 
2 690.08 01/115/2014 12-43 -0.1 $64.50 S645.00 n.17 
2 669.06 01.'05/2014 12:43 -0,1 £84.50 S645.00 0.17 
2 669.86 01/05/2014 12:43 -0.1 054.50 S645.C0 0.17 
2 669.70 01/05/2014 12:43 ... -0.1 504.55 3845.00 0.17 
2 600 .00 01/05/20:4 12:43 -0.1 $84.50 5645.00 0.17 
2 669.41 01/0 S/201412:43 -0.272 5 fi 5230.33 5645.00 0.47 
2 689.31 01/05/201412:43 -0.1 $64.50 S645.00 0 .17 
2 689.24 01/05/2014 12:43 -0.06S92 $55.70 5645.00 0.12 
2 689.16 0I iQ5/2014 12:43 •0.065 02 1.55.70 5645.00 0.12 
2 569.17 01/05/20J412:43 -0.01 50.45 5645.00 0.02 
2 669.16 01/OS/20 H 12:43 -0.01 $8.45 SQ45.DD 0.D2 
2 669.00 01/05/201412:43 -0.06592 $65.70 S645.00 0.12 
2 660.03 01/115/2014 12:43 -0.06592 $55.70 S645.00 0.12 
2 669.02 01/05.201412:43 -O. D1 $8.45 5645.00 0.02 
2 6.", 3.02 01/05.2014 12x14 -0.0924 $78.06 6645.00 U.10 
2 e a a . s j 01/0 5.2014 12:44 ! -0-0924 $78.03 S845.00 0.16 
2 668.74 01/G5/2014 12:44 -0.0922 S78.06 5645.00 0.16 
2 668.65 01/05.201412:44 -0.0924 578.06 3045.00 0.16 
2 668.65 01/05/2014 12:44 -0.0924 S76.08 5645.00 0.16 
2 668.46 01/OS/2Q1412:44 -0.0924 578.0B 5845.00 0.16 
2 680.37 01/05/2014 12:44 -0.0924 $78.06 5645. UO 0.16 
2 6"* .83 01/05/2014 12'44 •2.53812 $2,144.71 S845.00 4.29 
2 675.63 01/05/2014 12:44 - IB $8,450.00 5645.00 16.9 
2 
'j 

675.73 01/05/2014 12:44 
n 1 ll\ri .'5i"l 1A At-A A 

-0.1 564.50 
n [•' i1 f- \ 'i 

5845.00 
*5 ft A F* f\f\ 

0.17 
ft I T £ 

2 675.58 it UvJIAw 14 \£.44 
01/05/2014 12:44 

— ! -U. I 
-0.1 

a o4 aOU 
054.50 $645.00 

U.l r 
0.17 2 575.43 01/05/2014 12:44 -0.1 084.50 SR45.riO 0.17 

2 675.33 01/05/2014 12:441 -0.1 S64.60 S645.00 0.17 
2 S75.23 01/G5/2014 12:44 -0.1 S64.50 5845.00 0.17 
2 674 .77 01/0 5.2014 12:44 -0465 5392.92 S845.00 0-70 

_ _ 2 674. V3 O1>'05.'2OI4 12:44 -D.D4 533.B0 5645-00 0.D7 
_ 2 674.63 01/05/201412:44 -0.1 304.00 $645.00 0.17 

2 574.53 01/05/2014 12:4-1 -0.1 S 64.50 $645.00 0.17 
' " " ' ' ' 2 573.59 01/05/201412:44 : -0.93827 $702.84 5845.00 1.50 

2 655.-12 01/05.201412:45 -16.1684 $:6,352.34 . 5845. OQ 00.71 
2 655.36 01/05/2014 1245 -0.04 503.00 S645.00 0.07 
2 652.38 Ot/05/2014 12:45 -3 $2,555,00 5645.00 5.07 
2 649.38 01/05/201412:45 -3 $2,535.00 5645.00 5.07 
2 649.34 01/05/2014 12.46 -0.04 $33.00 S 045.00 0.07 
2 644.34 01/05/201412:45 -S $4,225.00 5845.0Q 6.45 
2 043.02 01/05/2014 12:45 -0.418 $353.21 5645.00 0.71 
2 643.51 01/05/20^4 12:45 -0.415 $350.68 5845.00 0.71 
2 434.52 01/05/2014 12:45 -206.983 5176.591.05 3045.05 350.10 
2 300 01/0S/20M 12 :46 -74.5194 $132,363.05 5645.00 126.94 
2 30o.no 01,'06.>2OS4 10 :27 3D.04010305 {526,093.16} 5035-00 50.10 

http://30o.no


Appendix B 
C A R L M F O R C E BitStamp Account Analysis 

Type 
Dally 

Balance Daielime B T C QeDOBit 
B T C 

Withdraw B T C Purchase B T C Sold 
U S D Used to 

Purchase B T C 
USr> from Sales 

of B T C Wlras Out B T C Prlca F E E 
2 390.25. 01/06/2014 1B:27 0 .2 (3167.00) $935.00 0,33 
2 390.41 01/06/201416:27 Li.lt:, (5149.60) $935.00 0.3 
2 408.01 01/06/201416:28 18.8 ($17,391.00) $035 .00 34.7a 
2 410.51 01/00/2014 16:29 1 .5 (51,402.50) $935 .00 2 . 61 : 
2 
2 

437.24 
4 5 5 . 6 

A 

01.'0h\"2O14 1-336 
01/06:201418:37 

. . . — 
26.73059564 
18.35R87325 

,- . (824,993.11) 
(317.163.40) 

tt A -t A \ 

$035 .00 
$935 .00 

49 .99 
34.33 

2 
2 

485.13 
466.11 

U1 !Ul>)elilt | o , J / 
01/07/2014 1B:1* 
01/07/2014 10:18 

• - . . . . . — 

4.4'Jb^b 1 lo 
25.12621229 
0.HH190B05 

- • 
($20,704 .00) 

(S809.00! -
Si'id.oo 
$824 .00 
$624 .00 

b ./.j 
4\A'. 

1.62 
2 488.11 01/07/201419:58 2 i'i1,648.00) $824 .00 3.3 
2 488,3 01/O7/20I4 19 : ' 8 1.16903226 (B979.76) $824 .00 1.36 
2 500. B7 01/07/2014 21:43 19.66440521 ($16,203^7) $824 .00 62.41 
2 
2 

508.97 01/07/201421:43 0.00265 ($2 .1 e: $824 .00 0.01 2 
2 515.61 01/Q7f2Q\4 21;4< 6.B440BB79 ($5,639.63) £824 .00 11.28 
2 520.04 

O f t rt. 
01AJ7/2014 21 -M 
ft A A*fc"7 ' r t r t A A rtj . . . 

4.2296 5624 .00 6-06 
1 Z 

2 524.94 
U1/U/i2(J14 2 1 4 4 
01/07/2014 21 :44 

0.6626 
4 . 9 

($2 .14] 
1 $4,037.66; 

1 E-524.00 
$624 .00 

0.01 
6.08 

524.(13 . 01/07/2014 21:44 0.00267 £$2.20: $824 .00 6.0! 
' 2 524. H5 61 ,'67.-20:4 21 :44! 0.00269 ($2.22) $624 .00 D.01 

2 525.45 01/07/201421:44- 0 . 5 (9412 .00! $824 .00 6.57 
2 525-45 D W 2 0 1 4 21 :4^ 0.0027 $624 .00 0.01 
2 526 .44 01/07/2014 21:44 

n a v i i i i r t - i i • i J . 
t 0 .96E 

• 1 1 ^ 
! 1*814.11] 5624 .00 1.63 

Arl OR 
. — . . . . . . 

i* 
2 

j o t . - r t • u i i v i i v i t £ i . t i 
564.44 i 01.'07/2014 21:45 12 

{Jit- 1 
($0,686.00) S624 .00 19.78 

2 574 . 44 D1/07,'2014 21 ; 4 r 10 ($8,240.00) S624 .00 16.43 
2 005.B5 01/07/201421:45 31.41154777 ($25.B83.12] i 6624 ,00 51 .77 

[ 2 606.65 01/07/201421:45 1 {5824 .00] 1 S624 . 00 1.65 
2 803-05 01/07/201421:45 1.2 (5968.80) S624 .00 1 .93 
2 
i 026.BS 

ft^ 

01/07/2014 21:46 
— • — — 

16.82401 . ($15,510.38] . ... SB 24.(10 31.03 
1 1 > . 

._ ' 

2 
D J 7 . U 1 
662.83 

Ul.'U7/2B14 21145 
01/07/2014 21:46 

10-13 
25.62507353 

r$8 .J4j . il 
($21.279.361 

SB24.BB 
£624 .00 

lb.7 
42 .K 

2 RB0.46 01/07/2014 21:45 17.63244897 ($14,529.14] 8624 .00 29.06 
2 B61.35 101/07/2014 21:45 0.69 IS? 2.3.20; 6624 ,00 1 .47 
2 681.85 J 01/07/2014 21:45 0.48BBA (3411-99: SS24 .00 6 .63 
2 631.9 i] 1/07/2614 21:43 6.05 ( 5 4 1 . 2 0 : S624 .00 6.09 
2 
o 

7Q1.9 _ 01/07/2014 21:45 
m / i 7 i r j m ^ . j E 

20 
r , r, ' " i i"ii-n'jrL r 

1$ 16,430.00: S824 .00 3 2 9 6 
l \ -1 1 

... . . 

i£ 
2 702.05 

U1 . ' J i IZ.U 14 Z1.4{ 
01/07/2014 21:45 

l/.|l»WtfVb 
0.05 

tt>U*£*4Uj 
1S41.20] 

• • 3>o . U1J 
$624 .00 

U.l / 
o.os 

2 702.1 01/07/2014 21 ;45 0.04409 {S36.33] S 624.00 O'.dF 
2 705.3 101/07/2014 21 :45 3.204 ($2,640 .10] 5624 .00 5 . 2 ; 
2 607.9 (01/07/2014 21:4C 102.5874 ($84,540.26] S824.30 169.013 
2 B06.39 [01/07/2014 21:46 3.494052 (3407.16; S624.00 6.62 
2 B08.7B D1.'07/2014 21 ;46 0.3999999 (5329-60) 1 S624 .00 n . 0 6 
2 608.82 01/07/2014 21:46 0.03 1S24.72] SB24 .00 0.05 
2 809 .22 01AJ7/2014 21:46 0.3999800 ($329.60] 1 JB24.00 0.60 
2 
•J 

609.27 
ann 7 7 

01/Q7/2D14 21:46 
T i 1 i , r 1"7 |T n -1 * "> 1 

0 . 6 6 
rt 1/ - . .*- . f . f i 

(341.20' 
f d A A 1 Q r H 

SB24 .00 0.09 

z 
2 

It U M, / / 
810 

U1 . ' J r (tIJ14 i. 1.4^ 
01/07/2014 21:46 

- . . u.4yyys 
0 . 2 2 0 3 4 0 4 ; 

1.1-41 1 ,iV, 
($100.21' 

bo . i4 .U0 
5624 ,00 

O.b.J 
0.20 

1 616 01/1072014 13:04 0 ($57,326.30) $ - i 51.64 
1 790 01/10/2014 17:24 i -20 S- $ - 0 

http://Li.lt
http://bo.i4.U0


Appendix B 
CARL M F O R C E Bitstamp Account Analysis 

Daily B T C USD Used to USD Irom Sales 
Type Balance Datetime BTC Deposit Withdraw BTC Purchase BTC Sold Purchase BTC of B T C Wires Out BTC Price F E E Notes 

1 790 01/15/2014 14:14 0 (S49.S55.00) $- 45 
2 791.7 01/18/2014 15:54 1.7 (S 1,358.30) $799.00 2.72 
2 810.63 01/18/2014 16:01 18.92660967 ($15,122.36) S799.00 30.25 
2 814.18 01/18/2014 16:02 3.55330179 ($2,839.09) $799.00 5.68 
2 814.74 01/18/2014 16:04 0.55126889 ($440.46) $799.00 0.89 
2 814.33 01/16/2014 16:05 0.0918625 ($73.40) $799.00 0.15 
2 890 01/18/2014 16:30 75.17695715 ($60,066.39) 3799.00 120.14 
2 B4B.6 01/19/2014 14:43 -41.2069 $33,789.69 $820.00 6r'.58 
2 832.41 01/19/2014 14:43 -16.3866 $13,437.00 $820.00 26.88 
2 827.47 01/19/2014 14:43 -4.93619 $4,047.67 $820.00 8.1 
2 813.09 01/19/2014 14:43 -14.3824 $11,793.54 $820.00 23.59 
2 808.09 01/19/2014 14:43 -5 $4,100.00 $820.00 8.2 
2 807.09 01/19/2014 14:43 -1 $820.00 $820.00 1.64 
2 794.1 01/19/2014 14:43 -12.9899 $10,651.70 $820.00 21.31 
2 790 01/19/2014 14:43 -4.09805 $3,360.41 $820.00 6.73 
2 990 01/22/2014 11:21 200 (S162.000.00) $810.00 324 
1 890 01/23/2014 13:07 -100 $- $- 0 
1 790 01/23/2014 13:14 -100 $- $- 0 
2 756.1 01/25/2014 17:15 -33.9083 $27,126.61 $800.00 54.26 
2 753.1 01/25/2014 17:16 -3 $2,400.00 $800.00 4.8 
2 752.1 01/25/2014 17:16 -1 $800.00 $800.00 1.6 
2 744.6 01/25/2014 17:16 -7.49631 $5,997.05 $800.00 12 
2 744.35 01/25/2014 17:16 -0.25 $200.00 $800.00 0.4 
2 742.35 01/25/2014 17:16 -2 $1,600.00 $800.00 3.2 
2 741.81 01/25/2014 17:16 -0.53876 $431.01 $800.00 0.87 
2 741.56 01/25/2014 17:17 -0.249 $199.20 $800.00 0.4 
2 616.55 01/25/2014 17:17 -125.01 $100,008.00 $800.00 200.02 
2 616.53 01/25/2014 17:17 -0.02164 $17.31 $800.00 0.04 
2 611.53 01/25/2014 17:17 -5 $4,000.00 $800.00 8 
2 606.46 01/25/2014 17:17 -5.07135 $4,057.08 $800.00 8.12 
2 606.14 01/25/2014 17:17 -0.32295 $258.36 $800.00 0.52 
2 605.63 01/25/2014 17:17 -0.50445 $403.56 $800.00 0.81 
2 605.13 01/25/2014 17:17 -0.5 $400.00 $800.00 0.8 
2 604.13 ,01/25/2014 17:17 -1 $800.00 $800.00 1.6 
2 603.66 01/25/2014 17:18 -0.476 $380.80 $800.00 0.77 
2 591.99 01/25/2014 17:18 -11.6636 $9,330.89 $800.00 18.67 
2 588.54 01/25/2014 17:18 -3.44894 $2,759.15 $800.00 5.52 
2 584.54 01/25/2014 17:18 -4 $3,200.00 $800.00 6.4 
2 513.68 01/25/2014 17:18 -70.8616 $56,689.28 $800.00 113.38 
2 511.56 01/25/2014 17:18 -2.12418 $1,699.35 $800.00 3.4 
2 508.56 01/25/2014 17:18 $2,400.00 $800.00 4.8 
2 505.86 01/25/2014 17:18 -2.69488 $2,155.90 $800.00 4.32 
2 503.26 01/25/2014 17:18 -2.6 $2,080.00 $800.00 4.16 
2 501.26 01/25/2014 17:18 -2 $1,600.00 $800.00 3.2 
2 496.19 01/25/2014 17:18 -5.07557 $4,060.46 $800.00 8.13 
2 495.52 01/25/2014 17:18 -0.66698 $533.58 $800.00 1.07 
2 494.52 01/25/2014 17:18 -1 $800.00 $800.00 1.6 
2 490 01/25/2014 17:18 -4.51552 $3,612.42 $800.00 7.23 
2 777.57 01/27/2014 18:41 287.5651993 ($225,738.68) $785.00 451.48 
2 780.46 01/27/2014 18:45 2.89357067 ($2,271.45) $785.00 4.55 



Appendix B 
CARL M F O R C E Bitstamp Account Analysis 

Daily 
Balance 

USD Used to 
Purchase B T C 

USD from Sales 
Of B T C Type 

Daily 
Balance Datetime BTC Deposit 

BTC 
Withdraw BTC Purchase BTC So!d 

USD Used to 
Purchase B T C 

USD from Sales 
Of B T C Wires Out B T C Price F E E Notes 

2 780.95 01/27/2014 18:46 0.48694503 (5382.25) $785.00 0.77 
2 783.58 01/27/2014 18:46 2.6314813 ($2,065.71) $785.00 4,14 
2 7B0 01/27/2014 18:46 6.42280374 ($5,041.90) $785.00 10.09 
2 568.08 01/27/2014 22:21 -221.923 $167,996.02 $757.00 336 
2 567.91 01/27/2014 22:21 -0.1702 $128.84 $757.00 0.26 
2 555.26 01/27/2014 22:21 -12.6525 $9,577.94 $757.00 19.16 
2 551.01 01/27/2014 22:21 -4.25 $3,217.25 $757.00 6.44 
2 516.01 01/27/2014 22:22 -35 $26,495.00 $757.00 52.99 
2 515.21 01/27/2014 22:22 -0.79466 $601.55 $757.00 1.21 
2 511.21 01/27/2014 22:22 -4 $3,028.00 $757.00 6.06 
2 502.51 01/27/2014 22:22 -8.7 $6,585.90 $757.00 13.18 
2 490.51 01/27/2014 22:22 -12 $9,084.00 $757.00 18.17 
2 490 01/27/2014 22:22 -0.50924 $385.49 $757.00 0.78 
2 490.18 01/27/2014 23:28 0.1795423 ($130.69) $727.91 0.27 
2 494.18 01/27/2014 23:28 4 ($2,912.00) $728.00 5.83 
2 500.7 01/27/2014 23:28 6.51840952 ($4,745.40) $728.00 9.5 
2 501.23 01/27/2014 23:28 0.52429304 ($381.69) $728.00 0.77 
2 573.53 01/27/2014 23:28 72.30268508 (552,636.35) $728.00 105.28 
2 581.95 01/28/2014 1:02 8.42116813 (S6.290.61) $747.00 12.59 
1 481.95 01/28/2014 2:01 -100 $- $- 0 
2 690 01/28/2014 5:44 208.0539019 |S155.416.26) $747.00 310.84 
0 909.5 01/31/2014 5:16 219.5 $- $- 0 
2 662.86 01/31/2014 16:53 -246.646 $199,289.68 $808.00 398.5& 
2 638.7 02/02/2014 7:56 -24.1567 $19,929.27 $825.00 39.86 
2 638.18 02/02/2014 7:56 -0.51806 $427.40 $825.00 0.86 
2 620.65 02/02/2014 7:57 -17.537 $14,468.04 $825.00 28.94 
2 615.15 02/02/2014 7:57 -5.5 $4,537.50 $825.00 9.08 
2 614.63 02/02/2014 7:5* -0.51806 $427.40 $825.00 0.86 
2 600.48 02/02/2014 8:00 -14.1522 $11,675.56 $825.00 23.36 
2 580.91 02/02/2014 8:00 -19.5667 $16,142.49 $825.00 32.29 
2 462.86 02/02/2014 8:00 -118.051 $97,392.35 $825.00 194.79 
2 501.39 02/04/2014 9:55 38.53189607 ($30,825.52) $800.00 61.66 
2 580.74 02/04/2014 9:58 79.35075207 ($63,480.60) $800.00 126.97 
2 695.5 02/04/2014 9:58 114.76299 ($91.81D.39) $800.00 183.63 
2 709.5 02/04/2014 9:58 14 ($11,200.00) $800.00 22.4 
2 1034.5 02/05/2014 19:29 325 ($260,000.00) $800.00 520 
2 1034.48 02/06/2014 1:12 -0.02 $15.53 $776.60 0.04 
2 1034.42 02/06/2014 1:12 -0.0677 $52.60 $777.00 0.11 
2 1034.29 02/06/2014 1:12 -0.1278 $99.40 $777.76 0.2 
2 1034.03 02/06/2014 1:12 -0.263 $204.38 $777.11 0.41 
2 1033.76 02/06/2014 1:12 -0.26g $204.21 $776.46 0.41 
2 1033.28 02/06/2014 1:12 -0.48178 $374.72 $777.77 0.75 
2 1032.8 02/06/2014 1:12 -0.4824 $374.72 $776.77 0.75 
2 1032.3 02/06/2014 1:12 -0.5 $388.50 $777.00 0.78 
2 1031.68 02/06/2014 1:1? -0.61983 $482.10 $777.79 0.97 
2 1021.68 02/06/2014 1:12 -10 $7,772.00 $777.20 15.55 
2 1000.6 02/06/2014 1:12 -21.0785 $16,394.20 $777.77 32.79 
2 950.6 02/06/2014 1:12 -50 $38,851.00 $777.02 77.71 
2 950.58 02/06/2014 1:12 -0.02 $15.52 $776.10 0.04 
2 950.18 02/06/2014 1:12 -0.4 $310.45 $776.13 0.63 



Appendix B 
CARL M F O R C E Bitstamp Account Analysis 

Type 
Daily 

Balance Datetime BTC Deposit 
BTC 

Withdraw BTC Purchase BTC Sold 
USD Used to 

Purchase BTC 
USD from Sales 

of BTC Wires Out B T C Price F E E Notes 
2 949.68 02/06/2014 1:12 -0.5 $368.12 $776.23 0.78 
2 949.05 02/06/2014 1:12 -0.62894 $488.08 $776.03 0.98 
2 946.72 02/06/2014 1:12 -2.33168 $1,809.62 $776.10 3.62 
2 944.37 02/06/2014 1:12 -2.34771 $1,821.87 $776.02 3.65 
2 941.72 02/06/2014 1:12 -2.64832 $2,055.36 $776.10 4.12 
2 936.72 02/06/2014 1:12 -5 $3,880.05 $776.01 7.77 
2 929.89 02/06/2014 1:12 -6.83765 $5,306.16 $776.02 10.62 
2 921.28 02/06/2014 1:12 -8.60508 $6,677.54 $776.00 13.36 
2 876.28 02/06/2014 1:12 -45 $34,920.00 $776.00 69.84 
2 876.07 02/06/2014 1:12 -0.21346 $165.64 $776.00 0.34 
2 875.57 02/06/2014 1:12 -0.5 $388.00 $776.00 0.78 
2 874.57 02/06/2014 1:12 -1 $776.00 $776.00 1.56 
2 867.73 02/06/2014 1:13 -6.83765 $5,306.02 $776.00 10.62 
2 867.72 02/06/2014 1:13 -0.01 $7.76 $776.00 0.02 
2 855.04 02/06/2014 1:13 -12.6792 $9,839.03 $776.00 19.68 
2 434.5 02/06/2014 1:13 -420.536 $326,336.21 $776.00 652.68 
2 1034.5 02/06/2014 7:32 600 (S459.600.00) $766.00 919.2 
2 979.41 02/06/2014 13:37 -55.0905 $43,521.46 $790.00 87.05 
2 807.6 02/06/2014 21:57 -171.81 $131,606.83 $766.00 263.22 
2 807.09 02/06/2014 21:58 -0.51365 $393.45 $766.00 0.79 
2 801.96 02/06/2014 21:59 -5.12616 $3,926.64 $766.00 7.86 
2 801.9 02/06/2014 21:59 -0.06794 $52.04 $766.00 0.11 
2 801.69 02/06/2014 21:59 -0.20699 $158.55 $766.00 0.32 
2 799.82 02/06/2014 21:59 -1.871 $1,433.19 $766.00 2.87 
2 798.74 02/06/2014 21:59 -1.07524 $823.63 $766.00 1.65 
2 648.74 02/06/2014 22:00 -150 $114,900.00 $766.00 229.8 
2 630.67 02/06/2014 22:00 -18.0765 $13,846.61 $766.00 27.7 
2 630.61 02/06/2014 22:00 -0.0514 $39.37 $766.00 0.08 
2 629.61 02/06/2014 22:00 -1 $766.00 $766.00 1.54 
2 562.85 02/06/2014 22:00 -66.763 $51,140.42 $766.00 102.29 
2 562.72 02/06/2014 22:00 -0.13 $99.58 $766.00 0.2 
2 557.72 02/06/2014 22:00 -5 $3,830.00 $766.00 7.66 
2 555.92 02/06/2014 22:00 -1.8 $1,378.80 $766.00 2.76 
2 490.77 02/06/2014 22:00 -65.1551 $49,908.81 $766.00 99.82 
2 479.59 02/06/2014 22:00 -11.1753 $8,560.25 $766.00 17.13 
2 423.41 02/06/2014 22:00 -56.1773 $43,031.82 $766.00 86.07 
2 475.1 02/06/2014 23:49 51.68905747 ($39,387.06) $762.00 78.78 
2 477.49 02/06/2014 23:49 2.38807176 ($1,819.71) $762.00 3.64 
2 477.54 02/06/2014 23:49 0.05 ($38.10) $762.00 0.08 
2 478.43 02/06/2014 23:50 0.88927 ($677.62) $762.00 1.36 
2 478.5 02/06/2014 23:52 0.07401767 (S56-40) $762.00 0.12 
2 1028.5 02/07/2014 2:52 550 .'4 .250.00) $735.00 808.5 
2 1028.14 02/07/2014 9:45 -0.36378 $248.90 $684.21 0.5 
2 1027.74 02/07/2014 9:45 -0.404 $275.93 $683.00 0.56 
2 1027.29 02/07/2014 9:45 -0.45 - $307.89 $684.21 0.62 
2 1026.92 02/07/2014 9:45 -0.36378 $248.46 $683.00 0.5 
2 1026.91 02/07/2014 9:45 -0.01 $6.83 $683.00 0.02 
2 1026.86 02/07/2014 9:45 -0.05 $34.15 $683.00 0.07 
2 1026.41 02/07/2014 9:45 -0.45 $307.35 $683.00 0.62 
2 1026.23 02/07/2014 9:45 -0.18076 $123.46 $683.00 0.25 
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2 150.51 02/07/2014 10:16 -5 $3,400.00 0 8 
2 t46.76 02/07/2014 10:1 G -0 74571 $2,547.08 SfiSO.OO 5.1 
2 14577 •2/07/2014 10:16 -0.99582 $677.16 $680.00 1.36 
2 138.42 02/07/2014 10:16 -7.35 $4,995.00 S6HO.O0 10 
2 138.39 02/073014 10: t6 -0 025 $17.00 $680.00 0.04 
2 130.4S» 02/07/2014 10;* 6 -7.89947 $5,371.04 $680.00 10.75 
2 11S.D 3 02/07/201410:16 -11.502H $7,ofi2.72 $680.00 15.73 j 

2 106.1 02/07/2014 10: IP -12.8301 $0,724.43 $680.Q0 ]7.45 
2 10 02/07..2014 10:10 -96.0951 $06,344.7 0 $060.CO 130.00 

2 36.79 02/07/201416:36 2.^.70046055 •"$19,423.08 $725.00 36.35 
2 51.76 02/07/2014 16:36 15 ($10.875.00! $725.00 21-75 
2 51.39 02/07/2014 16:30 0.09082857 ($65.71] $725.00 0.14 
2 51.94 02/07/2014 16.30 0 .0* ($36.25: $725.00 O.0H 
2 51.HR D2/07/2014 16:36 0.05 ($36.25) $725.00 U.0H 
2 02.6B 02/07/2014 18:37 1 D.fi841B605 (17,75338 $725.00 15.51 
2 t>5.34 02/07/2014 15:40 265631341 [ $ 1 9 4 9 . 7 3 1 $734.03 3.9 
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Appendi* B 
CARL M FORCE BftStamp Account Analysis 

Type 
Daily 

Balance Dateline BTC Deposit 
BTC 

Withdraw BTC Purchase BTC Sold 
U S D Used to 

Purchase BTC gfBYC Wires Out BTC Price F E E 
2 £5.35 02/07/2014 -\6:46 o.oiooooo; (510.271 $734.00 0.03 
2 65.35 02.07/2014 16;46 O.G039SBS4 ($2.94> $734.00 0.01 
2 65 33 02/07/2014 16:40 0.036 ($26.42* $704.00 0.06 
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2 17.53 02/10,-2014 9-00 7.02530352 ($5,124.75) 5631.00 10.25 
2 131.17 D2,llQ.l20l4 3;14 113.035569IJ {077.337.67j 0551.CD 154.70 
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Appendix B 
CARL M FORCE BitStamp Account Analysis 

Type 
Daily 

Balance Datelinio BTC Deposit 
BTC 

Withdraw BTC Purchase BTC Said 
USD Used to 

Purchase BTC 
USD from sales 

of BTC Wires Oul BTC Price FEE 
1 

Notes , 
2 143-46 02/10/201410:10 12.202553^ f $6.3712$; $551.05 10.75 
2 263.4-3 02/10*2014 10:10 123 ($81,720,00) $001.00 103.44 
2 263.73 02/10/2014 10:10 0.2fi85 ($JSZ.B5> $001.00 0.37 
2 264.23 32/10/201410:10 0.5 f$340.50| $681.00 0.5 5 
2 270.51 02/10/2014 15.':'. 6.27756795 1 $4,275,021 $OS1.00 
2 272.51 02/10/2014 10.11 2 ($1,362.00) $661.00 2.73 
2 275.3 02/10/2314 15:11 2.70308915 }$ 1,002.00*. $061.00 3.01 
2 275-5 52:10/2014 1 0:11 0.3 (3204.30* $0 51.00 0.41 
2 2m. 5 52/15/2014 1 0:11 5 (03,405.00) $061.00 6.61 
2 281.68 02/10/201410:11 1.2ft5 ($875.08* $661.00 1.75 
2 311-88 02/10/2014 10:1'i 30 iS20.430.00: $501 00 40.30 
2 350. K 02/10/2014 10:11 38.25908697 ($26,054.44) $001.00 52.11 
2 355.14 02/10/2014 10:11 S ($3,405.00) $001.00 0.01 1 
2 356,14 02/10/2014 10:11 • 1 (seat.oo) $051.00 1.27 , 
2 358-49 02/10/2014 10:11 2.35015427 ($1,600.46) $661.00 3.21 
2 358.74 02/10/201410:11 0.25 (517025) $061.00 0.35 
2 361.74 02/10/2014 10:11 3 ($2,04 3.00> $681.00 4.00 
2 377.5 02/10/2014 10:12 S5.7501BB55 ($10,732.01) $051.00 21.47 
2 421.65 02/10/2014 10:12 44.0439854 ($20,903.95: $661.00 50.00 
2 423.4 02/10/2014 10:12 13340 ($1,259.17) $681.00 2.52 
2 436.4D 02.'10/2014 10:12 13.09601194 i$B,[ny.75: $031.00 17.04 
2 436.49 02/1 OiZO'4 10:1? 2 ($1,362.00) $691.00 2.73 
2 442.7H 02/10/2014 10:12 ; 4.28295m ($2,910.72; J681.00 5.54 
2 456.89 '62/10/2014 10:12 14.1 ($0.602.10} $601.00 1U.21 
2 478.04 02/f 0/2014 10:12 21.15872092 ($14,409.10] $681.00 26.82 
2 489.3 02/10/2014 10:12 11.2661 ($7,672.21': $681.00 15.35 
2 491.U 02/10/231410:12 2.6 1*1,770.03) $661.30 3.55 

494.9 02/10/201410:12 3 ($2,043.00) $001.00 4.09 
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2 .. 

' 2 
612.24 i 02/10/2014 12:07 -0.03625 $22.29 $615.00! 0.05 2 .. 

' 2 R12.14 02/'0/231412:07 I -0.09479 $58.29 $015.00 0.12 
2 612.04 i 02/• 0/2314 12:37 -0-1! $01.50 $015.00 3.13 
2; 611.39 02/10-/2014 12:07 -0.65357, $401.95 $615.00 0.81 
2 810.35 02/10/2014 12:07 -1 $6*6.00 5615.33 1.23 
2 802.34 02/10/2014 12:07 -3.0* 54.960.75 $615.00 0,91 
2 602.32 02/^0/2014 12:07 I -0.024 $14.70 $615.30 0.03 
2 602.28 f 02/10/2014 12:07 -0.03625 $22.29 $615.00 0.05 
2 
•> 

002.16 
R T ? 1 R 

02/10/2314 12:07 -0.1! 
i n ' 

$61.50 
CM ft d^.l l ift 

$615.00 
* f ! 1 r . f i l l 

0.13 
t f i o 

& 
2 

«J 1 £. 1 n 
572.1 

U£t 1 *JttL\t 1*1 1 i . v / 

02/10/2014 12:07 -0.0 v 
. « I ••• . H . ' . J .Ul.' 

$40.20 
• — ifti 1 l.W 

$615.00 
••<•• a 
0.1 

_ 

2 572.06 02/10/2014 12:07 -0.03625 $22.29 $615.00; 0.05 
2 572.03 02/10/2014 12:08 -0.03625 $22.29 $615.00 0.05 
2 571.99 02/10/2014 12:08 -0.03625 $22.29 $615.00 3.05 
2 571.85 02/10/2014 12:08 -0.14148 $S7.01 $615.00 0.15 
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P T f 1 I C n '. l o a d try 

TVPB 
>> 

uaiiy 
Balance 
1,7' I K 

Dateline 
n •> it iimn>nfl 

BTC Deposit 
D 1 \j 

'u'ullhO'Biv BTC Purchase BTC SDICI 
U u l l U S c U 10 

Purghase BTC 
U ^ L I IIOiTV i i 8 r e S 

Of BTC Wires Oul B: C Price 
4tRi i no 

F E E Notes 

2 *J 1 1 . J J 

570.35 02/10/201412:08- -1 $615.00 $015.00 1.23 
2 
2 

406.34 
10 

02/10/201412 :08j 
02/10/2014 12:081 

-164.007 
-396.330 

0100 .664.14 
5243.748,75 

$515.00 
$0-15.00 

201.73 
407.5 1 1 

0 
2 

410 
37166 

52,M0.'2O14 12:25 
02/10/201414:36 

309.9999 
-36.3424 

$-
$23,622.57 

$-
$850.00 

0 
47.25 

2 368,03 02/10/2014 14:36 -5.62090 $0,057.64 $650.00 7.32 
2 360.9 02 ,T0^014 14:30 -7-13 $4,034.50 $650.00 9.27 
2 369. • •2/1 0/201 4 14:30 -1 $050.00 $650.00 1.3 
2 350.9 02/10/2014 14:36 -3 $1,950.00 $650.00 3.9 
2 ; 288.35 02/10 /201414:36 -00,55 $44,557.50 $050.00 E0.1 2 

254.79 02/10 /2014 14:36 -33.5654 021.317.52 $050.00 43.04 
2 168.99 • 2/50/2314 14:30 -05.3011 S42.770.70 $050.00 5 5.55 
2 182 .43 02/10/2014 14:37 -6-06 $4,254.00 $650.00 5.53 
2 172.43 0 2 ; 1 0/2014 14:37 - 1 0 SO. 500.00 $650.00 13 
2 62.99 •2/10/2014 14:37 -109.430 S71.133.32 $850.00 142.27 
2 60.17 02/10/2014 14:37 -2.B2323 $1835.10 $600.00 3.63 
2 55.16 02/1Q/2014 14:37 -5.01 $3,250.50 $650.00 6.52 
2 1 0 02 /10/201414:37 -45 .1540 $29,350.69 $650.00 50_71 
2 143.23 02/13/2514 17:5.!: 133.27=1713 ($35,296.03] £640.00 170.6 
2 143.26 •2/13/2014 17:53 5 iJ3.200.03) $640-00 6 4 
2 153 .28 02/13/2014 17:58 5 l$3,200.00J $043.00 6.4 
2 132.28 52,^3/2014 17:5," 2S l$1 5,500.5 5) $640.00 37.12 
2 167.28 02/13/2014 17:05 s ($3,200.00) 0640.30 6.4 
2 205.08 02/13/2014 17:53 20.6 ($13,312.00) S640.00 25.62 
2 212 .59 02/13/2014 17:59 4.50066 l$2,8Sq.42* $640.00 5.77 
2 222.42 52/13/2014 17:50 0.5 3554 ($£287.37) $640.00 12,6 
2 226.42 02/13/2014 17:50 4 (.$2,560.00: 3040.50 £.12 

_2 
2 

227.42 02/13/2014 :?:59 1 ($649.00] 5640.50 1.23 _2 
2 H 2 8 2 . 4 2 52/13/2014 17:59 35 ($22,400,001 5640.00 44.5 
2 324.5B < 02/13/2014 17:50 02.13412394 ($39,765.84] 5 M0..00 75.54 
2 326.77 02/13/2014 17:59 2.21752813 ($1,419.22: $640.00 2.B4 
2 331 .79 02/10:2014 '7:59 5.02 ($3,212.50: 5640.00 6.43 
2 332.29 02/13,'2514 '7:50 0.5 ($320.00] 6640.03 0.04 
2 3 04.20 02/13/2014 17:50 2 ($1,260.00] $640.00 7-56 
2 334 .52 02/13:2014 17:50 0 2 3 ($147.20] $640.00 0.3 
2 334 .76 02/13/2014 17:5S 0.23 (S I 47.20* S64O.00 0.3 
2 338.57 02/13/2014 17:5U 0.62 ($2.444.00, 064O.5O 4.39 
2 3 35.0 02/13/2014 17:59 0.2 J (_S.M7.25) S640.00 0.3 

345.61 02/13/2014 17:59 7.0022923 ($4,401.47: $840.00 5.97 
2 345.89 02/13/201418:01] 3.05654 ,$1,5 74.75, S840.00 0.95 
2 3 04.06 02/13/2014 18:02 5.15337721 ($3,303.40) S640.00 5.62 
2 362.19 02713/2514 16:00 3.1321767 ($5,204.59' 0640.00 10.41 
2 363.19 02/1 3/2014 13: IX _ J 

26.54'. 051 
($040.00: $640.00 1.2$ ' " • - i 

2 390.73 02/13/2014 15:05 
_ J 

26.54'. 051 <S10.056.27' $840.00 33.9* 
2 
2 

414 
600.18 

02/13/2014 18:00 
02/13/2014 2V.21 

24.28943742 
186.1778^95 

(515.532.44! 
10113,196. i r 

S640.00 
$603.00 

31.07 
220.4 —t 

2 
2 
2 

607.65 
623.7'. 
025.13 

02/13/2014 2T:21 
02/13/2014 21:22 
02/13/2014 2i:22 

— • 
7.4653061 E 

16.00259934 
1.42395 

(04.530.00 
($9,788.06) 

($865.76) 

, $808.00 
S608.00 
$608.00 

0.U9 
10.54 
1.74 

http://iJ3.200.03
http://_S.M7.25


BTC USD Used to 
Purchase BTC 

uSCl from Sales 
of BTC 

W E I " J 

Balance Dateflme BTC Deposit WRhdraw BTC Purchase BTC Sold 
USD Used to 

Purchase BTC 
uSCl from Sales 

of BTC Wires Out BTC Price FEE Kotes 

2 625.37 02,l13.i20U2'.-22 0.24073846 14146.37} $608.00 0.3 
e. 669.37 02/13/2014 21:22 (126,752.00) 6608.00 53.51 
2 678.56 02/1 J/2014 21:22 5.1047 5 l$5.5 34.35'i S606.00 (1.17 
2 741.56 02/13/2014 21:22 63 ($38,304.00) $608.00 75.61 

J l 746.56 02.'13/201421:22 5 ($3,040.00) S608.00 6.66 
2 
2 

750. B1 02/13/201421:22 4.35 ($2,644.80) 5608.00 5.29 2 
2 753.71 02/13/2014 21:22 2.0 ($1,702.40) $608.00 3.41 
2 792.51 02/13/2014 21:22 38.8 ($23,590.40) $608.00 47.19 
2 505.05 02/13/2014 21:22 12.54294711 ($7,626.1 tj S606.00 15.26 
2 953.05 02/13/20142122 B ($4,354,001 3608.00 9.73 i 
2 643.05 92/13/201421:22 3D ($18,240.00) S6O8.0O 36.4 6 

_ j? 901.25 02/13/2014 21:22 58.20014516 ($35,365.69) 5608.00 70.76 
" 2 RS2.0H 02.̂ 3/2014 2122! 60.63676914 4i.36.000.77i 5608-00 73-01 

2 965.27 02/13/201421:22 3.17840767 ($1.93252) S608.0D 3.57 
2 970.27 02/13/201421:22 5 ($3,040.00) S606.U0 6.66 
2 1026.3-1 D2M3/2014 21:22 56.06965233 ($34,090.47) $008,00 65.1 R 
2 1520.54 02/13/2014 21:22 0.50254181 ($305.55)1 $606.00 0.02 
2 1027.34 02/13/201421:23* 0.6 ($804.00'i $606.00 0.01 
2 1032.5R 02/13.2014 21:23 5.23552532 ($3,183-20) S508.00 0.3 7 
2 1037.22 "02/13/2014 21:23 4.64490152 (S2.824.10) $608.00 5.66 
2 
2 

1037.22 
1034.18 

02/13/2014 21:23 
02/i 3/20 i 4 21:23 

0 
56.96323708 

3-
(S34.633.65) 

$606.00 
$606.00 

0.01 
69.27 i 

2 
2 

1097.9 
1098.4 

02/13/201421:23 
02/13/2014 21:23 

3.72 
0.5 

($2,261.76) 
($304.00) r—— • - $608-00 

$608.00 
4.63 
0.61 

2 1099.3 02/13/2014 21:23 0.9 ($547.20) $606.00 1.1 
2 1030.41 02/13/201421:23 0.11036469 ($57.11} $006.00 0.14 
2 11010.5 2 02/13/2014 21:23 10.10110475 (£6,141-471 $6 06.00 12.23 
2 1110.71 02/13/2014 21:23 1.110166 (S72B.92) $606.00 1.46 
2 1U31.47 02/14/2014 3:36 -70.2422 $47,545.35 $600.00 95.1 
2 066.58 02/14/2014 3:37 -42.6909 $25,734.52 $000-00 51.4? 
2 Off, .90 02/14/2014 3:38 -12 V O S72.080.00 $500.00 145.02 
2 854.05 02/14/2014 3:36 -12.9269 $7,756.13 $600.00 15.5? 
2 804.05 02/14/2014 3:36 -50 630,000.00 $600.00 60 
2 803.95 02/14/2014 3:38 -0.1 $60,00 $600.00 0.12 
2 01 o 02/14/2014 3:3R -133.05 5118,370.00 $600.00 232.74 
2 
1 

650.31 
C 7~7 . 1 7 

02/14/2G14 18:06 
f i r i '1 H .-->i-i -1 i i u . ri-f 

40.30741876 
C r j -1 '"If 

($27,066.59: - $672.00 54.18 
. . 2 _ 

2 
Of I.VI 

711.09 
U2/14/2.U14 1U:U/ 
02/14/201418:07 

2/.boJoo1tiy 
33.11541565 

1 ±1 b,569-̂ .>, 
($22253-56) 

-•• — . _ 2*t> f & -W 
$672.00 

J f .Iff 

44.51 
2 711.19 02/14/2014 18:07 0.1 ($67.20) $672.00 0.14 
2 711.29 02/14/2014 18:07 0.1 1567.20; $672,00 5.14 

i _2 77B.07 02/14/2014 18:07 16.78 ($11.276-16) $672.00 22.50 
2 728.17 02/14/201416:07 0.1 ($67.20) $672.00 0.14 
2 1 766.86 02.14/2014 18:09 36.68469536 ($25,996.1 2: $672.00 52 
2 f 766.96 02/14/2014 18:89 0.1 .. (S6720J 

($0.80826) 
$672.00 0.1* 

2 781.55 02/14/2014 18:1(1 14.50562433 
.. (S6720J 

($0.80826) $672.00 19.62 
2 707.11 02/14/2014 18:10 5.56123809 ($5.757.1 0: $672.00 7.4f 
2 792.52 02/14/2014 16:10 5.41276875 ($3,0 37-30: 5672.00 7.2P 
2 794.52 02/14.2014 18:10 2 ($1,344-00) $672.00 2.6W 
2 794.65 02/14/2014 18:10 0-32302027 (0217.07) $672.00 3.44 
2 796-B7 02/14/2014 16:1 C 1.820B9557 ($1,227.67: S672.00 2.46 

Appendix B 
CARL M FORCL liHSlamp ACCuun! Analysis 

http://4i.36.000.77i


Appendix B 
CARL M F O R C E BitStamp Account Analysis 

Daily BTC USD Used to USD from Sales 
Type Balance Datetime BTC Deposit Withdraw B T C Purchase BTC Sold Purchase B T C of BTC Wires Out BTC Price F E E Notes 

2 798.67 02/14/2014 18:10 2 ($1,344.00) $672.00 2.69 
2 810.53 02/14/2014 18:11 11.85045677 ($7,963.51) S672.00 15.93 
2 810.85 02/14/2014 18:11 0.32628567 ($219.26) S672.00 0.44 
2 821.79 02/14/2014 18:14 10.93744873 (S7,349.97) $672.00 14.7 
2 919.95 02/14/2014 18:16 98.16497771 $672.00 131.94 
2 960.39 02/14/2014 19:13 40.43810579 ($27,174.41) $672.00 54.35 
2 974.7 02/:4.'2Ol4 1<::2S 14.30921344 ($9,615.79) $672.00 19.24 
2 976.08 02/14/2014 19:25 1.37868 ($926.47) $672.00 1,86 
2 976.15 02/14/2014 19:26 0.07280907 (S48.93) $672.00 0.1 
2 976.23 02/14/2014 19:26 0.07692307 (S51.69) $672.00 0.11 
2 1055.5 02/14/2014 19:26 79.27442184 ($53,272.41) $672.00 106.55 
2 1055.28 02/16/2014 19:19 -0.22331 $134.88 $604.00 0.27 
2 1054.61 02/16/2014 19:19 -0.67118 $405.39 $604.00 0.82 
2 1053.64 02/16/2014 19:19 -0.96609 $583.52 $604.00 1.17 
2 1052.64 02/16/2014 19:19 -1 $604.00 $604.00 1.21 
2 1052.61 02/16/2014 19:20 -0.031 $18.72 $604.00 0.04 
2 1024.71 02/16/2014 19:20 -27.8999 $16,851.53 $604.00 33.71 
2 1010.94 02/16/2014 19:21 -13.776 $8,320.68 $604.00 16.65 
2 1010.88 02/16/2014 19:21 -0.05921 $35.77 $604.00 0.08 
2 1010.83 02/16/2014 19:21 -0.05236 $31.62 $604.00 0.07 
2 1010.8 02/16/2014 19:21 -0.02578 $15.57 $604.00 0.04 
2 1010.49 02/16/2014 19:22 -0.31023 $187.38 $604.00 0.38 
2 980.41 02/16/2014 19:22 -30.0809 $18,168.88 $604.00 36.34 
2 980.31 02/16/2014 19:22 -0.097 $58.59 $604.00 0.12 
2 979.31 02/16/2014 19:22 -1 $604.00 $604.00 1.21 
2 974.73 02/16/2014 19:22 -4.58554 $2,769.66 $604.00 5.54 
2 973.73 02/16/2014 19:22 -1 $604.00 $604.00 1.21 
2 879.24 02/16/2014 19:22 -94.4868 $57,070.03 $604.00 114.15 
2 876.47 02/16/2014 19:22 -2.77355 $1,675.22 $604.00 3.36 
2 876.38 02/16/2014 19:22 -0.085 $51.34 $604.00 0.11 
2 874.38 02/16/2014 19:22 -2 $1,208.00 $604.00 2.42 
2 874.34 02/16/2014 19:22 -0.03767 $22.75 $604.00 0.05 
2 874.31 02/16/2014 19:26 -0.031 $18.38 $593.00 0.04 
2 874.21 02/16/2014 19:26 -0.1 $59.45 $594.45 0.12 
2 874.08 02/16/2014 19:26 -0.13 $77.17 $593.59 0.16 
2 873.95 02/16/2014 19:26 -0.13 $77.08 $592.92 0.16 
2 873.11 02/16/2014 19:26 -0.84317 $500.00 $593.00 1 
2 846.52 02/16/2014 19:26 -26.5837 $15,817.30 $595.00 31.64 
2 846.5 02/16/2014 19:26 -0.02 $11.84 $592.00 0.03 
2 846.42 02/16/2014 19:26 -0.08 $47.36 $592.00 0.1 
2 846.29 02/16/2014 19:26 -0.13 $77.04 $592.59 0.16 
2 845.31 02/16/2014 19:26 -0.98882 $583.57 $590.17 1.17 
2 842.81 02/16/2014 19:26 -2.5 $1,480.25 $592.10 2.97 
2 839.81 02/16/2014 19:26 -3 $1,773.33 $591.11 3.55 
2 835.81 02/16/2014 19:26 -4 $2,364.40 $591.10 4.73 
2 830.81 02/16/2014 19:26 -5 $2,955.60 $591.12 5.92 
2 825.81 02/16/2014 19:26 -5 $2,955.00 $591.00 5.91 
2 820.81 02/16/2014 19:26 -5 $2,950.90 $590.18 5.91 
2 813.48 02/16/2014 19:26 -7.3236 $4,335.57 $592.00 8.68 
2 805.11 02/16/2014 19:26 -8.37683 $4,951.71 | $591.12 9.91 



Appendix B 
CARL M F O R C E BitStamp Account Analysis 

Type 
Daily 

Balance Datetime BTC Deposit 
BTC 

Withdraw BTC Purchase BTC Sold 
USD Used to 

Purchase BTC 
USD from Sales 

of B T C Wires Out BTC Price F E E Notes 
2 800.11 02/16/2014 19:26 -5 $2,950.85 $590.17 5.91 
2 799.98 02/16/2014 19:26 -0.12414 $73.27 $590.17 0.15 
2 799.9 02/16/2014 19:26 -0.08 $47.21 $590.17 0.1 
2 799.89 02/16/2014 19:26 -0.0102 $6.02 $590.17 0.02 
2 799.79 02/16/2014 19:26 -0.1 $59.02 $590.17 0.12 
2 799.74 02/16/2014 19:26 -0.05 $29.51 $590.17 0.06 
2 798.74 02/16/2014 19:26 -1 $590.17 $590.17 1.19 
2 798.67 02/16/2014 19:26 -0.07 $41.31 $590.17 0.09 
2 798.57 02/16/2014 19:26 -0.1 $59.02 $590.17 0.12 
2 798.07 02/16/2014 19:26 -0.5 $295.08 $590.17 0.6 
2 793.67 02/16/2014 19:26 -4.4 $2,596.75 $590.17 5.2 
2 793.64 02/16/2014 19:26 -0.031 $18.30 $590.17 0.04 
2 793.59 02/16/2014 19:26 -0.05 $29.51 $590.17 0.06 
2 793.54 02/16/2014 19:26 -0.05 $29.51 $590.17 0.06 
2 793.49 02/16/2014 19:26 -0.04704 $27.76 $590.17 0.06 
2 788.49 02/16/2014 19:26 -5 $2,950.85 $590.17 5.91 
2 786.39 02/16/2014 19:26 -2.1 $1,239.36 $590.17 2.48 
2 786.29 02/16/2014 19:26 -0.1 $59.02 $590.17 0.12 
2 786.24 02/16/2014 19:26 -0.05 $29.51 $590.17 0.06 
2 786.14 02/16/2014 19:26 -0.1 $59.02 $590.17 0.12 
2 785.6 02/16/2014 19:26 -0.53855 $317.84 $590.17 0.64 
2 781.6 02/16/2014 19:26 -4 $2,360.68 $590.17 4.73 
2 776.8 02/16/2014 19:26 -4.8 •$2,832.82 $590.17 5.67 
2 773.8 02/16/2014 19:26 -3 $1,770.51 $590.17 3.55 
2 768.8 02/16/2014 19:26 -5 $2,950.85 $590.17 5.91 
2 768.39 02/16/2014 19:26 -0.41085 $242.47 $590.17 0.49 
2 768.34 02/16/2014 19:27 -0.05 $29.51 $590.17 0.06 
2 767.34 02/16/2014 19:27 -1 $590.17 $590.17 1.1a 
2 757.34 02/16/2014 19:27 -10 $5,901.70 $590.17 11.81 
2 697.74 02/16/2014 19:27 -59.6083 $35,179.02 $590.17 70.36 
2 697.68 02/16/2014 19:27 -0.05921 $34.95 $590.17 0.07 
2 696.63 02/16/2014 19:27 -1.04209 $615.01 $590.17 1.24 
2 696.53 02/16/2014 19:27 -0.1 $59.02 $590.17 0.12 
2 696.5 02/16/2014 19:27 -0.031 $18.30 $590.17 0.04 
2 696.13 02/16/2014 19:27 -0.37119 $219.07 $590.17 0.44 
2 695.63 02/16/2014 19:27 -0.5 $295.08 $590.17 0.6 
2 690.38 02/16/2014 19:27 -5.24953 $3,098.12 $590.17 6.2 
2 690.36 02/16/2014 19:27 -0.02 $11.80 $590.17 0.03 
2 689.96 02/16/2014 19:27 -0.4 $236.07 $590.17 0.48 
2 689.9 02/16/2014 19:27 -0.06 $35.41 $590.17 0.08 
2 668.6 02/16/2014 19:27 -21.3021 $12,571.84 $590.17 25.15 
2 658.6 02/16/2014 19:27 -10 $5,901.70 $590.17 11.81 
2 638.6 02/16/2014 19:27 -20 $11,803.40 $590.17 23.61 
2 613.31 02/16/2014 19:27 -25.2913 $14,926.16 $590.17 29.86 
2 613.29 02/16/2014 19:27 -0.02 $11.80 $590.17 0.03 
2 613.24 02/16/2014 19:27 -0.05 $29.51 $590.17. 0.06 
2 601.93 02/16/2014 19:27 -11.3083 $6,673.84 $590.17 13.35 
2 541.93 02/16/2014 19:27 -60 $35,410.20 $590.17 70.83 
2 541.88 02/16/2014 19:27 -0.05 $29.51 $590.17 0.06 
2 540.34 02/16/2014 19:27 -1.5381 $907.74 $590.17 1.82 



Appendix B 
CARL M F O R C E Bitstamp Account Analysis 

Type 
Daily 

Balance Datetime B T C Deposit 
BTC 

Withdraw B T C Purchase BTC Sold 
USD Used to 

Purchase BTC 
USD from Sales 

of BTC Wires Out BTC Price F E E Notes 
2 535,34 02/16/2014 19:27 -5 $2,950.85 $590.17 5.91 
2 515.93 02/19/2014 4:44 -19.4094 $12,227.95 $630.00 24.46 
2 235.34 02/19/2014 18:59 -280.591 $176,772.05 $630.00 353.55 
2 535.34 02/19/2014 22:17 300 (5185,700.00) $619.00 371.4 
2 535.35 02/20/2014 1:16 0.00634845 $628.50 0.01 
2 763.66 02/20/2014 3:12 228.3149817 (5142,240.23) $623.00 284.49 
2 839.35 02/20/2014 3:14 75.68501826 ($47,151.77) $623.00 94.31 
2 860.14 02/20/2014 17:09 20.79112079 ($12,038.06) $579.00 24.08 
2 863.24 02/20/2014 17:25 3.1000115 ($1,794.91) $579.00 3.59 
2 865.64 02/20/2014 17:25 2.4 iSUo'J.uu.i $579.00 2.78 
2 865.69 02/20/2014 17:25 0.04868991 ($28,19) $579.00 0.06 
2 867.69 02/20/2014 17:25 2 ($1,158.00) $579.00 2.32 
2 875.18 02/20/2014 17:26 7.49604007 ($4,340.21) $579.00 8.69 
2 875.23 02/20/2014 17:26 0.04653051 ir>26.9<:) $579.00 0.06 
2 882.15 02/20/2014 17:26 6.92 ($4,006.68) $579.00 8.02 
2 882.4 02/20/2014 17:26 0.25257536 ($146.24) $579.00 0.3 
2 892.4 02/20/2014 17:26 10 ($5,790.00) $579.00 11.58 
2 892.45 02/20/2014 17:26 0.04446756 (S25.75) $579.00 0.06 
2 964.85 02/20/2014 17:26 72.39875552 ($41,918.88) $579.00 83.84 
2 986.86 02/20/2014 17:27 22.00819477 ($12,742.74) $579.00 25.49 
2 1036.86 02/20/2014 17:27 50 ($28,950.00) $579.00 57.9 
2 1036.9 02/20/2014 17:27 0.03987007 (S23.08) $579.00 0.05 
2 1038.19 02/20/2014 17:27 1.29762344 ($751.32) $579.00 1.51 
2 1041.25 02/20/2014 17:27 3.054 ($1,768.27) $579.00 3.54 
2 1041.45 02/20/2014 17:27 0.2 ($115.60) $579.00 0.24 
2 1041.48 02/20/2014 17:27 0.03810205 ($22.06) $579.00 0.05 
2 1043.28 02/20/2014 17:28 1.8 fS1 .042 20) $579.00 2.09 
2 1043.32 02/20/2014 17:28 0.03484683 ($20.18) $579.00 0.05 
2 1043.35 02/20/2014 17:29 0.03330803 ($19.29) $579.00 0.04 
2 1049 02/20/2014 17:29 5.64363 ($3,267.66) $579.00 6.54 
2 1049.75 02/20/2014 17:29 0.75223359 ($'135.54) $579.00 0.88 
2 995.38 02/21/2014 0:45 -54.3719 $30,176.43 $555.00 60.36 
2 995.18 02/21/2014 0:45 -0.19502 $108.23 $555.00 0.22 
2 977.69 02/21/2014 0:45 -17.4944 $9,709.36 $555.00 19.42 
2 977.64 02/21/2014 0:46 -0.05 $27.75 $555.00 0.06 
2 971.26 02/21/2014 0:46 -6.37982 $3,540.80 $555.00 7.09 
2 969.83 02/21/2014 0:46 -1.4273 $792.15 $555.00 1.59 
2 966.02 02/21/2014 0:47 -3.81017 $2,114.65 $555.00 4.23 
2 951.72 02/21/2014 0:47 -14.3017 $7,937.43 $555.00 15.88 
2 950.1 02/21/2014 0:47 -1.61823 $898.12 $555.00 1.8 
2 1052.1 02/21/2014 T.29 102 ($55,080.00) $540.00 110.16 
2 1051.75 02/21/2014 2:03 -0.35149 $195.08 $555.00 0.4 
2 1020.67 02/21/2014 15:04 -31.079 $17,808.29 $573.00 35.62 
2 1013.67 02/21/2014 15:04 -6.99517 $4,008.23 $573.00 8.02 
2 997.17 02/21/2014 15:04 -16.5069 $9,458.45 $573.00 18.92 
2 997.14 02/21/2014 15:04 -0.02786 $15.96 $573.00 0.04 
2 996.5 02/21/2014 15:04 -0.641 $367.29 $573.00 0.74 
2 995.84 02/21/2014 15:04 -0.656 $375.89 $573.00 0.76 
2 988.39 02/21/2014 15:04 -7.45168 $4,269.81 $573.00 8.54 
2 967.89 02/21/2014 15:05 -20.5 $11,746.50 $573.00 23.5 



Appendix B 
C A R L M F O R C E BitStamp Account Analysis 

Fiallv RTO U S D Used to 
Purchase B T C 

U S D from Sales 
of B T C 

• 

Type Dstetirrie BTC Deposit 
U J U 

Wrtfidraw B T C Purchase B T C Sold 
U S D Used to 

Purchase B T C 
U S D from Sales 

of B T C Wires Out B T C Price F E E Notes 
2 966,15 02/21(2014 15.05 -1.74033 3/897-21 5573.00 2 
2 065.56 02/21/2014 15:05 -3.59305 — 1 5339.82 $573.00 0.63 
2 351.75 02/21/2014 15:06 -13.800 $7,012.54 $573.00 15 .32 
2 848 .13 02/22/2014 16:26 -3.61879 $2,124.23 SSS'/.OO 4.25 
2 303.01 02/22-2014 16:26 -45.1219 $26,466.58 $587.00 62,96 
2 881.38 02/22/2014 16:28 -21-032 $12,345.79 $587.00 24.7 
2 379.38 02/22/2014 16:20 -2 $1,174.00 i S5B7.0D 2.25 
2 677.67 02/22/2014 16:29 -2.10743 $1.237.05 $567.00 2.4 b' 

' 2 732.5 G 02/22/2014 16:29 -95.2876 $55,933.80 $587.00 111 .37 
2 782.67 02/22/201416:20 41.01611 56-87 $SB7.00 0.02 
2 
2 

7S1.95 02/22/2014 16:29 -30.6171 ! $17,972.22 $507.00 35.06 2 
2 751.75 02'22/2014 16:28 -0.20009 $117.45 $567.00 0,24 
2 729.19 02/23/2014 16:32 -2 2.563 B $14.215.17 $63B.OO 2B.44 
2 _ _ 
2 

715.2 02/23/201416:32 -13.9881 $3 ,312.52 $630.00 17.66 2 _ _ 
2 _ . 7 0 2 . 4 _ . 

7 02". 2 
02/2 3:2014 16:33 -12.6 $8,064.00 _$630.00 

$530.00 
16.13 
0.26 2 

_ . 7 0 2 . 4 _ . 
7 02". 2 02/23P^014 16:33 -6.2 $12fi.OO 

_$630.00 
$530.00 

16.13 
0.26 

2 654.7 02/23/2014 16:33 -47.4945 529.921.52 $630.00 50.85 
2 351.75 02/23/2014 16:33 -2.95362 $1,860.78 $630.00 3.73 
2 717.11 02/24/2014 0:08 65.36077499 <5 35,370.071 $610.00 79.75 
2 721.79 l)2\'24i20H 0 : 0 ? 4.67937293 132,354.42; $610.00 5.71 
2 725.09 02/24/2014 0:09 3.29701503 •;S2.ul1.13> $610.00 4.03 
2 _ _ 735.86 

736.58 
02/24/2014 0:09 10.79434 (S6.584.55) $610.00 13.17 2 _ _ 735.86 

736.58 02/24/2014 0 0 8 1 ($610.00) $610.00 1.22 
2 737.86 02/24/2014 0:00 ($610.00) $610.00 1.22 

— 2 
" 2 

739.26 02/24/2014 0:09 1.37490164 ($638.69) $610.00 — 2 
" 2 743.4 H 02/24/2014 0:09 4.23082191 (52,580.80) $61 n.oo 5.17 

2 7 4 4 . 4 9 02/24/2014 0:00 1 ($610.00) $610.00 1.22 
2 745.49 02.24/2014 0:09 1 (SG 10.00) 5610.00 1,22 
2 746.49 02/24/2014 0:05 

02/24/20140:09 • — 
1 (6610.00) 5610. DO 1.22 

2 747.49 
02/24/2014 0:05 
02/24/20140:09 • — 

1 ($610.00) $010 .00 1.22 
2 748.16 02/24.(20140:10 0.69478 ($423.82) 5610.00 6.6; 
2 749.18 ! 02/24/2014 0:10 1 (S610.00) 5610.00 1.22 
2 750.75 I 02/24/2014 0:10 1.5679B26 (5956.4BI S610.00 1 1,92 
2 751.75 02/24/20140:10 1 ($610.00) $610.00 1.22 
2 852.21 02/24/2014 2:23 l 100.4606041 ($57,065.82] S577.00 115.04 
2 853.51 02/24/20142:23 - j . , — 11.300t6l76 

T i T t i flr*r 
($6,520.19] S577.00 13.05 . 

2 
- 2 

870.99 
B 75.62 

U2/24V.014 2.24 
02:24/20142:49 

— • 7.47710656 
4.6356691 

(54,314.26) 
(32.374.7 8) 

3577. DO 
5577.00 

B.03 
6,35 

2 893.72 02,-24/2014 2:50 18.1020867* ($10,444.90] S577.00 20. R9 
2 951.75 02/24/2014 2;53 56,02428172 ($33,480.01] S577.00 65.07 
2 1051.75 D2/24/20i45;05 100 ($56,300.00) 

" —  
$563.00 112.0 

2 1 D59.1 5 02/24/2014 13:36 7.4 (34 ,255.00) S576.00 3,51 
2 1C 39.67 02/25/2014 3:17 -10 .4730 59.444.66 5485.00 18.69 
2 1033.6 02/25/2014 3:1.7 — -6,07697 - 52,948.30 S4fl5.n0 5.0 

2 1032.43 ' 02/25/2014 3:16 
— 

-1.16706 - $565.32 S48S.0O 1.14 
2 1027.43 02/25/2014 2:18 -5 52,425.00 5485.00 4.66 
2 ! 1C23.9 02/25/2014 3:19 -3.5234 51,708.65 5465.00 3.42 
2 1017.28 02/25/2014 3:20 -6.62734 53,214.26 5485.00 6,45 
2 959.15 ' 02/25-2014 3:20 -58.1287 525,192.41 $485.00 i SB.39 
2 945.15 1 02/25'2014 4:09 -12.99451 56,497.23 S5OO.C0 | 13 



Appendix B 
CARL M F O R C E BitStamp Account Analysis 

Type 
Daily 

Balance Date time BTC Deposit 
BTC 

Withdraw BTC Purchase BTC Sold 
USD Used to 

Purchase B T C 
USD from Sales 

Of BTC Wires Out BTC Price F E E Notes 
2 936.33 02/25/2014 4:09 -9.821 $4,910.50 $500.00 9.83 
2 936.33 02/25/2014 4:09 -0.0063 $3.15 $500.00 0.01 
2 927.57 02/25/2014 4:09 -8.7546 $4,377.30 $500.00 8.76 
2 922.57 02/25/2014 4:09 -5 $2,500.00 $500.00 5 
2 901.67 02/25/2014 4:10 -20.9011 $10,450.56 $500.00 20.91 
2 893.19 02/25/2014 4:10 -8.48191 $4,240.96 $500.00 8.49 
2 892.94 02/25/2014 4:10 -0.25 $125.00 $500.00 0.25 
2 891.44 02/25/2014 4:10 -1.50306 $751.53 $500.00 1.51 
2 890.44 02/25/2014 4:10 -1 $500.00 $500.00 1 
2 880.44 02/25/2014 4:10 -10 $5,000.00 $500.00 10 
2 876.02 02/25/2014 4:11 -4.4128 $2,206.40 $500.00 4.42 
2 875.95 02/25/2014 4:11 -0.071 $35.50 $500.00 0.08 
2 865.95 02/25/2014 4:11 -10 $5,000.00 $500.00 10 
2 859.15 02/25/2014 4:11 -6.80375 $3,401.87 $500.00 6.81 
2 880.97 02/25/2014 4:33 21.82547817 ($10,257.97) $470.00 20.52 
2 881.65 02/25/2014 4:40 0.6759183 ($317,08) $470.00 0.64 
2 905.45 02/25/2014 4:53 23.79474311 ($11,183.53) $470.00 22.37 
2 924.98 02/25/2014 4:53 19.53418 ($9,181.06) $470.00 18.37 
2 944.72 02/25/2014 4:53 19.74069 ($9,278.12) $470.00 18.56 
2 961.65 02/25/2014 4:53 16.92899042 ($7,956.63) $470.00 15.92 
2 942.15 02/25/2014 15:08 -19.5003 $10,140.16 $520.00 20.29 
2 942.08 02/25/2014 15:08 -0.066 $34.32 $520.00 0.07 
2 935.94 02/25/2014 15:08 -6.13773 $3,191.62 $520.00 6.39 
2 913 02/25/2014 15:12 -22.9473 $11,932.61 $520.00 23.87 
2 911.7 02/25/2014 15:15 -1.29378 $672.77 $520.00 1.35 
2 911.49 02/25/2014 15:15 -0.2111 $109.77 $520.00 0.22 
2 898.87 02/25/2014 15:15 -12.622 $6,563.44 $520.00 13.13 
2 825.84 02/25/2014 15:16 -73.0316 $37,976.42 $520.00 75.96 
2 825.68 02/25/2014 15:16 -0.1562 $81.22 $520.00 0.17 
2 825.68 02/25/2014 15:16 -0.00612 $3.18 $520.00 0.01 
2 825.67 02/25/2014 15:17 -0.00701 $3.65 $520.00 0.01 
2 825.12 02/25/2014 15:17 -0.54715 $284.52 $520.00 0.57 
2 761.65 02/25/2014 15:44 -63.4737 $33,006.32 $520.00 66.02 
2 605.06 02/26/2014 16:04 -156.592 $90,510.04 $578.00 181.03 
2 604.06 02/26/2014 16:05 -1 $578.00 $578.00 1.16 
2 599.21 02/26/2014 16:05 -4.8458 $2,800.87 $578.00 5.61 
2 598.21 02/26/2014 16:05 -1 $578.00 $578.00 1.16 
2 597.21 02/26/2014 16:05 -1 $578.00 $578.00 1.16 
2 587.14 02/26/2014 16:05 -10.0715 $5,821.33 $578.00 11.65 
2 586.91 02/26/2014 16:05 -0.23226 $134.25 $578.00 0.27 
2 586.46 02/26/2014 16:05 -0.44292 $256.01 $578.00 0.52 
2 585.46 02/26/2014 16:05 -1 $578.00 $578.00 1.16 
2 584.46 02/26/2014 16:05 -1 $578.00 $578.00 1.16 
2 584.16 02/26/2014 16:05 -0.3022 $174.67 $578.00 0.35 
2 575.16 02/26/2014 16:05 -9.00282 $5,203.63 $578.00 10.41 
2 574.16 02/26/2014 16:05 -1 $578.00 $578.00 1.16 
2 574.03 02/26/2014 16:05 -0.125 $72.25 $578.00 0.15 
2 573.53 02/26/2014 16:05 -0.5 $289.00 $578.00 0.58 
2 564.68 02/26/2014 16:05 -8.85303 $5,117.05 $578.00 10.24 
2 563.68 02/26/2014 16:05 -1 $578.00 $578.00 1.16 



Appendix B 
CARL M F O R C E Bitstamp Account Analysis 

Daily BTC USD Used to USD from Sales 
Type Balance Datetime BTC Deposit Withdraw BTC Purchase BTC Sold Purchase B T C of BTC Wires Out BTC Price F E E Notes 

2 563.6 02/26/2014 16:05 -0.0833 $48.15 $578.00 0.1 
2 561.65 02/26/2014 16:05 -1.94939 $1,126.75 $578.00 2.26 
2 561.75 02/28/2014 14:37 0.1 (S56.20) $562.00 0.12 
2 761.65 02/28/2014 20:30 199.9 (5112,343.80) $562.00 224.69 
2 561.65 03/03/2014 8:20 -200 $118,000.00 $590.00 236 
2 508.52 03/03/2014 18:37 -53.1318 $36,395.30 $685.00 72.8 
2 503.79 03/03/2014 18:38 -4.72777 $3,238.52 $685.00 6.48 
2 497.34 03/03/2014 18:38 -6.44594 $4,415.47 $685.00 8.84 
2 495.16 03/03/2014 18:38 -2.18518 $1,496.85 $685.00 3 
2 477.09 03/03/2014 18:38 -18.0692 $12,377.40 $685.00 24.76 
2 467.09 03/03/2014 18:38 -10 $6,850.00 $685.00 13.7 
2 461.65 03/03/2014 18:38 -5.44008 $3,726.45 $685.00 7.46 
2 462.14 03/03/2014 20:00 0.48940985 ($320.40) $654.66 0.65 
2 462.2 03/03/2014 20:00 . 0.061 (S39.96) $655.00 0.08 
2 470.72 03/03/2014 20:00 8.51964185 ($5,580.37) $655.00 11.17 
2 495.63 03/03/2014 20:01 24.9067032 ($16,313.89) $655.00 32.63 
2 496.63 03/03/2014 20:01 1 (S655.00) $655.00 1.31 
2 497.63 03/03/2014 20:01 1 (5655.00) $655.00 1.31 
2 497.68 03/03/2014 20:01 0.05 (S32.75) $655.00 0.07 
2 497.74 03/03/2014 20:01 0.061 (S39.96) $655.00 0.08 
2 507.91 03/03/2014 20:01 10.17 (S6.661.35) $655.00 13.33 
2 507.96 03/03/2014 20:01 0.0516892 (S33.86) $655.00 0.07 
2 557.46 03/03/2014 20:01 49.49733426 ($32,420.75) $655.00 64.85 
2 557.94 03/03/2014 20:01 0.48 ($314.40) $655.00 0.63 
2 558 03/03/2014 20:01 0.061 5oU :JG) $655.00 0.08 
2 560.01 03/03/2014 20:01 2.01096604 ($1,317.18) $655.00 2.64 
2 560.51 03/03/2014 20:01 0.4995 ($327.17) $655.00 0.66 
2 560.56 03/03/2014 20:01 0.05 ($32.75) $655.00 0.07 
2 566.65 03/03/2014 20:05 6.0917556 ($3,990.10) $655.00 7.99 
2 566.61 03/03/2014 22:00 -0.03606 $24.19 $671.00 0.05 
2 563.86 03/03/2014 22:00 -2.7537 $1,847.73 $671.00 3.7 
2 563.78 03/03/2014 22:00 -0.08 $53.68 $671.00 0.11 
2 554.68 03/03/2014 22:02 -9.10328 $6,108.30 $671.00 12.22 
2 580.45 03/03/2014 22:06 25.77536532 ($17,089.07) $663.00 34.18 
2 583.48 03/03/2014 22:06 3.02539 ($2,005.83) $663.00 4.02 
2 673.11 03/03/2014 22:21 89.63792861 ($59,429.95) $663.00 118.86 
2 719.55 03/03/2014 22:42 46.43247982 ($30,784.73) S663.00 61.57 
2 719.62 03/03/2014 22:42 0.07788161 ($51.64) $663.00 0.11 
2 684.11 03/03/2014 22:59 -35.5133 $23,829.45 $671.00 47.66 
2 631.25 03/03/2014 23:19 -52.8597 $35,468.88 $671.00 70.94 
2 626.24 03/03/2014 23:20 -5.00962 $3,361.46 $671.00 6.73 
2 624.35 03/03/2014 23:20 -1.89017 $1,268.30 $671.00 2.54 
2 623.07 03/03/2014 23:20 -1.28577 $862.75 $671.00 1.73 
2 613.04 03/03/2014 23:20 -10.0306 $6,730.55 $671.00 13.47 
2 611.02 03/03/2014 23:20 -2.01293 $1,350.68 $671.00 2.71 
2 611.01 03/03/2014 23:20 -0.01022 $6.86 $671.00 0.02 
2 606.01 03/03/2014 23:20 -5 $3,355.00 $671.00 6.71 
2 604.86 03/03/2014 23:21 -1.1478 $770.17 $671.00 1.55 
2 602.86 03/03/2014 23:21 -2 $1,342.00 $671.00 2.69 
2 600.86 03/03/2014 23:21 -2 $1,342.00 $671.00 2.69 



Tvpe 
Dally 

Balance Datetime BTC Deposit 
ETC 

WHhdraw 9TC Purchase BTC Sold 
USD Used to 

Purchase BTC 
USQf^m Sales 

of BTC WlrwOut BTC Price FEE 
2 600.59 93/03/2014 23:21 jjMvn S11&.2B $871.00 0.24 
2' 598.41 03/03/2014 23:21 -2.27933 $1,529.43 $571.00 3.60 
2 656.39 03/03/2014 23:21 -0.02657 $17.83 $671.00 0.34 
2 596.00 03/03/2014 23:21 -0.3 5201.5 5 • 3671.53 0.41 
2 5U6.Q2 03/03/2014 23:22 -2.06744 31,387.25 S671.0D 2.78 
2 595.29 03/03.2014 23:22 -0.72921 S439.30 $671.00 0.06 
2 T 574.5', 03/33:2014 23:22 -2057773 

"-15.2101; 
$19,941.86 . . . _ __M71.00 

S871J)ff 
27.89 

2 559.29 03/05/2014 22:23 
-2057773 

"-15.2101; $16,212.52 
. . . _ __M71.00 

S871J)ff 20.43 
2 5SB.3C> 03/03/2014 23:23 -0.93 5624.03 6671.60 1.25 
2 331.0 03/3 3.12014 23:24 -220.766 £152,159.72 $671.00 304.32 
2 365 03/34/2014 0:54 32.40457579 (302.147.2:-) $663.00 44.3 
2 375.85 03/04/2314 3:55 10.84593327 (57.100.65) $663.00 14.03 
2 3863 09/0472014 0:55 10.455 {$6,931.661 $663.03 13.67 
2 413.75 03/04.2514 5:55 7.7 44703 (513,197.731 5565.03 30.4 
2 422.2 O3/I14/2014 0:03 9.44573704 (36.205.16) 1 $56 3.00 12.64 
2 420.96 03/34/2014 0:5 0 6.763085 (34.407.191 $06.3.00 9 
2 
2 

566.65 03/04/2014 15:43 136.0549935 (590.609.69) . $663.00 1 H:,22 2 
2 5HB.58 03'04/2D14 21:DO 1,9268252B (t 1,2 BO-99) $658.00 2.53 
2 569.65 03/04/2014 21:03 1.07337472 ($717.01} $666.00 1.44 
2 566-53 03/05/2014 3:08 -3.1'911 $2,105-40 JO 7 5.00 4.22 
2 564.32 03/06/2014 3:09 -2.21425 ; $1,404.62 $675-00 2.03 
2 562.1 03/06/2014 3:11 -2.21336 $1,434.02 $875.00 2.05 
2 
1 

531.5t 03/06/2014 3:22 -30.5665 $20.647.2.2 
r- i- -T n A yy 

-_ $675.00 41.3 
A 1 

" 1 
<£ 
2 

'1,' 1.1 

469 
U3.il.l'i.̂ l'14 36 
03/06/2014 3:39 

— — -3.69224 
. I i l . > . ' 

$2,492.26 
— 

»l> / tl .Oil 
$675.00 4.00 

2 469.36 03/05.2014 14:08 0.35083304 ($235.04) $655.00 0.40 
2 i 469.72 03/06/2014 14:06 0.35987." ($235.71 If $655.00 0.43 
2 481.02 03/06/2014 14:08 11.30056 (57.401.B7i $655.00 14.61 
2 400.36 03/06/2014 14:06 9.034538 {65.917.62) $655.00 11.04 
2 493.12 03/06/2014 14:08 3.0645445 (52,007.26) $655.00 4.02 
2 572 03/0612014 14:21 78.68165446 (351,607.46! $655.00 103.34 
2 737 03/07/2014 fl:43 16* ($107,250.00) $650.00 214.5 
2 873.35 03/07/2014 18:45 -63.6571 S 39.467.39 $620.00 78.94 
2 672.64 03/07/2014 18:47 -0.70736 $436.56 $620.00 0.33 
2 671.99 03/07/2014 18:4? •0.65101 $453.02 $620.00 0.81 
2 671.09 03/07/2014 18:48 -0.89587 $555.44 $620.00 1.12 
2 670.47 03/07/201418:48 -D.61787 $383.06 $620.00 0.77 
2 668-71 33/07/2014 16:43 -1.76484 $1,094.20 $620.00 2.19 
2 613-1.25 03/07/2014 16:48 -4.432B4 $2,748.36 $620.00 6.6 

2 663.41 03/G7/2014 18:48 -0.86996 $539.39 $620.00 1.05 
2 655.36 03/07/201416:62 -8.04551 $4,986,22 $620.00 0.98 
2 653-37 03/07/2014 16:52 -1.BE $1,233.60 $620.00 2.47 
2 0.53.36 03/07/2014 18:52 -0.01 56.20 $620.00 0.02 
2 653.26 03/07/2014 16:52 -0.06 S49.60 $620.00 0.1 
2 653-25 03/0 7/201418:52 -0-0: 51860 $620.00 0.04 
2 539.03 03/07/201415:54 -14.166P $6,783.29 $620.00 17.57 
2 337 03/07/20M 18:57 -2.56:04 $1,290.24 $020.00 2.50 
2 525.55 03/07/2014 20:06 -111.441 $70,764.83 $635.00 141.53 
2 
2 

521.68 
516-66 

03/07/2014 20:OB 
03/07/2014 20:06 

-3.87869 
-5.03 

$2,462.97 
R3.194.05 

$635.00 
$635.00 

4.03 
5.30 

Appendix B 
CARi M FORCE BilStemp Ai;t;ounl Analysis 

http://57.401.B7i


Type 
Dally 

S a l a r y Dstetime 
BTC 

Withdraw BTC Purc l iD i i j B T C S D W 
U S D U B K I to 

Purchase BTC 
U S D fiom 0ste3 

•f BTC Wires Out BTC Price F E E Notes 
2 1 506.05 03/07/2Q14 20:08 -10.6 S8.731.03 S635.00 13.47 
2 ' 505.51 03/07/2014 20:06 -0.54866 5343.40 5635.03 0." 
2 503.54 03/07/2014 20:06 -1.98861 01.250.11 1JS35.D0 2.51 
2 503.1 03/07/2014 20:OB -0.43843 S278.40 S635.00 0.50 
2 
? 

487.2 
A7C DC 

03/07/2014 20:0R 
n't/ft"? nMA 1d< (1 ft 

s. 1 
-15.9 $10,096.50 S635.00 20.2 

2 4 / D • SO 
472.09 

UiVU 11 i.V 1 4 £\J. U D 
03/07/2014 20:06 

-Hl.2o.* 
-3.9889' 

56,500.50 
62,520.25 

5635.00 
5635.00 

13.01 
"5.05 2 471.05 03/07/2014 20:00 1 -1.94123 51,232.66 .563500 

S935.00 
• 2.47 

5.19 2 406.07 03/07/2014 20:09 -4.8B387 62,593.26 
.563500 
S935.00 

• 2.47 
5.19 

2 445.13 03/07/2014 20:09 -21 .64 $13,869.37 5635.00 27.74 
2 443.02 03/07/2014 20:09 -5.10417 S3.241.15 sflSfTdir E.41 
2 437 03/07/2014 20:09 ] -3.0197 01.917.51 0036.00 3.34 
2 505.19 03/08/2014 16:02 t 63.1032427*3 (141.523-50, 0000.00 63.05 

..... 2 506.07 03A)8/2D14 :0:03 0.88347809 ($536.04) 5000.5 5 1.03 
2 - — 
2- - 040 03/08/2014 '6:04 33.93327916 (J20.66S.37) S609.0D 41.34 2 - — 
2- - 4!0 03/1^/2014 21:19 -130 003.200.00 S640.00 106.4 
2 500.48 03/14/2014 19:36 98.47653405 ! ($61,746.07) 5627.00 123.5 
2 540 03/14/2014 19:43 34.52141515 ' ($21,844.93) 8627.00 43.29 
2 446.74 03/17/2014 10:45 -96.2642j S60.453.90 5628.00 120.91 

; 2 443 03/17/2014 18:46 -3.735fl3i S2.346.10 S@23.00 4.7 
> 2 500.52 03/18/2014 4:46 66.51350226 ($41,038-631 S617.00 62.06 
; 2 544 03/18/2014 4:46 34.46640772 ($21,278.17] c S617.00 

5600.00 
.42.56 

39.4 2 570 03/20/2014 2:29 31.99638736 ($19,197.83) I 
S617.00 
5600.00 

.42.56 
39.4 

2 649 03/20/2014 2:31 1 73.00361264 ($43,902,17; J S600.00 67.01 
2 500.54 03/21/2014 0:30 ! -58.4640 F34.035.01 J 5583.00 68.16 
2 565.13 03/21/2014 8:30 -5.4076 33,152.83 5583.00 D.3-; 
2 507.75 03/21/2014 6:31 -17.333 S10.134.29 i $583.00 20.27 
2 557.25 03/21/2014 6:31 -0.501 $292.06 .: 5583.00 0.5S 
2 566.68 03/21/2014 0:31 -0.57; $332.31 J 5583.00. 0.67 
2 566.18 03/21/20146:31 -0.501 $292.06 ! 5583 00 9.59 
2 5R3.18 03/21,2014 6:32 -a 61,749.00 f S 533.00 3.5 
2 550.20 03/21/2014 0:32 -3.S9 S2.267.87 5583,00 4.54 
2 558.70 03/21/2014 3:32 -0.501 $292.08 $533.00 5.50 
2 650.23 03/21/20146:33 -0.501 $292.08 $583.00 0.59 
2 557.78 •03/21:20146:33 -0.5 $291.50 5583.00 0 .59 
2 557.29 03/21 J<20146:33 -0.501 $292.08 $533.00 0.59 
2 556.02 03/21/2014 6:34 . -0.30 $209.68 $503.00 5.42 
2 553.84 03/21/2QT4 6:33 -3.0631 G $1,797.49 $533.00 3.6 
2 513.97 03/21/2014 0:39 -39.8731 523.246.03 $583.00 4 5 . * 

2 513.47 33,2112014 5:30 i -0.501 $202.03 $593.00 5.50 
2 507.52 03/21/20146:40 -5.94646 $3,466.79 $563.00 6.94 
2 507.02 33/21/20146:40! 43.501 $292.03 $533.00 0.50-
2 502.28 03/21/20146:40 J.74133 $2,764.48 $583.00 5.53 
2 501.70 03/21/2014 6:41 -O.501 $232.00 $593.00 5.50 
2 500.78 03/21/20146:41 -1 

if 1 7 •- •*) 

$583.00 
C O D t\A 

$583.00 1.17 
1 TL. fjT m 

2 345.3 U£l< 1 / i V 1 *t 0 ,«H 
03/21/2014 6:42. 

— lo \ . f (£ 
-3.20364 

* O O , 4 D O . U 4 

$1,850.27 
%*'8-> .00 
$500.00 

1 '6.9/ 
3.70 2 340.0 03/21/2014 6:43 •4.90426 $2,033.52 $590.00 5.79 

2 339.71 03/21/2014 6:43 .1.15001 $701.61 $5BO.0O 1.41 
2 339.11 03/21/20146:43 -D.fi $354.00 $590.00 0.71 

Appendix B 
CARL M FCJRCE BiiStemp Account Analysis 

mailto:S@23.00
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Type 
•any 

Balance Hateltme B T C Deposit 
BTC 

Withdraw BTC Purchase BTC Sold 
USD Used to 

Purchase BTC 
USD from Sales 

of BTC Wires Out BTC Price FEE 
2 149 03/21/2014 6:44 -190.152 5112.160.41 $530.00 224.33 
2 386.55 03/21,201411:00 237.5456004 IJ135.37S.00) $572.00 271.76 
2 439.95 03/21/2014 11:00 53.30335233 (S30.542.43l !f572.0D 61.09 
2 441.38 53:21:2014 11:00 1.41811985 ($811.16) $572.00 1.02 
2 444.92 03/21/2014 1 1:03 3.55337864 (S2.032.531 $572.00 4.07 
2. 443 03,21,2014 11:0(1 4.03704255 (52,337.79) $572.00 4.68 
2 451.01 

500.35 
03/21/201411:57 2.O05753O7 151.133.250 $565.00 2.27 

2 
451.01 
500.35 03/21,2014 11:67 43.34196407 (S27.876.21) $565.00 55.7B 

2 467.51 03,21/2014 12:17 -32.8425 $15,043.05 $560.00 33.1 
2 464.15 03,'21.201412:17 -3.353B4 $1,848.13 $580.00 3.9 
2 422.34 03/21/201412:17 -41.6005 $24,249.52 $500.00 45.5 
2 410.15 03/21.2014 12:1 P -3.19011 $1,850.27 $560.00 3.71 
2 403.53 03,21,2014 12:1 B • -15.817 $9,057.86 $580.00 18.12; 
2 
p 

402.53 03/21.2014 12:18 -1.0075 
A1Y1 1 7 C 

0564.35 
C * G tHA 11 

$5H0.00 1.17j 
4 4 6 C O ' 

2 wwlJ . 17iJ 
504.35 

03,21.2014 20:28 - . . 204 - 10 -.. I i ? 15116,200.00^ 1.22 
$570.00 

1 l l ' . J J 

2-32.56 
2 604.35 03/22/2014 9:35 30C 11168,000.00) $560.00 530 
2 790.04 03/22/201417:05 -14.3130 $8,058.55 $563.00 16.12 
2 704.35 03/22.2014 20.4B -65.6864 $48,241.45 $563.00 90.40 
2 573.53 03/22/2014 22:07 -130-617 $74:555.55 $570.00 149.14 
2 586.02 

At*y 4JC 
03/22.2014 22:00 -6.61 B33 

1 ^ L. -T 
$3,771.31 

j.7v7i>i"T-J . 
$570.00 7.56 . 

2 4U4.3g_. 
428.11~ 

0*^4/21/14 1/.&4 
03/24201421:47 2 3.70314511 -11'2.5'j 1 (513,782.62) S92.6SJ.14 $670.01) 

$580.00 
165.33 
27.57 2 428.34 03,24,201421:48 0.23 (1133-40) $580.00 0 .2 7 

2 426.5 03-24/201421:46 0.15238594 ($88.38) $580.00 0.18 
2 42R.62 03/24/2014 21:4R 0.12599994 ($73.00) $580.00 0.15 
2 i 42B.87 03/24.2014 2i:4B 0.25 ($145.00) $560.00 0.20 
2 i 429.12 03/24.2014 21:46 0.25 ($145.00)', $580.00 0.20 
2 429.37 03/24/2014 21:48 3.25 (S 145.00) S580.00 0.29 
2 429.39 

Aid GA 

03/242014 21:4B 
fttn A nn t A 14-An 

0.01373667 
n itL 

_ _• ($7.97) 
nn't ~ ™ S580.00 

eit n fit\ 

0.02 
C 

2 
4<i". D4 
433.9 

uoi^t.'ZU 14 £ 1.4c 
3324,2014 21:4B 

4.2606 13* 14D. Lit! | 

(52.471.00) 
- - •— $580.00 4.as 

2 434.15 03/24.2014 21-46 0.25 ($145.00) $580.00 0.20 
2 434.4 03/24/2014 2I:4B 0.25 ($145.00) $580.00 0.20 
? 434.65 03/24/2014 21:40 0.25 ($145.00) 5580.00 D.2i 

2 441.9 
442.15 

03/247201421:49 7.25337424 <S4.206.96) S580.00 5.42 
2 

441.9 
442.15 03:24/2914 21:49 

03/24,2014 21:48 
0.25 ($145.00) $580.00 0.29 

2 442.4 
03:24/2914 21:49 
03/24,2014 21:48 0.25 ($145.00) $580.00 5.2y 

2 442.79 03/24,201421:49 0.3851923 ($223.41) $580.00 0.45 
2 ! 442.6 03/24.201421:49 0.017617931 l$1 0.301 $660.00 0.03 
2 442,62 03/24,2014 2V.4B 0.012 1$ 0.9 5) $580.00 0.02 
2 496.53 03/24/2014 21:5C 53.67564199 (531.247.87) $580.00 02.5 
2 504.35 03/24/201421:60 7.66020588 (S4.442.92) $580.00 6.88 
2 487.16 03/24.2014 22:37 -17.1908 $10,142.59 $500.00 20.20 
2 425.13 03/24,201422:30 -32.0310 $36,506.60 $590-00 73.2 
2 404.35 

A(YT 77 
03/24/2014 22:39 
IVXTI C rtft 1 A 1 7 

-20.7776 
fllA tidC <lM 

$12,258.76 $590.00 24.52 

2 4UI .1' 

502.37 
<J J*€.Qi'i\J 14 IJ .0 r 

03/25201415:38 
0 . 4 1 9 U o 3 U a 

94.59546607 
\S I .uC3 .au | 

($54,392.40) 
$C, O .Uu 
$575.00 106.79 

2 504.02 03,25/2014 15:30 2.45762632 (51,413^51 $575-00 2.53 
2 506.35 03,25/201415:38 1.527B3052 ($678.39) $575.00 1.76 

http://IJ135.37S.00
http://S30.542.43l
http://S92.6SJ.14
http://uC3.au


Type 
Daily 

Balance oatetime BTc DenoBit 
BTC 

Withdraw BTC Purchase BTC Sold 
USD Used to 

Purchase BTC 
USD f rom Sales 

olBTC Wires Out BTG Price FEE 
\ 

Notes 
2 504.95 o:).2t"20l4 17:24 -1.4 5 02 "..30 55S7.DD 1.05 
2 5C4.78 03/26/2014 17:37 -0.16961 $00.66 $567.00 D.2 
2 5114.58 0326/2014 17:45 -0,2 S117.40 $587.00 0224 
2 504.46 03/26.2014 17:46 -Oi. 11571 $65.05 ! S587.on 0.14 
2 504.13 03/25/2014 17:47 -0.2862 $155.00 $5 57.00 0.34 
2 502.37 03/26/201417:48 -1.605 $1,059.54 $567.00 2.12 
2 
t 

502.29 
A fid A ? 

03/2-3.2014 17:53 
n'lMttilni x 1 7 - f i f l 

1 -fl.082 39 S46.36 $587.00 0.1 
A A CM A 

£ 
2 

40S • 6t 
4gu.se 

UJU4Q/£U14 l/.DU 
03/26.2014 17:59 

* - lt.**uOZ 
i -0.4653 

,ii i j .pr 
1273.13 

*t j O / .Uv 
$587.00 

0.65 
2 430.16 03/26/2014 17:50 -0.2 ! $117.40 55B7.00 0.24 
2 
*} 

467.54 
. i A f i B R 

03/26/2014 17:59 -I -1.019 0550.35 
i s n - I I T - (' i 

$587.00 
Ml* 

1.61 
4W 

2 4DQ .oD 
486.53 

IAv£0<£ v 14 10. U U 
03/26.201419:04 

-U.D / DO 1 

-0.33713 $197.89 
MO / .UL 
$587.00 0.4 

2 ' 436.47 03/27/2014 14:40 -0.00 530.90 $515.00 0.07 
2 i 486.4 03/27.2014 14:49 -0.07 530.05 $515.00 O.OB 
2 : 486.33 03/27/2014 14:4B -0.07 S36.05 $515.00 0.08) 
2 486.25 03/27.2014 14:40 -0.0ft S41.2D $515.00 O.OO; 
2 486.17 03/27/2014 14:49 -0.U5 541.20 $515.00 0.09 
2 48B.09 03/27/2014 14-49 -0.00 S41.20 $515.00 0.00 
2 486.01 03/27/2014 14:40 -0.0 3 541.20 $515.00 0.00 
2 485.92 03/27/2014 14:49 -0.30 546.35 $515.00 0.1 
2 485.83 03/27/201414:49 -O.OO $46.35 i $515.00 0.1 
2 
•I 

485.73 
A ,1 *| k* J 

03/27/201414:49 —•-- - -0.1 
f \ -1 

• 
$61.5O4 $515,00 

* x 4 c r kn 
0.11 
n i i £ 

2 
41>&, Do 
485.42 

U l S c ' U U I n 14.4a 

03.27/2014 14:49 . -1 J . i 
-0.20870 

-* *;» l . j " 
$107.52 

1 J .UU 
$515.00 

U . l 1 
0.22 2 484.72 03.27.201414:49 -0.7 $360.50 $515.00 0.73 

2 484.05 03/27/2014 14:49 -0.07 $36.05 $515.00 0.08 
2 484.58 03/27/2014 14:40 -0.07 536.05 $515-00 0.08 
2 : 484.49 03/27.2014 14:49 -0.00 WO. 35 $515.00 0.1 
2 464.39 03/27/2014 14:49 

ntmniiiA AA-AG 

-0.1 
_fl 1 

$51.53 
en 

S5'r5.00 
Q^*^ no 

0.11 
f\ A 1 

2 483.29 03/27/2014 14:50 i o. i 
-1.0002 .... -

*4> 1. DM 
$515.10 

, ,. 3 * J 1 * 1 * 111J 

$515.00 
I/. I I 

1.04 
2 463.22 03.27/2014 14:50 -0.06841 j $35.23 5515.00 0.0* 
2 482.24 03/27/2014 14:30, -0.9743 $501.76 $515.00 1.01 
2 474.57 03/27-20-4 14:52: -7.67574 S3,953.01 $515,00 1 7.91 
2 463.6 03/27/201414:52 -10.7601 $5,545.09 $515.00 11.1 
2 460.33 03/27.2014 14:52 -3.47101 S1.7B7.57 $515.00 3.50 
2 451-32 03/27/2014 14:53 -9.00764 

-0.02203 
S4.638.93 S515.D0 0.25 

2 450.4 03/27/2014 14:53 
-9.00764 
-0.02203 $474.67 S515.U0 0.05 

2 450.3 03/27.2014 14:50 -o.i; $51.50 $515.00 0.11 
2 443.06 03/27/2014 14:53 -7.24700 S3.732.65 $515.00 7.47 
2 442.05 55:27/2014 14:53 -0.1 $51 .50 $515.00; 0.11 
2 386.53 03/27/20(4 14 54 -56.4240 520.056.51 $516.00 58.12 
2 377,74 03?27/20t415:09 -6.79 54.023.54 £520.00 9.25 
2 266.53 05727/20' 4 15.12 -91.21 347.076.46 5526.00 0596 
2 3S&.53 03/27i2Qi4 15:37 102 ($52,622.00) $515.00 '05.27 
2 490.53 03/27,'2[J14 23:02 102 ($51,510.00] S505.0D 103.52 
2 490.45 : 03/27(2014 23:59 t r -0.00066 $33.41 S475.00 0.U6 
2 490.08 i 03/27/2014 23:59 -0.36309 $175.32 S476.00 0.36 
2 486.93 ! 03/27/2014 23:5B 1 -3-14594 01.404.62 3470.00 2.99 

Appendix B 
CARL M FORCE Bt'tStomp Account Analysis 

http://4gu.se


Lis*- . 
2 

Daly 
Balance' DateUma STC Deposit 

HTC 
With draw BTC Purchase BTC Sold 

USD Used to 
Purchase BTC 

USD hom Sates 
of BTC Wires Out BTC PrfcB FEE Notes Lis*- . 

2 - 1 6 6 . 8 03/27.2014 23.59 -0.02054 SI 3.56 3475-00 0.0") 
2 479.7 03/27/2014 23:59 -7.20714 $3,423.39 $475.00 0.55 
2 479.56 03/27/2014 23:59 -0.13191 S62.BB S475.00 0.1S 
2 479.44 03/27.2014 23:59 -O.1209*: 559.84 5475.00 0.12 
2 479.28 03/27/2014 23:59 -0.16022 370-10 $475.00 0_1f 
2 479.23 

AGO A 

03/28/2014 0:00 
tv\ IO ft <*) n 1 A tvCft 

, . -0.05 523.75 
tA £A-f f\f\ 

$475.00 
^A'//-. f\fi 

0.55 
O tA 

i 

£ 
2 

4D 9 .4 * 
469.22 

U J / Z O ' t U 14 U .uU 

. 03/28V2Q14 0:00 
03/29/2014 0:00 

- 9 . 0 4 3 c O 

-0.1325 556,83_ 
~~ $119.94 

i>41 OJJU 

547500 
9 . J 4 

0.1 fi 
2 : 468.97 

U J / Z O ' t U 14 U .uU 

. 03/28V2Q14 0:00 
03/29/2014 0:00 

-5.2525 
556,83_ 

~~ $119.94 $475.00 0.24 
2 468.67 03/26/2014 0:00 -0.3 $142.5D $475.00 0.23 

467.73 03/26/2014 0:00 ; -0.93912 $446.06 $475.00 0.9 
2 
2 

465.73 03/26/2014 0:00 •2 6950,00 5475.00 1.9 2 
2 457.23 03/28/2014 0:00 -R .49552 $4,035.37 $475.00 6.03 • • l 
2 

~2 
"2 

456.5 03/26/2014 0:00 
flirtOtlMA f\-P.fi 

-0.73457 
.A 

$346.92 
<ZA7C f\f\ 

$475.00 
*A\71 f\fl 

0.7 
fi dri 

. — i 2 
~2 

"2 4M.5 UJ't D'4I/ 14 U.U U 
03/2B/2014 0.00 

-1 
-1 

M l O.Ul? 
$475.00 

•ft t J.i/U 
$475.00 

0.05 
2 46l>.06 03/20.2014 0:00 -4.44055 $2,109.26 $475.00 4.22 
2 1 449.96 03/26,'2014 0:00 -1.0002 $470.10 $475.00 0.00 
2 393.06 03/20/2014 0:00 -55 $26,600.00 W75.00 53.2 
2 330.53 03'2BJ2D14 0.00 -2.52970 SI.201.05 $475.00 2.41 
2 402.33 D3i'30/2O14 12:40 11.60045300 {S5.475.41l $464.00 10.00 
2 
2~ 

412.33 
412.77 

03/20/201412:46 10 (S4,640.00) $454.00 9.28 1 2 
2~ 

412.33 
412.77 03/30/2014 12:43 0.4477 ($207,731 $464.00 0.42 

2 415.27 03/*30/201412:46 2.5 ($1,160.00) $464,00 2.32 1 
r-n- " ' * 2 456.18 03/30/201412:47 40.90561 ($1 e.oso.oo: S4R4.00 37.07 — — — — - 1 

2 461.1" 03/30/2014 12:47 4.9651 (02,313.65) $404.00 4.03 j 
2 402.53 03/3 0-2014 12:4R 31.36003691 ($14,551.47] $464.00 29.11 
2 545.26 03/30/20S4 16:23 52.73261330 ($23,202,35) t $440.00 40.41 
2 S49.5 03/30/20< 416:24 4.33658305 ($1,908,10) $-140.00 3.63 

22 2 574.6 03/30/201416:25 25 l$11.000.DO] $445.00 
3.63 

22 
2 598.26 03/30/2014 1R:25 23.00187605 ($10,420,031 $440.00 20.35 
2 598.62 03/30/201416:25 I 0.54 (5237.60] $440.00 0.43 
2 602.53 03/30/201416:25' 3.70692664 f $1,631.03: $440.00 3.27 
2 601.66 03/30/201417:08 -0.87011 $393,29 $452.00 0.7O 
2 598.17 03/3D/2014 17:03 -3.40 S1.577.48 $452.00 3.16 
2 691.56 03/30/201417:08 -6.60677 S2.986.26 $452.00 5.98 
2 583.73 03/30/20 !417:20 -7.62765 53.538.10 $452.00 7.08 
2 518.72 03/30.2014 17:22 1 -no. 01 529.384.52 $452.00 66.77 
2 S10.34 03/30,2014 17:23 -8.36071 S3,786.03 $452.00 7.56 
2 504.99 03/30/2014 17:23J -5.34869 02.417.61 $452.00 4.5' 
2 
2 

504.97 03/3O/'2O14 17:23 -0.02522 311.40 $452.00 0.03 2 
2 4@2.53 03/30-2014 17:24 -12.4403 $5,023.20 $452.00 11.25 
2 392.53 04/01-2014 6:40 -10C S47.006.00 $470.00 94 
2 400.1 S O4:02.'20l4 14:5£ 

Tr i lfi"T • '"i.'"i T ^ 1 ^ 
i 7.62720345 J$3,4?0.42) 

ia-.i H . "7r. u f 
$455.00 5 9 5 

2 
431, S£ 

494,92 
U4/U2/2U14 14.&& 
041*02/2014 14:53 

- , — — — . yi.1o45Jo41 
3.6 ($1,638.00) 

3 .U l i 

$455.00 3.28 
1 

2 496.02 04/02/2014 14:55 2 46910.00] $455.00 1.32 
2 497.53 U4/O2/2014 14:55 0.60617514 (5276.72: $455.00 0.56 
2 464.02 04/05/2014 23:18 1 -15.5002 i— . . . — . 50.256.1: $459.50 12.42 
2 -133.T2 04/05/2014 23:19 I 1 -0.1 • $137.95 S469.&0 0.23 

Appendix B 
CARL M FORCE ailSfcimp Account Analysis 

http://%7bS5.475.41l
mailto:4@2.53


Typa 
Daily 

Balance DateSme BTC DepOBil 
BTC 

Withdraw HTC Purchase BTC Sold 
USD Used to 

Purchase BTC 
USD from Sales 

of BTC Wires Out BTC Price FEE Note? 
2 463.12 04/05/2014 23:19 -D.6 0275.70 5458-50 C56 
2 480.62 04/0 5J2014 23:19 -2.5 31.146.75 $450.50 2.3 
2 450.35 O4.-TI5/2014 23:10 -0.27 $124.06 S459.50 0.25 
2 476.94 04705.'2014 23:25 -3.41326 S 1.568.39 5459.50 3.14 
2 422.94 04/05.2014 23:25 -54 $24. B13.nD 5459.50 40.55 
2 418.44 04/05/2014 23:25 -4.49349 $2,064.76 . : $459.50 4.13 
2 41B.34 04/05.2014 23:26 -0.1 $45.65 5450.50 0.1 
2 416.09 04/D5/2D14 23:26 -0.25 S114.8B S459.53 0.23 
2 417.64 04705,2014 23:2S -0.25 S114.BB 0459.50 0.23 
2 417.59 04/05/2014 23:23 -0.25 5114.08 S46&.50 0.23 
2 417.39 04/n5/2014 23:26 -0.2 $01.00 S459.50 0.19 
2 369.31 04/35,7514 23:26 -48.0836 022.094.39 S459.50 44.19 

369.06 04./O5T2O14 22:20 -D.25 5114.8B 3459.S0 0.23 
2 363.96 04/05.201423:26 -5.1 $2,343.45 $459.50 4.50 
2 363-71 04/05.2014 23:27 -0.25 S114.3B $459.50 0,23 
2 363.61 04/05/2014 23:2? -0.1 545.95 3450.3 5 0.1 
2 363.26 04/05/201423:27 -0.35 S 180.82 S459.50 0.53 
2 363.01 04/05/2014 23*7 -0.25 0114.36 S459.50 0.23 
2 362.69 04/55/2014 23:27 -0.32 S147.04 3450.50 0.0 

2 342.69 O4.'05/2D14 23:25 -2 3 $5,190.55 S459.50 1R38 

2 342.64 04.'U5/2G14 23:20 -0.04903 522.53 $459.53 0.05 
2 342.50 04/05/2014 23:23 -0.05 022.00 $4 59.50 0.06 
2 310 04/05/2014 23:29 -32.5371 $14,370.70 $459.58 29-05 
2 333.32 04/07/2014 15:33 23.32011113 |$15,400.77> $446.00 20. B1 
2 330.20 04/07/2014 16:41 5.0034107 fS2.659.66) $440.66 5.32 • 

2 1 330.55 04/07/201416:42 [1.20417274 ($117,321 $446,00 0.24 
2 341.12 04/07/2014 10:42 1.505- ($699.77) $446.00 1.4 
2 341-17 04/07.2014 16:43 0.06 ($22.30) $446.00 0.05 1 
2 i 341.22 04/07/2014 16:43 0.05 ($22,001 $446,00 0.05 
2 343.43 54/07/20:4 1043 2.21215 <S986.62) $446.00 1.03 

2 353.67 04/07/2314 16:43 1D.2402Q149 ($4,567.17) $446.00 0.14 
2 356.45 04/07/2014 16:44 2.775 ($1,237.65) $440.00 2.48 
2 356.49 04/07/2314 16:44 3.04 ($17.84) $446.00 0.04 

356.53 04/07/2014 16:44 0.O4 ($17.64) $446.00 3.04 
2 356.56 04/07/2014 16:44 3.05 ($22.30) $446.00 0.05 
2 366.63 04/07/2014 16:44 3.05 f $22.30) $446.00 0.05 
2 356.66 04/07/2014 16:44 0 05 ($22.301 3446.00 0.05 
2 053.en 04/07/201416:48 0.305 ($2.23) $445.00 5.01 
2 357.79 04/07.2314 16:51 i • • • 

i 
1.10615 (5493.34) $446.00 

o.es 2 
3 

358-63 04/07/201416:53 0.641 (S375.09) 
t<S*A 717 

$446.00 
rift 

0,76 1 - ™ - — 

ft 
2 

t O J . J ' J 

488.69 04/07/2014 16:56 .. ..... • 1113 

5.13083358 
l » i > 3 . 1 1 * . ' H I 

($2.268.35) 
• - — — 1  $446.00 

1 1 1 , r > t 

4.58 
2 495.36 04/07/2014 16:56 6.37204343 ($2,975.73) $446.00 5.00 
2 510 

r/ktt 7 

04/09/201412:14 
tiA}i n 1 A *z-OT 

14.64305666 ($6,530.60) 
I t 11 7A1 1 t t \ 

$446.03 
?Ci fin 

13.07 
Ail 

2 554-74 04/10(2014 3:22 
t-f • ) i J/ . i l 

ls.03332 
I * I C , 1 '• 1 - 1 >! > 

($6,449.29) $429.00 12.0 
2 569.71 04/10/2014 3:22 14.075 ($0,424.20) r $429.00 12.65 

U _ 2 569.8 I 04/10/2014 3:27 0.092 (539.47) $429,00 0.00 
2 577.3 54/10/2014 3:22 7.5 IJ3.217.50j $420.00 

23.2 2 504.34 04/10/2014 3:23 1 27.03374474 I ($11,597.48) $429.00 23.2 
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CARL W FORCE BitStamp Account Analysis 
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Appendix B 
CARL M F O R C E BitStamp Account Analysis 

Type 
Daily 

Balance Datetime B T C Deposit 
B T C 

Withdraw BTC Purchase B T C Sold 
USD Used to 

Purchase B T C 
USD from Sales 

of BTC Wires Out BTC Price F E E Notes 
? 605.15 04/10/2014 3:23 0.81 ($347.49) $429.00 0.7 
2 615 04/10/2014 3:23 9.85620241 ($4,226.31) S429.00 8.46 
2 515 04/10/2014 15:32 -100 $39,200.00 $392.00 78.4 
2 582.1 04/10/2014 22:01 67.0995788 ($25,564.94) $381.00 51.13 
2 597.11 04/10/2014 22:01 15.01 ($5,718.81) $381.00 11.44 
2 597.27 04/10/2014 22:01 0.159344 ($60.71) $381.00 0.13 
2 597.75 04/10/2014 22:01 0.476 ($181.36) $381.00 0.37 
2 615 04/10/2014 22:01 17.2550772 i.s... i:-',. $381.00 13.15 
2 618.25 04/11/2014 0:27 3.24807609 ($1,136.83) $350.00 2.28 
2 619.25 04/11/2014 0:27 1 ($350.00) $350.00 0.7 
2 620.87 04/11/2014 0:28 1.61801644 ($566.31) $350.00 1.14 
2 623.03 04/11/2014 0:28 2.1570687 (S704.i)7» $350.00 1.51 
2 623.5 04/11/2014 0:28 0.46957 ($164.35) $350.00 0.33 
2 647.4 04/11/2014 0:30 23.90761198 ($8,367.66) $350.00 16.74 
2 719.4 04/11/2014 0:30 72 l$25.L!lJ0.0(>> $350.00 50.4 
2 724.4 04/11/2014 0:30 5 ($1,750.00) $350.00 3.5 
2 779.46 04/11/2014 0:30 55.06 ($19,271.00) $350.00 38.55 
2 783.69 04/11/2014 0:31 4.23 ($1,480.50) $350.00 2.97 
2 793.19 04/11/2014 0:31 9.5 ($3,325.00) $350.00 6.65 
2 793.21 04/11/2014 0:31 0.012 ($4.20) $350.00 0.01 
2 797.22 04/11/2014 0:31 4.01005 ($1,403.52) $350.00 2.81 
2 820 04/11/2014 0:31 22.78760679 ($7,975.66) $350.00 15.96 
2 730.29 04/11/2014 1:14 -89.7175 $33,105.77 $369.00 66.22 
2 620 04/11/2014 2:34 -110.282 $40,694.23 $369.00 81.39 
2 616.31 04/11/2014 12:37 -3.69116 $1,587.20 $430.00 3.18 
2 616.3 04/11/2014 12:37 -0.00854 $3.67 $430.00 0.01 
2 616.3 04/11/2014 12:37 -0.00854 $3.67 $430.00 0.01 
2 616.29 04/11/2014 12:37 -0.00854 $3.67 $430.00 0.01 
2 521.27 04/11/2014 12:37 -95.0171 $40,857.34 $430.00 81.72 
2 520 04/11/2014 12:37 -1.26616 $544.45 $430.00 1.09 
2 488.59 04/12/2014 3:06 -31.4114 $13,789.58 $439.00 27.58 
2 485.48 04/12/2014 3:08 -3.11409 $1,367.08 $439.00 2.74 
2 482.14 04/12/2014 3:09 -3.34041 $1,466.44 $439.00 2.94 
2 481.96 04/12/2014 3:09 -0.1742 $76.47 $439.00 0.16 
2 464.55 04/12/2014 3:09 -17.4152 $7,645.26 $439.00 15.3 
2 459.74 04/12/2014 3:09 -4.80777 $2,110.61 $439.00 4.23 
2 447.58 04/12/2014 3:09 -12.16 $5,338.26 $439.00 10.68 
2 447.08 04/12/2014 3:10 -0.50351 $221.04 $439.00 0.45 
2 438.72 04/12/2014 3:10 -8.35358 $3,667.22 $439.00 7.34 
2 437.96 04/12/2014 3:10 -0.75966 $333.49 $439.00 0.67 
2 432.02 04/12/2014 3:11 -5.94 $2,607.66 $439.00 5.2? 
2 420 04/12/2014 3:15 -12.0202 $5,276.88 $439.00 10.56 
2 468.19 04/13/2014 11:25 48.18117934 ($20,236.10) $420.00 40.4f 
2 611.23 04/13/2014 11:25 143.0405106 ($60,077.01) $420.00 120.1':: 
2 641.23 04/13/2014 11:25 30 ijoij u i $420.00 25.2 
2 651.5 04/13/2014 11:25 10.2736655 ($4,314.94) $420.00 8.63 
2 721.5 04/13/2014 11:25 70 ($29,400.00) $420.00 58.8 
2 729 04/13/2014 11:25 7.5046446 ($3,151.95) $420.00 6.31 
2 641.04 04/14/2014 4:49 -87.9598 $38,174.54 $434.00 76.35 
2 636.04 04/14/2014 4:49 -5 $2,170.00 $434.00 4.34 



Appendix B 
CARL M l-QROE BjtStamp ACCounl Analysis 

Type 
DaSy 

Rylance Dateiirne ere Deposit 
a r c 

Withdraw BTC Purchase BTC Sold 
USD Used 1o 

Purchase BTC 
r 0 S n fir.ni 'O^les 

of BTC Wires Out BTC Price FEE Notes 
^ 2 804.17 04/14.7014 4:49 -3:.0714 $1 3,632.19 $434.00 27.67 

2 803.97 04/14/2014 4:49 -0.2 $50.50 $434.00 5.If 
2 802.84 O4,'l4..'20l4 4:45 -1.13717 $493.55 5434,00 5.99 
2 568.99 04/'*4/2014 4:49 • -J3.8502 56 ,010 .07 $434,00 12.03 
2 575.73 04/14/20144:49 / -13.2562 S5,753.20 $434.00 11.51 
2 570.84 U4'14/2014 4:49 -4.88558 S2.120.34 $434.00 4.25 
2 559.78 04/14/2014 4:50 

C\A4 {4A!*9T\AA A * is n 
. -11.0045 

n ri 
- -- $4,602.55 5434.00 

c A *IA nn 
9-61 
n 4 n 1 

A 

2 554.45 04/14/20144:50 
-U.t*. 

-S.13001 52.226.42 
• - - •4*5*h 1JU 

5434.00 

I. I D 

4.40 
2 423 04/14/20144:50 -125.445 $54,443.20 S434.00 103.69 
2 323 34/15/2514 6 47 -100 547.500.00 5475.00 55 

562 04/10/2014 :7:50 222.3039 $- 3- 0 
2 352 04/21 #014 10.10 100 ($49,000.00) S490.00 96 
< 1552 

fiftl 1 
04/24.'2Q14 1244 

\\*.;'>f>'><< 1.1 n . ; n 
0 

t P H ^ £l%j4 A C i 
.. . (579,92B;00X $-

* J A ft A n n 

72 
1*7 '1(1 

PaliiO'S BTC 
t 
2 686.67 

W ? t a r i L 14 o.du 
04/25/2014 3:30 3.50639 I ( d 1 <7*DiH . U D J 

($4,147.34) S484.00 
2. . J O 

8.3 2 708.07 04/25/2014 3:31 19.19926; ($0,292.44) S484.00 18.5S 
2 715.15 04/25/2014 3:31 7.0S807i_ ($3,430.03) S4R4.00 0.67 

, . 2 752 04/25/2014 3:31 36.84042033 ($17,834.64) 5464.00 55.67 
2 755.69 04/25/2014 3:42 3.68853733 ($1,752.00) S475.00 3.51 
2 778.53 04/25/2014 3:42 22.83435055 ($10,846.32) 5475.00 21.7 
2 789.22 04/25/2014 3:42 

• • 10-68839175 (55,03174) $475.00 10.17 
2 793.5 04/25.2014 3:42 • • 4.276B2414 (52.031.40) $475.00 4.07 
2 7S3.51 04/25/2C14 3;42 0.01 ($4.751 5475.00 0.01 
2 8U4.2'. 04/25.2014 3:42 10.70307265 (55.034.24) $475.00 10.17 
2 851.92 04/25/2014 3:42 47.70322368 (S22.659.03) 6475.00 45.32 
2... 552 04/25/2014 3:42 6.065 j (S40.38) ! 5475.00 0.0 B 
2 873-16 04/25/2014 4:20 21,153346221 (1.9.336.31) : S465-00 1 J.6U 
2 883.16 04/25/2Q14 4.20 \ 0 ($4,660.00) $465.00 9.3 
2 ! 888.16 04/25.2014 4:20 5 ($2.325.00) $465.00 4.65 
2 891.15 04/25/2014 4 2 0 2.091 ($1,390.82) $465.00 

"'"$465.00 
2.78 

2 691.25 04/25/2014 4:20 0.101582 ($47.24) 
$465.00 

"'"$465.00 0.1 
2 903.25 04/25/2014 4:20 12,002 (55.580.03) $465.00 11.17 
2 907.33 04/25/2014 4:20 4.O7771079 (51.806.14) $465.00 3.8 
2 907.41 04/25.2014 4:20 6.03 ($37.20) $465.00 O.Oii 
2 
2 

9C9.79 
919-09 

04725/2014 4:20 
04/25/2014 4:20 

2.38168 
0.30273473 

($1,107.48) 
(S4.325.791 

— 5465.00 
' $465.bb" 

2.22 
s e t 

. 

2 
2 

922.46 
932.25 

04/25/2014 4:20 
04/25.2014 4:20 

3.36785622 
9.79 

(S1.566.0S) 
(64,552.35) 

$465.00 
$405.00 

3.14 
9.11 — 

2 934.82 04/25/2014 4:2.0' 2.57183 (51.195.90) $465.00 2.4 
2 935.02 04.25/2014 4:20; 0.2 ($03.00); $465.00 0.19 
2 935.12 04/25.2014 4:20 0.101938 ($47,400 $465.00 0.1 
2 9 3 9 . 92 04/25.2014 4:20 

A r A c t 4 J ft 

4.8 (32,232.00) 5465.00 4.47 , . _ 
2 
2 

940.92 
U54 

o 4 i 2 5 , 2 0 H 4.20 
04/25/2014 4:20 

I— 10 
4.37523209 

f $4.650-00) 
($1.896.40) 

- $435.00 
$465.00 3.8 

2 968.24 04/25/201411:11 34.2355074 ($15,405.96) $450.00 30.52 
2 1033 .24 04/25/201411:11 50 ($22,500.00> $450.00 45 
2 
• J 

1038.33 
A ntiti 

04/25/201411:11 
f\A 'IK ">.". ^A A A. -1 1 

! 0.068 „ — ($39.60> 
it A IRA At\ 

$450.00 0.00 

2 
l Uo'J 
1054 

U4. £.\>}Zs\It 11,11 
04/25/201411:11 

. ..... n ti i I V J H2t> 
4 

| . < . , . £ , . 4 . 4 ^ f 

($1,600.00) $450.00 3-0i 



Appendix B 
CARL M F O R C E Bitstamp Account Analysis 

Daily BTC USD Used to USD from Sales 
Type Balance Dafetime BTC Deposit Withdraw BTC Purchase BTC Sold Purchase BTC of BTC Wires Out BTC Price F E E Notes 

2 1126.91 04/25/2014 11:14 72.9056128 ($32,443.00) $445.00 64. SB 

2 1141.85 04/25/2014 11:14 14.94249634 ($6,649,41) $445.00 13.3 

2 1154 04/25/2014 11:14 12.15189086 ($5,407.59) $445.00 10.82 
2 1124.54 04/25/2014 20:12 -29.4652 $13,612.93 $462.00 27.23 
2 962.03 04/25/2014 20:13 -162.503 $75,076.58 $462.00 150.16 
2 954 04/25/2014 20:14 -8.03137 $3,710.49 $462.00 7.43 
2 953.74 04/28/2014 4:33 -0.26 $111.29 $428.04 0.23 
2 951.22 04/28/2014 4:33 -2.52147 $1,079.19 $428.00 2.16 
2 950.95 04/28/2014 4:33 -0.275 $117.70 $428.00 0.24 
2 944.25 04/28/2014 4:33 -6.7 $2,867.60 $428.00 5.74 
2 944.05 04/28/2014 4:33 -0.2 $85.60 $428.00 0.18 
2 943.75 04/28/2014 4:34 -0.3014 $129.00 $428.00 0.26 
2 943.55 04/28/2014 4:34 -0.2 $85.60 $428.00 0.18 
2 940.85 04/28/2014 4:35 -2.7 $1,155.60 $428.00 2.32 
2 867.09 04/28/2014 4:35 -73.751 $31,565.43 $428.00 63.14 
2 863.19 04/28/2014 4:35 -3.90713 $1,672.25 $428.00 3.35 
2 833 04/28/2014 4:35 -30.1829 $12,918.28 $428.00 25.84 
1 833 04/29/2014 13:12 0 ($200,899.59) $- 180.97 
1 433 04/29/2014 13:41 -400 $- $- 0 

E n d i n g 

B a l a n c e 433 2775.380513 -1289.499 14495.66193 -10719.1 ($9,544,732.95) $6,484,584.87 ($518,109.74) 



EXHIBIT E 



T R A C E O F F R E N C H I U A i D P A Y O F F 

770 BTC (worth 
approximately 
$97,000 on 
9/15/2013) 
Per records obtained 
from the Silk Road 
marketplace and 
Ross Ulbricht's 
laptop, the 770 
bi tco i n s t ransacti o n 
into bitcoins address 
14rE7Jqy4a6P27qWC 
CsngkUfBxtevZhPHB 
appears to the 
payment to 
"Frenchmaid". This 
transaction was a 
withdrawal made lay 
Ross Ulbricht from 

Silk Road. 

The sum of these 
9/15/2013, 2:10 
UTC, payments to 
14rE7Jqy4a6P27qWC 
CsngkUfBxtevZhPHB 
is 520 BTC Total BTC 
deposited Into 
14rE7Jqy4a6P27qWC 
CsngkUfBxtevZhPHB 
= 7 7 0 BTC 

9 /17 /2013 20:08 
14rE7Jqy4oBP27qWCCs 

ngkUfBxtevZhPHB 
sends 154 BTC to 

15gCsMtTOZ2zXlydW66 
52lSTQXpCAHfilZt 

9/17/2013 20:09 
14r£7Jqy4a6P27qWCC$ 

ngkUfBxtevZhPHB 
sends 154.0005 BTC xo 
13QGtr5jCut3uwzfW8ZP 

zRs9Sku9bBxWt3 

9 /17 /2Q13 20:11 
14rE7Jqy4a6P2 7q WCCs 

ngkUfBxtevZbPHB 
sends 147 BTC to 

J MmnaBiBSJyuTcMxsJk 
UyOEelszy7ctP6p 

3 /17 /2013 20:12 
14rE7jQy4o6P27qWCa 

r>gkUfBxtev2t)PHB 
sends 154.0005 BTC to 
lN4NAD2ZnwB 74gVRt>d 

WjHlNPFkjtyyStoSt 

9 /17 /2013 20:13 
14rE7Jqy4o6P27q WCCs 

riQkUfBxtevZbPHB 
Sends 160.999 BTC to 

17UvSTUSgCYgQqiMzVo 
iFR603QOpf*4rV2i 

9/20/2013,23:29 
48 BTC deposited into 

156RBPI} U CwSdasXHCSJ 
SKsuACfilVf7:Sfly2C. 
These BTC were also 

traced toSi l^udd V . B I I P W . 

9 /22 /2013 00:52 
ISgCsM tTDZ2ztlyd W6 

652jSTQXpCAHAtZL 
sends 154 BTC to 

17pl DgXbvb Om50Q3z 
u9vC2q9TzJe9vn5ct 

This address received 
Other deposits, for a 

^yjotal of 388.9995 BTC 

9 / 2 2 / 2 0 1 3 OD:56 
S3 QGtr5jCitt3uwzj W82P 

zRs9$ku9b6xWt3 
sends 154 BTC to 

UFKEvq3593ksDaEVQ(S 
uAaLX167rtivPtf 

9 / 2 2 / 2 0 1 3 1:08 
1 Mmna8iB9JyuTcMxsJk 

UyOEeazy7ctP6p 
sends 146.9995 BTC to 
156R B Pq UCw6UxsXHC$J 

SKsuAC€JUmSRy2C 

9 /22 /20131:17 
J N4NA DZZnwB 74g VRed 

WjHlNPFkjtyyStxO 
sends 154 BTC to 

lt3tixpQdakGzQJ4oltnT 
X28AqUVEkz9m6x$ 

9 /22 /2013 1:17 
3 7Uu5TUSgCYgQqiMzVc 

iFR6u3BDph4fV2J 
sends 160.9985 BTC to 

lCJx8v5VC2fCekkzQfMi 
5NCQSfL6GwrN4n 

9 / 2 9 / 2 0 1 3 23:17 
17plDgXbvbDm5DQJzu9 

vc2q9TzJe9vn5ct 
sends 154 BTC to 

iHDvYvhcfJJV3HxnRYZN 
mh5ZNHZwikl3qL 

This is Car l Mark For te 's 
CampBX address 

9/23 /2013 ,1S:13 
156RBPq UCwSdxsXHCsJS 

KsuAC6JUrn$Ry2 
Sends 194.9995 BTC to 

S2ey8T8V9erbDjNGz6isAj 
S37XafPc8S9p 

This Is Carl Mark Force's 
CampBX address 

9/23/2013.. 23:14 
1 L9HxpQOokGzQT4ol m T 

XZ8AqVVEkz9mE-xS 
sends 154 BTC to 

lHDvYvh cfJJV3HxnRYZN 
mh5ZNHZwikl3qt 

This is Carl Mark For te ' s 
CampBX address 

9/29/2013,23:13 
iaxSv5VCZfCekkiQfMiS 

NCq5fL6GwrN4n 
sends 160.9985 BTC to 
;1 HDvYvh c FJJ V3Hxn R YZN 

mb5ZKHZwikl3qL 
This is Carl Mark Force's 

CampBX address 
All times a r e UTC (Coordinated Universal Time] 



EXHIBIT F 



Liquidation of Silk R o a d Theft Proceeds 

Approx. 
Date Amount Approx. Number of Amount 

BTC Price Bitcoins 
Sold* 

S i l k R o a d 
anonymous marketplace 

January 25, 2013 
20,073 hhxoinsarc stolen from Silk Road 
and Silk Road vendors and deposited into 

bitcoins address 
12?83qwztPyAG7uq63LG8G5/ZwhFcJ7j4A 

January 26, 2013 
1,475 bitcoins are sent from 

12?B3qwztPyA67uq63LG8GSi 
zwhFcJ7j4A 

into MtGox bitcoins address 
1 BnYoj218dcGhhgGcQBmb$l 

mrhGGzJjrtB 

January 26, 2013 
another 955 btc arc sent from 
127B3qwztPyA67uq63LG8G5i 

zwhFcJ7j4A 
into MtGox bitcoins address 
1 Bn Yoj21 SdcGhhgGcQBmbsi 

mrh6Gzljrt8 

As of January 26,2013, 
MtGOX account 

lBnYo}218&cGhhQGcQBmbs!mrh6GzJjrtB 
controls at feast 2,430 stolen bitcoins 

Between March and May of 2013, 
MtGOX account 

lBnYoj218dcGhhgGcQBmbsimrh6GzJjrt8 
makes 9 wires to Quantum International 
LLC, into Shaun Bridges' Fidelity Account 

3/6/2013 $ 98,511.08 $ 42.00 2345.50 

3/8/2013 S 98,968.00 $ 44.00 2249.27 

3/13/2013 $ 99,968.62 $ 46.92 2130.62 

3/16/2013 s 99,968.74 S 51.00 1960,17 

3/19/2013 s 99,968.64 $ 59.00 1694.38 

4/5/2013 $ 99,968.08 $ 142.00 704.00 

4/16/2013 s 99,959.34 $ 68.00 1470.14 

4/26/2013 $ 99,969.32 $ 136.00 735.07 

5/7/2013 $ 25,559.37 $ 109.00 234.49 

13289.15 

*if sold on trie day 
it was wired out 

( 5 1 

May 9,2013 
BRIDGES served as the affiant on a multf-million dollar 

seizure warrant for Mt Gox and its owner's bank 
accounts 


