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QUESTIONS PRESENTED

1. Whether the warrantless seizure of an individual’s
Internet traffic information without probable cause vio-
lates the Fourth Amendment.

2. Whether the Sixth Amendment permits judges to
find the facts necessary to support an otherwise unrea-
sonable sentence.
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In the Supreme Court of the United States

No.

R0SS WILLIAM ULBRICHT, PETITIONER

UNITED STATES OF AMERICA

ON PETITION FOR A WRIT OF CERTIORARI
TO THE UNITED STATES COURT OF APPEALS
FOR THE SECOND CIRCUIT

PETITION FOR A WRIT OF CERTIORARI

Ross William Ulbricht respectfully petitions for a writ
of certiorari to review the judgment of the United States
Court of Appeals for the Second Circuit in this case.

OPINIONS BELOW

The opinion of the court of appeals (App., infra, 3a-
108a) is reported at 858 F'.3d 71. The district court’s order
denying petitioner’s motion to suppress (App., nfra,
109a-146a) is unreported.
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JURISDICTION

The judgment of the court of appeals was entered on
May 31, 2017. A petition for rehearing was denied on Au-
gust 30, 2017. On November 21, 2017, Justice Ginsburg
extended the time within which to file a petition for a writ
of certiorari to and including December 28, 2017. The ju-
risdiction of this Court is invoked under 28 U.S.C. 1254(1).

CONSTITUTIONAL PROVISIONS INVOLVED

The Fourth Amendment to the United States Consti-
tution provides in relevant part:

The right of the people to be secure in their persons,
houses, papers, and effects, against unreasonable
searches and seizures, shall not be violated, and no
Warrants shall issue, but upon probable cause].]

The Sixth Amendment to the United States Constitu-
tion provides in relevant part:

In all criminal prosecutions, the accused shall enjoy
the right to a speedy and public trial, by an impartial

juryl.]
STATEMENT

This case—one of the highest-profile federal criminal
prosecutions in recent years—presents two important
questions requiring the Court’s review. The first question
is whether the warrantless seizure of an individual’s In-
ternet traffic information without probable cause violates
the Fourth Amendment. That question is closely related
to the question the Court is currently considering in Car-
penter v. United States, cert. granted, No. 16-402 (argued
Nov. 29, 2017). The second question is whether the Sixth
Amendment forbids a judge from finding facts necessary
to support an otherwise unreasonable sentence. The
Court left open that question a decade ago in Rita v.



United States, 551 U.S. 338 (2007). As to both questions,
the courts of appeals have expressed serious doubts about
the constitutionality of existing practices, but they per-
ceive themselves to be bound by the Court’s precedents.

In this case, without a warrant or probable cause, the
government seized petitioner’s private Internet traffic in-
formation and used that information to arrest and convict
him of drug trafficking and related offenses. The district
court then sentenced petitioner to life imprisonment with-
out the possibility of parole—a sentence almost unheard
of for a first-time offender charged with the offenses at
issue. The district court imposed that sentence by resolv-
ing several disputed issues of fact; absent those judge-
found facts, petitioner’s sentence would have been unrea-
sonable.

The court of appeals affirmed. Although the court
acknowledged that “questions have been raised” about
the constitutionality of both practices, it considered itself
bound to apply this Court’s precedents on those issues
“until and unless” the Court intervenes. App., infra, 33a,
see id. at 106a n.72. This case is an appropriate vehicle in
which to provide much-needed clarity on critical and re-
curring questions of federal criminal law.

1. In 2009, petitioner, a 25-year-old committed liber-
tarian with a master’s degree in materials science and en-
gineering, began working to create an online marketplace
that would allow users to buy goods anonymously and se-
curely. Petitioner’s efforts culminated in 2011 in the cre-
ation of a website called the Silk Road, which allowed in-
dividual users to create anonymous accounts to buy and
sell a range of goods and services. As petitioner later told
the district court: “I remember clearly why I created the
Silk Road. I had a desire to—I wanted to empower people
to be able to make choices in their lives for themselves and
to have privacy and anonymity.” C.A. App. 1507. Users



bought and sold a variety of illegal goods on the Silk Road
website, including drugs, false identification documents,
and computer hacking software. App., infra, 5a.

In 2012, the lead administrator of the Silk Road
adopted the username “Dread Pirate Roberts,” a refer-
ence to the novel and film The Princess Bride (in which
Dread Pirate Roberts was a pseudonym periodically
passed from one individual to another). Petitioner con-
tended at trial that he abandoned his interest in the Silk
Road in 2011, but was lured back by a successor adminis-
trator toward the end of the site’s operation so that he
would take the blame for the site. App., infra, 14a, 19a.

2. The government began investigating the Silk Road
website in 2011 after it started to receive attention in the
news media. The government initially targeted “several
individuals” it suspected of being the Dread Pirate Rob-
erts, including Mark Karpeles, a computer developer and
a self-proclaimed hacker. According to the government,
it began to focus on petitioner when it found an Internet
post on one of Karpeles’ websites relating to the Silk
Road. The post was made by a user associated with the e-
mail address rossulbricht@gmail.com. App., infra, 6a;
Gov’t C.A. Br. 64-65; Tr. 1263, 1266-1267 (Jan. 26, 2015).

Using that e-mail address, the government was able to
locate petitioner and eventually to monitor his Internet
traffic and location. To begin with, the government iden-
tified a particular Internet Protocol (IP) address that reg-
ularly accessed petitioner’s e-mail account. An IP address
is a unique number assigned to every device connected to
the Internet. When a user visits a webpage, checks his e-
mail, or performs any other action requiring an Internet
connection, his computer or device communicates its IP
address so the responding computer knows how to route
the requested data. App., infra, 7a.



The government collected data about the Internet
traffic to and from petitioner’s IP address and identified
his home address as 235 Monterey Boulevard in San
Francisco, California. The government then secured an
order authorizing a “pen register,” along with a “trap and
trace device,” to be applied to the wireless router in peti-
tioner’s living room. A pen register is a device that rec-
ords the dialing, routing, addressing, or signaling infor-
mation transmitted by a particular device, such as a tele-
phone, computer, or e-mail account. App., infra, 30a,
112a-114a; Gov’'t C.A. Br. 105-106.

In order to obtain an order authorizing a pen register
under Title III of the Electronic Communications Privacy
Act, the government is not required to show probable
cause; instead, a government attorney need only certify
that the information “likely to be obtained” by the pen
register is “relevant” to an ongoing criminal investigation.
18 U.S.C. 3122. A trap and trace device is like a pen reg-
ister, only it collects incoming (rather than outgoing) data.
Together, the combination of a pen register and a trap and
trace device is known as a “pen/trap.”

The orders authorizing the pen/trap on the router in
petitioner’s home, like other pen/traps the government
later employed, allowed the government to collect several
categories of information associated with petitioner’s In-
ternet activity. Specifically, orders allowed the govern-
ment to “identify the source and destination IP addresses,
along with the dates, times, durations, ports of transmis-
sions, and any Transmission Control Protocol (TCP) con-
nection data[] associated with any electronic communica-
tion sent to or from” specified devices associated with pe-
titioner, including his router and laptop. App., infra, 30a-
31a (alteration, footnote, and citation omitted).

The pen/trap orders allowed the government to deter-
mine the IP addresses contacted by petitioner’s router;



the time and duration of those connections; and the indi-
vidual devices that were connecting to the Internet
through the router. By identifying the “port of transmis-
sion” associated with petitioner’s Internet traffic, the
pen/trap orders also allowed the government to deter-
mine what type of Internet traffic was occurring. As the
government’s lead FBI investigator explained: “Comput-
ers use different ‘ports’ to handle different types of Inter-
net traffic. For example, e-mail traffic is handled on cer-
tain ports while website traffic is handled on others. Port
information thus reveals what type of traffic is reflected
on a pen register[.]” D. Ct. Dkt. 57, at 9 (Y 19 n.10) (Sept.
5, 2014) (declaration of Christopher Tarbell).

As aresult of the pen/trap orders, the government was
able to identify all of the individual devices that regularly
connected with petitioner’s router, along with the traffic
associated with those devices. In particular, the govern-
ment determined that a particular laptop computer—pe-
titioner’s personal laptop—routinely connected with the
router. The government did so by identifying the media
access control (MAC) address of the laptop—a unique
number embedded in a device’s hardware that can be used
to identify the device on any network to which it connects.
After identifying the MAC address of petitioner’s laptop,
the government could isolate the Internet traffic associ-
ated with that computer. App., tnfra, 30a-31a; D. Ct. Dkt.
57,at 9 (Y 19 n.11).

Using that MAC address, the government secured yet
another pen/trap order to collect data about any Internet
communications sent to or from petitioner’s laptop. Dur-
ing this period, the government monitored petitioner’s In-
ternet activity, including the times he logged on and off,
to compare it with the Dread Pirate Roberts’ Internet ac-
tivity. After two weeks of warrantless pen/trap surveil-
lance, agents sought a warrant for petitioner’s arrest, as



well as warrants to search his home and laptop. Petitioner
was subsequently arrested at a public library in San Fran-
cisco. App., infra, 12a, 112a-114a; Gov’'t C.A. Br. 107-108.

3. A grand jury in the Southern District of New York
indicted petitioner on numerous counts of drug trafficking
and related offenses. Before trial, petitioner moved to
suppress evidence gathered in the course of the govern-
ment’s warrantless pen/trap surveillance, contending that
the pen/trap orders were unlawful because a warrant was
required. App., infra, 7a-8a, 31a.

The district court denied the motion. App., mnfra,
110a, 141a-142a. The court relied on this Court’s decision
in Smith v. Maryland, 442 U.S. 735 (1979), which held
that individuals have no Fourth Amendment privacy in-
terest in phone numbers captured during a telephone call
by a pen register. App., infra, 141a-142a. Based on that
holding, the district court concluded that the “law is
clear—and there is truly no room for debate—that the
type of information” gathered by the pen/trap orders at
issue here “was entirely appropriate for that type of or-
der.” App., infra, 141a.!

4. After a highly publicized trial, petitioner was con-
victed on all counts. Under the relevant statutes, peti-
tioner’s convictions exposed him to a mandatory minimum
sentence of 240 months in prison and a maximum sentence
of life in prison. Under the Sentencing Guidelines, peti-
tioner’s offenses and complete lack of criminal history
should have led to a recommended Guidelines range sub-
stantially below that maximum.

1 Although the district court also determined that petitioner had
not demonstrated he possessed a sufficient interest in the information
at issue, App., mfra, 141a-142a & n.14, the government stipulated
that petitioner had such an interest, and the court of appeals pro-
ceeded to address the constitutionality of the pen/trap orders, id. at
3lan.28.



At petitioner’s sentencing hearing, however, the dis-
trict court resolved several disputed issues of fact by a
preponderance of the evidence and applied several en-
hancements to petitioner’s offense level. The court im-
posed an increase for directing the use of violence, based
on its determination that petitioner commissioned five
murders (which were never committed) during his alleged
time as the Dread Pirate Roberts. Petitioner was not
charged for the alleged commissioning of murders; in-
deed, at trial, the government did not claim the murders
actually occurred and stressed to the jury that it was “not
required to make any findings about them.” Tr. 2159-2160
(Feb. 3,2015). But the district court discussed the alleged
commissioning of murders at length at sentencing and im-
posed an enhancement on that basis. App., infra, 26a-27a,
C.A. App. 1464-1466, 1528-1529.

The district court also made findings resulting in an
increase under the Guidelines for importing methamphet-
amine; an increase for maintaining premises for manufac-
turing or distributing a controlled substance; and an in-
crease for distributing a drug quantity far in excess of the
quantity found by the jury. Because the offense level re-
sulting from these enhancements exceeded the maximum
allowable level, the Guidelines “range” became a recom-
mended sentence of life imprisonment. App., infra, 26a-
2Ta; C.A. App. 1463-1470.

The district court also devoted extensive attention at
sentencing to other conduct for which petitioner was
never charged. In particular, the distriet court considered
evidence of six drug-related deaths allegedly connected to
Silk Road, including testimony from parents of two of the
decedents. App., infra, 27a-28a; C.A. App. 1472-1496.
Although the court noted that “[t]he defendant is not con-
victed of killing these people” and the evidence of the
deaths was “not relevant to the offenses of conviction,” it



determined it could consider the deaths as “related con-
duct” on the theory that they were, “by a preponderance
of the evidence * * * | in some way, related to the Silk
Road.” C.A. App. 1472.

The defense objected to the district court’s factual
findings. C.A. App. 1481. Petitioner also submitted al-
most one hundred letters attesting to his character, which
the court called “profoundly moving,” “written by a vast,
broad array of people * * * from every phase of your
life,” and which showed “a man who was loved, who has
built enduring and significant relationships over a lifetime
and maintained them, * * * [who] displayed great kind-
ness to many people.” Id. at 1534-1535. The government’s
sentencing letter to the court nevertheless urged a
“lengthy sentence,” citing the fact that petitioner’s “sen-
tencing [was] being closely watched.” Id. at 1328.

Noting the “significant public interest in this case,”
the district court sentenced petitioner (who was then 31
years old) to life imprisonment. The court also imposed a
forfeiture order of $184 million, representing the amount
that allegedly passed through the Silk Road website. C.A.
App. 1537-1539.

5. On appeal, petitioner argued, as is relevant here,
that the district court erred in denying his motion to sup-
press the evidence from the pen/trap orders and that his
life sentence was both procedurally and substantively un-
reasonable.

The court of appeals affirmed. App., infra, 3a-108a.
As to the denial of petitioner’s motion to suppress, the
court adopted the government’s assertion that the col-
lected information about Internet traffic was “akin to data
captured by traditional telephonic pen registers and trap
and trace devices.” Id. at 31a (internal quotation marks
and citation omitted). Relying on the so-called “third-
party doctrine” developed in the context of telephone calls
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in Smath, the court concluded that petitioner had no rea-
sonable expectation of privacy in his Internet traffic infor-
mation because he voluntarily conveyed it to his Internet
service provider and to third-party servers. Id. at 32a-
33a. Although the court acknowledged that “questions
have been raised about whether some aspects of modern
technology * * * call for a re-evaluation” of the rule of
Smith, it nevertheless viewed itself as “bound * * * by
[Smith] until and unless it is overruled by the Supreme
Court.” Id. at 33a.

As to the reasonableness of the sentence, the court of
appeals ultimately upheld the sentence, although it did
“not reach [its] conclusion lightly.” App., infra, 107a.
Even though a “life sentence for selling drugs alone would
give pause,” the court of appeals differentiated this case
from the typical drug-trafficking case based on the dis-
trict court’s factual findings at sentencing. Id. at 100a-
101a. In particular, the court reasoned that the district
court’s finding that petitioner had “[c]Jommission[ed]
* % % murders significantly justified the life sentence,”
rendering it substantively reasonable. Id. at 101a n.68;
see id. at 102a.

The court of appeals likewise upheld petitioner’s sen-
tence as procedurally reasonable, despite the district
court’s decision to take into account the drug-related
deaths. App., infra, 87a-97a. At the outset, the court of
appeals stated that there was “no need” for the govern-
ment to introduce such “emotionally inflammatory” evi-
dence at sentencing, “let alone to hammer the point home
with unavoidably emotional vietim impact statements by
parents of two of the decedents.” Id. at 91a. But the court
of appeals ultimately concluded that the district court was
permitted to consider the uncharged conduct, found by a
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preponderance of evidence, as long as the facts did not in-
crease the statutory maximum sentence for the crimes for
which petitioner was found guilty. Id. at 92a-93a, 96a.

Petitioner and his amici cited various opinions by
members of this Court suggesting that judicial factfinding
violates a defendant’s constitutional right to a jury trial
where it renders reasonable an otherwise unreasonable
sentence. Pet. C.A. Reply Br. 60-62; see, e.g., Drug Policy
Alliance C.A. Br. 14-15. But the court of appeals rejected
petitioner’s constitutional argument as having “no sup-
port in existing law.” App., infra, 106a n.72. Although the
court of appeals “might not have imposed the same sen-
tence [itself] in the first instance” in this case, it deter-
mined that the district court’s factual findings brought pe-
titioner’s sentence within a permissible range. Id. at 107a.
Based on those findings, the court of appeals upheld what
it described as the district court’s exercise of its “power to
condemn a young man to die in prison.” Id. at 108a.

6. The court of appeals denied a petition for rehear-
ing without recorded dissent. App., infra, 1a-2a.

REASONS FOR GRANTING THE PETITION

I. THIS COURT SHOULD GRANT REVIEW TO DECIDE
WHETHER THE FOURTH AMENDMENT PROTECTS
AN INDIVIDUAL’S INTERNET TRAFFIC INFOR-
MATION

A. The Question Presented Is Of Exceptional Importance
And Cannot Be Answered Without This Court’s Re-
view

This case presents the question whether the Fourth

Amendment permits the government, without probable
cause, to collect data generated by millions of individuals
as an everyday incident of modern life: their Internet
traffic information. The Court has previously granted
certiorari to resolve similar questions about the interplay
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between modern technology and Fourth Amendment pri-
vacy interests, see, e.g., Riley v. California, 134 S. Ct.
2473 (2014), and it has done so again this Term, see, e.g.,
Carpenter v. United States, cert. granted, No. 16-402 (ar-
gued Nov. 29, 2017). The Court should similarly grant
certiorari to resolve the question presented in this case or,
at a minimum, hold this case pending its decision in Car-
penter, which may articulate principles applicable here.

1. Courts of appeals addressing the question pre-
sented here have largely felt constrained by this Court’s
ill-fitting precedents from a generation ago concerning
privacy interests in dialed telephone numbers revealed to,
and physical papers held by, third parties. At the same
time, the courts of appeals have signaled the need for this
Court to address whether, and how, those precedents ap-
ply in the context of modern Internet technology.

The Fourth Amendment guarantees “[t]he right of the
people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures.”
U.S. Const. Amend. IV. In Smith v. Maryland, 442 U.S.
735 (1979), this Court held that the Fourth Amendment
did not forbid law enforcement from using a pen register
to capture telephone numbers dialed by individual tele-
phone users. See id. at 745-746. The Court reasoned that
an individual’s expectation of privacy in the numbers he
dialed was diminished because the individual “voluntarily
conveyed” that information to the phone company. Id. at
744 (citation omitted). The Court doubted that “people in
general entertain any actual expectation of privacy in the
numbers they dial,” observing that an individual would
have known that the phone company recorded those num-
bers because they would be listed on the individual’s bills.
Id. at 742. In reaching its decision, the Court emphasized
the pen register’s “limited capabilities,” noting that “a law
enforcement official could not even determine from the
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use of a pen register whether a communication existed” or
“whether the call was even completed.” Id. at 741-742 (ci-
tation omitted). Similarly, in United States v. Miller, 425
U.S. 435 (1976), the Court relied in part on the notion of
voluntary conveyance in holding that a bank customer
lacked a Fourth Amendment privacy interest in papers
held by a bank. See id. at 442-443.

Courts of appeals, including the court of appeals be-
low, have applied Smith and Miller to reject individuals’
Fourth Amendment privacy interests in their Internet
traffic information, even while calling on this Court for
guidance on the question. In the decision below, for ex-
ample, the court of appeals considered itself “bound” by
Smiath “until and unless it is overruled by the Supreme
Court.” App., mfra, 33a. Similarly, the Seventh Circuit
has noted that, although “at least one Justice believes ‘it
may be necessary’ to reconsider the third-party doctrine
* % % Tulntil the Court says otherwise, [Smith and Mil-
ler] bind us.” United States v. Caira, 833 F.3d 803, 809
(Tth Cir. 2016) (citation omitted), petition for cert. pend-
ing, No. 16-6761 (filed Nov. 7, 2016).

The Third Circuit, in particular, has flagged the co-
nundrum facing the lower courts. In United States v.
Stanley, 753 F.3d 114, cert. denied, 135 S. Ct. 507 (2014),
the defendant surreptitiously connected his computer to
his neighbor’s wireless router and used his neighbor’s net-
work to download child pornography. Although the Third
Circuit held that the defendant could not claim any legiti-
mate expectation of privacy in the information he trans-
mitted while “wrongful[ly]” connected to his neighbor’s
wireless network, it cautioned that the district court
“went too far” in relying on Smith categorically to reject
any privacy interest in the defendant’s wireless signal.
Stanley, 753 F.3d at 120-123. The court reasoned that
such an approach would “open a veritable Pandora’s Box
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of Internet-related privacy concerns,” because “[t]he In-
ternet, by its very nature, requires all users to transmit
their signals to third parties.” Id. at 124.

To be sure, some courts have considered the question
presented to be “constitutionally indistinguishable from
[the question in] Smith,” United States v. Forrester, 512
F.3d 500, 510 (9th Cir. 2008), despite this Court’s admon-
ition in a similar context that “any extension” of analog-
era reasoning to digital data “has to rest on its own bot-
tom.” Ruiley, 134 S. Ct. at 2489; see, e.g., United States v.
Christie, 624 F.3d 558, 573-574 (3d Cir. 2010), cert. denied,
562 U.S. 1236 (2011); United States v. Bynum, 604 F.3d
161, 164 (4th Cir.), cert. denied, 560 U.S. 977 (2010). But
those decisions only underscore the necessity of this
Court’s intervention. Calling the Internet traffic infor-
mation collected by pen/traps today “constitutionally in-
distinguishable” from the list of telephone numbers at is-
sue in Smith is “like saying a ride on horseback is materi-
ally indistinguishable from a flight to the moon”: “[b]Joth
are ways of getting from point A to point B, but little else
justifies lumping them together.” Riley, 134 S. Ct. at
2488. The Court should address the question presented
and provide lower courts with guidance pertinent to the
application of Fourth Amendment principles to modern
Internet technology.

2. This Term, the Court is already considering a
closely related question in Carpenter: namely, whether
the warrantless seizure and search of historical cell phone
records revealing the location and movements of a cell
phone user is permitted by the Fourth Amendment. See
Pet. at i, Carpenter, supra. This case presents an ideal
opportunity for the Court to resolve a similar legal ques-
tion concerning Internet traffic information in tandem
with the question presented in Carpenter. Both Carpen-
ter and this case turn on whether lower courts are correct
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in applying the rationale of Smith and Miller to certain
types of data transmitted to third parties. Indeed, in the
decision below in this case, the court of appeals cited the
Sixth Circuit’s decision in Carpenter for the proposition
that courts have not extended Fourth Amendment protec-
tion to information concerning IP addresses. App., infra,
34a.

This case is an appropriate companion case to Carpen-
ter because the Internet traffic information at issue here
is broader in important ways than the cell site location in-
formation at issue in Carpenter. In addition to allowing
the government to determine when petitioner was access-
ing the Internet from the privacy of his own home, the in-
formation gathered by the pen/traps here permitted the
government to determine the websites to which petitioner
connected, the length of the connections, and the port of
transmission of the data. As this Court has recognized,
the collection of such Internet information could reveal
“an individual’s private interests or concerns.” Riley, 134
S. Ct. at 2490.

Accordingly, a decision in the government’s favor in
Carpenter is unlikely to resolve the question presented
here, because Carpenter provides no opportunity for the
Court to rule on Internet traffic information (such as in-
formation concerning IP addresses and ports of transmis-
sion). The Court’s decision in Carpenter thus may leave
the lower courts without the specific guidance they need.
Such a piecemeal approach would deprive law enforce-
ment of “clear rules” regarding such data, and “it would
take many cases and many years” for the federal courts
of appeals to reevaluate and adjust their approach to In-
ternet traffic information. Riley, 134 S. Ct. at 2497 (Alito,
J., concurring in part and concurring in judgment). In
that time, “the nature of the electronic devices” possessed
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by “ordinary Americans * * * would continue to
change.” Ibid.

It would be most efficient for the Court to resolve the
question presented in this case now, while it is considering
a related question in Carpenter. Such an approach would
enable the Court’s decision in each case to be informed by
the potential implications presented by the other.

3. At a minimum, the Court should hold this petition
pending its decision in Carpenter. Notably, the Court ap-
pears to be holding another petition presenting a similar
question concerning the Fourth Amendment interest in
IP address information. See United States v. Caira, su-
pra (No. 16-6761). In Caira, the government identified
alleged criminal activity associated with a particular Hot-
mail address and issued an administrative subpoena to
Microsoft, which owns the Hotmail domain. See 833 F.3d
at 805. In response, Microsoft disclosed a list of IP ad-
dresses used to access the e-mail account. See tbid. Iden-
tifying one of the IP addresses, the government issued a
second administrative subpoena to Comeast to identify
the physical address associated with that IP address. See
1bid. The defendant moved to suppress the evidence, ar-
guing that he possessed a Fourth Amendment privacy in-
terest in information concerning IP addresses, but the
Seventh Circuit rejected the defendant’s claim by invok-
ing Smath and Muller. See ud. at 806-807.

In light of the Court’s apparent conclusion that Caira
presents a similar enough question for that petition to be
held pending Carpenter, this petition should at a mini-
mum also be held. Both this case and Caira turn on
whether information that may be collected incident to an
individual’s Internet browsing activity, including infor-
mation concerning IP addresses, is entitled to Fourth
Amendment protection. And both courts of appeals relied
centrally on Smith and Miller in rejecting the defendants’
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arguments. If the Court does not grant certiorari out-
right in this case, therefore, it should at least hold the pe-
tition pending the resolution of Carpenter.

B. The Decision Below Is Erroneous

1. Internet Traffic Information Is Not Analogous To
The Telephone Routing Information Gathered In
Smith v. Maryland

In upholding the warrantless seizure at issue here, the
court of appeals explained that collecting Internet traffic
information (such as information concerning IP addresses
and ports of transmission) was “precisely analogous to the
capture of telephone numbers at issue in Smith.” App.,
mfra, 33a. But Smith is distinguishable from this case in
important respects and should not be extended to Inter-
net traffic information. In Smith, the pen register that
was applied to the defendant’s telephone had only “limited
capabilities”: it could not tell the government “the pur-
port of any communication between the caller and the re-
cipient of the call, their identities, nor whether the call was
even completed.” 442 U.S. at 741-742 (citation omitted).
Here, by contrast, the pen/traps allowed the government
to “identify the source and destination IP addresses,
along with the dates, times, durations, ports of transmis-
sion, and any Transmission Control Protocol (‘“TCP’) con-
nection data, associated with any electronic communica-
tions sent to or from” petitioner’s devices, including his
laptop and his wireless router. App., infra, 30a-31a (alter-
ation, footnote, and citation omitted). Each of these cate-
gories of data is significant individually; collectively, they
far exceed the data collected by the pen register at issue
in Smith.

a. To begin with, unlike in Smith, the government
could identify the “purport of any communication” at issue
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here, because it collected the ports of transmission of pe-
titioner’s Internet activity. A “port” is a piece of infor-
mation used to identify the purpose of a particular packet
of data being transmitted between computers. D. Ct. Dkt.
57, at 9 (] 19 n.10); see PC Magazine, Definition of
TCP/IP Port <tinyurl.com/portdefinition> (last visited
Dec. 22,2017). For example, if port numbers “80” or “443”
appeared in connection with petitioner’s Internet activity,
the government would know that petitioner was accessing
a webpage. Similarly, if port numbers “25,” “110,” or
“143” appeared, the government would know that peti-
tioner was using an e-mail application.

b. More broadly, an individual’s Internet traffic infor-
mation is far more sensitive than the telephone routing
information at issue in Smith. Asthis Court has observed,
“[a]n Internet search and browsing history * * * [can]
reveal an individual’s private interests or concerns—per-
haps a search for certain symptoms of disease, coupled
with frequent visits to WebMD.” Ruiley, 134 S. Ct. at 2490.
Extending Smith and Miller to Internet traffic infor-
mation would allow the government to access significant
information about an individual’s Internet habits without
a warrant and without probable cause. For example, the
government could learn that the individual regularly vis-
its websites associated with a particular political party or
sexual orientation, “enabl[ing] the Government to ascer-
tain, more or less at will, [people’s] political and religious
beliefs, sexual habits, and so on.” United States v. Jones,
565 U.S. 400, 416 (2012) (Sotomayor, J., concurring).

Individuals today use the Internet to apply for jobs,
find love, answer questions, keep up with news and poli-
tics, and engage with one another on “websites integral to
the fabric of our modern society and culture.” Packing-
hamv. North Carolina, 137 S. Ct. 1730, 1738 (2017). Some
90% of U.S. adults today use the Internet, and 77% report
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that they use it either “several times a day” or “almost
constantly.” Pew Research Center, Tech Adoption
Climbs Among Older Adults 7, 21 (May 17, 2017) <ti-
nyurl.com/pewtechuse>.

In Smath, the government could not even determine
whether a connection was completed. 442 U.S. at 741.
Here, by contrast, the government’s data not only showed
whether a connection “was * * * completed,” ibid., but
also for how long the connection lasted—far more detail
than the pen register provided in Smith.

What is more, pen/traps revealing IP address infor-
mation can also allow the government to identify an indi-
vidual’s general location, as the government demon-
strated at petitioner’s trial. See Tr. 102-103, 105-106 (Jan.
13, 2015). In addition, by placing pen/traps on petitioner’s
laptop and wireless router, the government could deter-
mine when petitioner was using his laptop in his home by
monitoring when petitioner’s laptop was connected to the
Internet.

In that respect, the government turned petitioner’s
laptop into an analogue of the tracking device at issue in
United States v. Karo, 468 U.S. 705 (1984). In that case,
the Court held that the government conducted an uncon-
stitutional search when it monitored a signal from a track-
ing device in the defendant’s home without a warrant. Id.
at 718. The Court observed that, even when a digital
tracking device is accompanied by conventional surveil-
lance, it implicates the Fourth Amendment because it con-
firms for the government that “a particular article is ac-
tually located at a particular time in the private residence”
and that the article “remains on the premises”—infor-
mation that the government “could not have otherwise ob-
tained without a warrant.” Id. at 715. Here, as in Karo,
the government should not be “free * * * to determine
by means of an electronic device, without a warrant and
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without probable cause or reasonable suspicion, whether
a particular article—or a person, for that matter—is in an
individual’s home at a particular time.” Id. at 716.

The significant breadth and sensitivity of Internet
traffic information distinguishes this case from Smith and
counsels in favor of Fourth Amendment protection. Ex-
tending Smith and Miller to Internet traffic information
“entrust[s] to the Executive” tremendous power that is
“amenable to misuse” and runs counter to “the Fourth
Amendment’s goal to curb arbitrary exercises of police
power and prevent ‘a too permeating police surveillance.””
Jomes, 565 U.S. at 416-417 (Sotomayor, J., concurring)
(quoting United States v. Di Re, 332 U.S. 581, 595 (1948)).
When agents can gather an individual’s Internet traffic
information upon only the minimal showing required by
the Electronic Communications Privacy Act, little beyond
their discretion constrains their ability to monitor citi-
zens’ private lives. And an agent’s choice to exercise dis-
cretion is no substitute for clear limits imposed by an im-
partial magistrate. See Katz v. United States, 389 U.S.
347, 356-357 (1967).

c. In many cases, moreover, Internet traffic infor-
mation is not shared voluntarily, because computers and
other devices often connect to the Internet without re-
quiring a user to act. Applications on those devices auto-
matically connect to Internet servers and check for up-
dates, fetch e-mail, or send data without users’ knowl-
edge. That information can be valuable—for example, to
establish that an individual has certain software installed
on his computer. But it cannot be said to have been “vol-
untarily conveyed” to a third party. Smath, 442 U.S. at
744.

Even when a user voluntarily acts to enter an Internet
address into his browser, the “voluntary” disclosure of
that information is unlike the disclosure in Smith. There,
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the Court reasoned, telephone customers knew that com-
panies recorded the numbers they dialed because tele-
phone customers could “see a list of their long-distance
(toll) calls on their monthly bills.” 442 U.S. at 742. Inter-
net service providers, by contrast, do not provide that in-
formation to their customers, nor do they routinely share
information about ports of transmission.

2. Individuals Have A Reasonable Expectation Of
Privacy In Their Internet Traffic Information

The court of appeals applied Smith and Miller to hold
that conveying Internet traffic information to a third
party destroyed any privacy interest in that information.
But there is no reason to extend those decisions to the in-
formation at issue in this case. Internet users may not
even understand that they are providing that sensitive
and revealing information, much less that they are relin-
quishing any expectation of privacy by conveying it. As
this Court recently cautioned, reflexively relying on “pre-
digital analogue[s]” risks “a significant diminution of pri-
vacy.” Riley, 134 S. Ct. at 2493.

Individuals overwhelmingly consider their Internet
browsing habits to be private. A 2014 Pew Research sur-
vey found that 70% of adults consider the websites they
have visited to be “very sensitive” or “somewhat sensi-
tive” information. Pew Research Center, Public Percep-
tions of Privacy and Security in the Post-Snowden Era
37 (Nov. 12, 2014) <tinyurl.com/privacystudy>. As Jus-
tice Sotomayor has noted, it is “doubt[ful] that people
would accept without complaint the warrantless disclo-
sure to the government of a list of every Web site they had
visited in the last week, or month, or year.” Jones, 565
U.S. at 418 (concurring opinion). Yet that is precisely
what can happen when the government places a pen/trap
on individuals’ computers.
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This problem, moreover, is no longer limited merely to
Internet traffic from desktop and laptop computers; it ap-
plies with equal force to any Internet-enabled device that
connects to a wireless network. If petitioner’s smart-
phone had been connected to his wireless network at
home, the Internet traffic information from that phone
would have traveled through his router and been captured
by the government’s pen/trap. To the extent that traffic
associated with data sent to or from any of the many ap-
plications on a user’s phone will be swept into the govern-
ment’s net, the court of appeals’ holding implicates many
of the concerns this Court has already addressed in Riley.
See 134 S. Ct. at 2490 (describing “apps for alcohol, drug,
and gambling addictions; apps for sharing prayer re-
quests; apps for tracking pregnancy symptoms; apps for
planning your budget; apps for every conceivable hobby
or pastime; [and] apps for improving your romantic life”).
Indeed, the government can readily identify which appli-
cations an individual has on his phone from the destination
IP addresses of the data transmitted from those applica-
tions.

It is not difficult to conclude that individuals have a
reasonable expectation of privacy that is cognizable under
the Fourth Amendment in the highly personal infor-
mation that may be revealed by a pen/trap collecting In-
ternet traffic information. The government should not be
free to collect that information without the constraint of a
warrant or any showing of probable cause.

C. The Question Presented Warrants Review In This
Case

This case presents a timely opportunity to consider
the question presented on a well-developed record.

1. This case presents the constitutional question in an
ideal context for addressing the relationship between
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Smath and modern technology. The Internet traffic infor-
mation gathered in this case was significant both in quan-
tity and quality. The pen/trap orders permitted the gov-
ernment prospectively to collect petitioner’s Internet
traffic information for 60 days. See Pet. C.A. Br. 110. Ul-
timately, the government collected gigabytes of data on
petitioner’s Internet activity over a matter of weeks, and
swept in tens of thousands of individual transmissions, if
not more.

The pen/trap on petitioner’s laptop, in particular, al-
lowed the government to identify when petitioner was
connected to the Internet, which websites petitioner ac-
cessed during his browsing session, and for how long.
That information was much more invasive than, for exam-
ple, the information collected in Caira, which was limited
to historical records of IP addresses that had accessed a
particular e-mail account (along with the physical address
associated with the defendant’s IP address). See 833 F.3d
at 805. And this case offers the Court an opportunity to
address the question presented in the context of the Elec-
tronic Communications Privacy Act, the statute govern-
ing the issuance of orders authorizing pen registers and
trap and trace devices.

2. The question presented was also preserved at each
stage of the proceedings below. In the district court, pe-
titioner argued that “the information obtained through
the [pen/trap orders] should have been the subject of a
warrant application,” and he specifically argued that
Smith did not apply. App., infra, 141a-142a & n.14. And
the court of appeals, recognizing that petitioner “made
the same arguments” in the district court, addressed the
question presented at length, ultimately concluding that
it was bound by Smith to reject petitioner’s claims “until
and unless it is overruled by the Supreme Court.” Id. at
31la n.28, 33a. The question presented is thus ripe for the
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Court’s review in this case, and the Court’s guidance on
that question is sorely needed.

II. THIS COURT SHOULD GRANT REVIEW TO DECIDE
WHETHER THE SIXTH AMENDMENT PERMITS A
JUDGE TO FIND THE FACTS NECESSARY TO SUP-
PORT AN OTHERWISE UNREASONABLE SENTENCE

This case also presents the unrelated, but equally im-
portant, question whether the Sixth Amendment permits
judges, as opposed to juries, to find facts necessary to ren-
der a sentence reasonable. This Court has repeatedly
“left [that question] for another day.” Jomnes v. United
States, 135 S. Ct. 8, 8-9 (2014) (Scalia, J., dissenting from
the denial of certiorari). And as in this case, the courts of
appeals have interpreted the Court’s silence as consent to
the proposition that an otherwise unreasonable sentence
supported by judicial factfinding is constitutional as long
as it is within the statutory sentencing range—despite the
contrary import of the Court’s sentencing decisions.

“This has gone on long enough.” Jones, 135 S. Ct. at 9
(Scalia, J., dissenting from the denial of certiorari). And
it is hard to imagine a better example of the consequences
of runaway judicial factfinding than this case. Petitioner,
a young man with no criminal history, was sentenced to
life imprisonment without the possibility of parole for
drug crimes that do not ordinarily carry that sentence,
based substantially on numerous factual findings made by
the sentencing judge by a preponderance of the evidence.
The Court should finally resolve this long-unsettled ques-
tion and put an end to unconstitutional sentences such as
petitioner’s.
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A. The Question Presented Is An Important One Ex-
pressly Reserved By This Court And Subject To Exten-
sive Debate By Judges In The Lower Courts

1. In Rita v. United States, 551 U.S. 338 (2007), this
Court held that applying a presumption of reasonableness
to within-Guidelines sentences is constitutional on the
ground that the Sixth Amendment does not “automati-
cally forbid” a judge from taking account of factual mat-
ters not determined by the jury. Id. at 352. Justice Scalia,
joined by Justice Thomas, expressed concern that this
scheme would lead to “constitutional violations” if a de-
fendant’s sentence is “upheld as reasonable only because
of the existence of judge-found facts.” Id. at 374 (opinion
concurring in part and concurring in the judgment). In
response, the Court stated that that question was “not
presented by this case.” Id. at 353. Justice Stevens,
joined by Justice Ginsburg, noted that “[s]uch a hypothet-
ical case should be decided if and when it arises.” Id. at
366 (concurring opinion).

Seven years later, Justice Scalia, joined by Justices
Thomas and Ginsburg, noted the pressing need for the
Court to resolve the question. See Jones, 135 S. Ct. at 8-
9 (opinion dissenting from the denial of certiorari). Jus-
tice Scalia observed that, ever since the question was re-
served in Rita, the courts of appeals had “uniformly taken
our continuing silence” on the question as “suggest[ing]
that the Constitution does permit otherwise unreasonable
sentences supported by judicial factfinding, so long as
they are within the statutory range.” Id. at 9. Justice
Scalia urged the Court to grant certiorari in an appropri-
ate case in order to “put an end to the unbroken string of
cases disregarding the Sixth Amendment—or to elimi-
nate the Sixth Amendment difficulty by acknowledging
that all sentences below the statutory maximum are sub-
stantively reasonable.” Ibud.
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Shortly after Justice Scalia’s opinion in Jones, then-
Judge Gorsuch similarly observed that “[i]t is far from
certain whether the Constitution allows” a judge to in-
crease a defendant’s sentence within the statutorily au-
thorized range “based on facts the judge finds without the
aid of a jury or the defendant’s consent.” United States v.
Sabillon-Umana, 772 F.3d 1328, 1331 (10th Cir. 2014) (cit-
ing Jones). Three years later, however, that question re-
mains unanswered by the Court, despite intervening op-
portunities to address it.

2. As several members of the Court have now recog-
nized, the lower courts will continue to authorize sen-
tences that would be unreasonable but for judge-found
facts until this Court intervenes. In the decision below,
the court of appeals rejected petitioner’s Sixth Amend-
ment argument as having “no support in existing law.”
App., mfra, 106a n.72. And other courts have declined to
adopt similar arguments in the absence of clearer guid-
ance from this Court, despite admitting that “there is
room for debate.” United States v. Briggs, 820 F.3d 917,
922 (8th Cir. 2016), cert. denied, 137 S. Ct. 617 (2017);
United States v. Cassius, 777 F.3d 1093, 1099 n.4 (10th
Cir.) (calling argument about judge-found sentencing
facts “precluded by binding precedent” but citing Jones),
cert. denied, 135 S. Ct. 2909 (2015); see also United States
v. Settles, 530 F.3d 920, 923-924 (D.C. Cir. 2008) (noting
that “we understand why defendants find it unfair for dis-
trict courts to rely on acquitted conduct when imposing a
sentence,” but ultimately relying on “binding precedent”
to affirm the sentence), cert. denied, 555 U.S. 1140 (2009).

Numerous judges in the lower courts have urged a dif-
ferent approach or specifically importuned this Court to
provide guidance, noting the importance of the question
and the attendant uncertainty surrounding sentencing
practices while the question remains open. See, e.g.,
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United States v. White, 551 F.3d 381, 390 (6th Cir. 2008)
(en banc) (Merritt, J., dissenting) (taking the position on
behalf of six judges that, when judge-found enhancements
increase the Guidelines range such that the sentence
would be unreasonable absent those facts, “those judge-
found facts are necessary for the lawful imposition of the
sentence, thus violating the Sixth Amendment right to a
jury trial”), cert. denied, 556 U.S. 1215 (2009); United
States v. Bell, 808 F.3d 926, 932 (D.C. Cir. 2015) (per cu-
riam) (Millett, J., concurring in denial of rehearing en
banc) (noting that “only the Supreme Court can resolve
the contradictions in the current state of the law”), cert.
denied, 137 S. Ct. 37 (2016); id. at 927 (Kavanaugh, J., con-
curring in denial of rehearing en bane) (“shar[ing] Judge
Millett’s overarching concern” and observing that a solu-
tion “would likely require” intervention by this Court).?
The Court should accept the recurrent invitation to inter-
vene and finally resolve the question presented.

B. The Decision Below Is Erroneous

The court of appeals erred when it concluded that pe-
titioner’s Sixth Amendment argument had “no support”
in existing law. App., tnfra, 107a n.72. In so concluding,
the court of appeals ignored the development of this
Court’s Sixth Amendment jurisprudence and the serious
concerns raised by numerous members of this Court.

The Sixth Amendment was intended to preserve the
“Jury’s historic role as a bulwark between the State and
the accused at the trial for an alleged offense.” Southern

2See also United States v. Canania, 532 F.3d 764, 776-778 (8th Cir.)
(Bright, J., concurring), cert. denied, 555 U.S. 1037 (2008); United
States v. Mercado, 474 F.3d 654, 663 (9th Cir. 2007) (Fletcher, J., dis-
senting), cert. denied, 552 U.S. 1297 (2008); United States v. Faust,
456 F.3d 1342, 1349 (11th Cir.) (Barkett, J., specially concurring),
cert. denied, 549 U.S. 1046 (2006).



28

Union Co. v. United States, 567 U.S. 343, 350 (2012) (cita-
tion omitted). The Sixth Amendment’s guarantee of a
trial by jury is a constitutional protection “of surpassing
importance,” Apprendi v. New Jersey, 530 U.S. 466, 476-
477 (2000), and it “has occupied a central position in our
system of justice by safeguarding a person accused of a
crime against the arbitrary exercise of power by prosecu-
tor or judge,” Batson v. Kentucky, 476 U.S. 79, 86 (1986).

Asis relevant here, the jury trial right is a “fundamen-
tal reservation” of jury power that ensures that a judge’s
“authority to sentence derives wholly from the jury’s ver-
dict.” Blakely v. Washington, 542 U.S. 296, 306 (2004)
(emphasis added). In Apprendi, this Court held that
“facts that increase the prescribed range of penalties to
which a eriminal defendant is exposed” must either be ad-
mitted by the defendant or submitted to a jury. 530 U.S.
at 490; see Blakely, 542 U.S. at 303. The Court reaffirmed
that principle in Alleyne v. United States, 133 S. Ct. 2151
(2013), explaining that, “[w]hen a finding of fact alters the
legally prescribed punishment so as to aggravate it, the
fact necessarily forms a constituent part of a new offense
and must be submitted to the jury.” Id. at 2162. Most
recently, in Hurst v. Florida, 136 S. Ct. 616 (2016), the
Court declared Florida’s capital sentencing scheme un-
constitutional under the Sixth Amendment because it per-
mitted a judge, not a jury, to find the aggravating circum-
stances necessary to support a defendant’s sentence. Id.
at 624.

The foregoing principles apply with equal force where,
as here, judicial factfinding alters the Guidelines range
and thereby encourages the court to impose a sentence
that would otherwise be substantively unreasonable. Al-
though the Sentencing Guidelines are no longer manda-
tory, they “remain the starting point for every sentencing
calculation in the federal system.” Peugh v. United
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States, 133 S. Ct. 2072, 2083 (2013). “[I]f the judge uses
the sentencing range as the beginning point” for the sen-
tencing decision, “then the Guidelines are in a real sense
the basis for the sentence,” even if the ultimate sentence
deviates from the Guidelines range. Ibid. (citation omit-
ted). A sentencing court is not free to impose a sentence,
even if it falls within the statutory range, without taking
account of the Guidelines range and explaining any vari-
ance. To do otherwise constitutes procedural error and
results in an unlawful sentence. See bid.

In the absence of a decision by this Court squarely ad-
dressing the question presented, however, the Sixth
Amendment right to trial by jury is being “lost * * * by
erosion.” Apprendi, 530 U.S. at 483 (citation omitted).
The government is now frequently permitted a “second
bite at the apple” at sentencing when it presents a judge
with conduct for which the defendant was acquitted or (as
here) not even charged. That strategy—whereby the gov-
ernment relies on facts the jury either refused or had no
opportunity to find—*“entirely trivializes” the jury’s “prin-
cipal fact-finding function.” Canania, 532 F.3d at 776
(Bright, J., concurring).

Even within the statutory range, there are sentences
that would be unlawful but for a judge’s factfinding. Un-
der this Court’s Sixth Amendment precedents, facts that
justify an otherwise unreasonable sentence must be found
by a jury or admitted by the defendant before they can be
used to increase the defendant’s sentence. This Court
should grant review and definitively hold that the practice
of sustaining an otherwise unreasonable sentence through
judicial factfinding is unconstitutional.
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C. The Question Presented Warrants Review In This
Case

This case is a particularly egregious example of judi-
cial factfinding. Petitioner was convicted by the jury of
distributing “one kilogram or more” of heroin, “five kilo-
grams or more” of cocaine, “ten grams or more” of LLSD,
and “500 grams or more” of methamphetamine. D. Ct.
Dkt. 183, at 1-3 (Feb. 5, 2015) (verdict form). Petitioner
was not charged with, and the jury was never asked to
render a verdict on, the alleged commissioning of murders
connected to the Silk Road.

At sentencing, however, the district court made a
number of factual findings—most significantly, that peti-
tioner commissioned five murders and distributed a total
quantity of drugs far in excess of that found by the jury.
Those factual findings greatly increased petitioner’s
Guidelines range. C.A. App. 1462-1470; App., infra, 26a-
27a. The judge also made findings that six drug deaths
were “in some way” related to the Silk Road, although
those deaths similarly were not charged in the indictment
or part of the jury’s verdict. C.A. App. 1472. In all, the
district court’s factual findings resulted in enhancements
that raised petitioner’s Guidelines sentencing range from
a determinate range of no more than thirty years to a
“range” of life imprisonment. App., infra, 26a-27a.

The court of appeals acknowledged as much: it con-
firmed that petitioner’s “high offense level” under the
Guidelines “largely resulted” from the district court’s
findings about the “quantity of drugs trafficked using Silk
Road” as well as the enhancement for “directing the use
of violence.” App., infra, 26a-27a. Although the court of
appeals stated that “a life sentence for selling drugs alone
would give us pause,” it ultimately found petitioner’s life
sentence substantively reasonable because of the district
court’s findings. Id. at 100a-101a & n.68.
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Absent those findings, petitioner’s sentence of life im-
prisonment would plainly have been substantively unrea-
sonable. As the Sentencing Commission has recognized,
“[t]he drug trafficking guidelines specifically provide for
a sentence of life imprisonment * * * only where death
or serious bodily injury resulted from the use of the drug”
and the defendant has prior convictions. United States
Sentencing Commission, Life Sentences in the Federal
System 3 (Feb. 2015) (footnote omitted) <tinyurl.com/
ussclife>. In cases involving “very large” quantities of
drugs and significant prior criminal history, “the sentenc-
ing range can include life imprisonment * * * only as
the sanction at the top of the range.” Ibid. Here, how-
ever, petitioner is a young first-time offender who was
never charged with causing any death or bodily injury.
This case directly implicates the question presented, and
it does so in the most acute of circumstances: a high-pro-
file criminal prosecution that heaped intense scrutiny and
pressure on the sentencing judge, resulting in a sentence
of life imprisonment without parole for a first-time of-
fender.

In this case, the sentencing judge’s factual findings el-
evated the Guidelines range from a determinate range of
no more than thirty years to a “range” of life imprison-
ment, “condemn[ing] a young man to die in prison.” App.,
wmfra, 108a. The unconstitutional practice of judicial fact-
finding “has gone on long enough.” Jomnes, 135 S. Ct. at 9
(Scalia, J., dissenting from the denial of certiorari). The
Court should grant certiorari on that question, as well as
the Fourth Amendment question, and review this conse-
quential conviction and sentence on the merits.
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CONCLUSION
The petition for a writ of certiorari should be granted.

Respectfully submitted.

KANNON K. SHANMUGAM
ALLISON JONES RUSHING
MASHA G. HANSFORD
MICHAEL J. MESTITZ
WILLIAMS & CONNOLLY LLP
725 Twelfth Street, N.W.
Washington, DC 20005
(202) 434-5000
kshanmugam@wc.com

DECEMBER 2017



APPENDIX



Appendix A:

Appendix B:

Appendix C:

TABLE OF CONTENTS

Court of appeals order,
August 30, 2017 ....oeeeeeeeeeeeeeeeeeeeee e

Court of appeals opinion,
May 31, 2017 .ceoueeeireereeeeerreeeeeeesenenenes

District court opinion and order,
October 10, 2014........cveeveeeereeeeeerennenne



APPENDIX A

UNITED STATES COURT OF APPEALS
FOR THE SECOND CIRCUIT

At a stated term of the United States Court of
Appeals for the Second Circuit, held at the Thurgood
Marshall United States Courthouse, 40 Foley Square, in
the City of New York, on the 30" day of August, two thou-
sand seventeen.

United States of America,
Appellee, ORDER
Docket No. 15-1815
V.
Ross William Ulbricht,
AKA Dread Pirate Roberts,

AKA Silk Road, AKA Sealed
Document 1, AKA DPR,

Defendant — Appellant.

Appellant, Ross William Ulbricht, filed a petition for
panel rehearing, or, in the alternative, for rehearing en
banc. The panel that determined the appeal has
considered the request for panel rehearing, and the active

(1a)
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members of the Court have considered the request for re-
hearing en banc.

IT IS HEREBY ORDERED that the petition is
denied.

FOR THE COURT:
Catherine O'Hagan Wolfe, Clerk
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APPENDIX B

UNITED STATES COURT OF APPEALS
FOR THE SECOND CIRCUIT

August Term, 2016
Docket No. 15-1815

UNITED STATES OF AMERICA,
APPELLEE,

V.

ROSS WILLIAM ULBRICHT, a/k/a DREAD
PIRATE ROBERTS, a/k/a SILK ROAD,
a/k/a SEALED DEFENDANT 1, a/k/a DPR,
DEFENDANT-APPELLANT.

Argued: October 6, 2016
Decided: May 31, 2017

Before NEWMAN, LYNCH, and DRONEY, Circuit
Judges.

OPINION

GERALD E. LYNCH, Circuit Judge.
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Defendant Ross William Ulbricht appeals from a judg-
ment of conviction and sentence to life imprisonment en-
tered in the United States District Court for the Southern
District of New York (Katherine B. Forrest, J.). A jury
convicted Ulbricht of drug trafficking and other crimes
associated with his creation and operation of Silk Road, an
online marketplace whose users primarily purchased and
sold illegal goods and services. He challenges several as-
pects of his conviction and sentence, arguing that (1) the
district court erred in denying his motion to suppress ev-
idence assertedly obtained in violation of the Fourth
Amendment; (2) the district court committed numerous
errors that deprived him of his right to a fair trial, and
incorrectly denied his motion for a new trial; and (3) his
life sentence is both procedurally and substantively un-
reasonable. Because we identify no reversible error, we
AFFIRM Ulbricht’s conviction and sentence in all re-
spects.

BACKGROUND

In February 2015, a jury convicted Ross William Ul-
bricht on seven counts arising from his ereation and oper-
ation of Silk Road under the username Dread Pirate Rob-
erts (“DPR”).! Silk Road was a massive, anonymous crim-
inal marketplace that operated using the Tor Network,

! The seven crimes of conviction were: (1) distribution and aiding
and abetting distribution of nareotics, 21 U.S.C. § 812, § 841(a)(1),
§ 841(b)(1)(A) and 18 U.S.C. § 2; (2) using the Internet to distribute
narcotics, 21 U.S.C. § 812, § 841(h) and § 841(b)(1)(A); (3) conspiracy
to distribute narcotics, 21 U.S.C. § 846; (4) engaging in a continuing
criminal enterprise, 21 U.S.C. § 848(a); (5) conspiring to obtain unau-
thorized access to a computer for purposes of commercial advantage
and private financial gain and in furtherance of other criminal and
tortious acts, 18 U.S.C. § 1030(a)(2) and § 1030(b); (6) conspiring to
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which renders Internet traffic through the Tor browser
extremely difficult to trace.? Silk Road users principally
bought and sold drugs, false identification documents, and
computer hacking software. Transactions on Silk Road
exclusively used Bitcoins, an anonymous but traceable
digital currency.® The site also contained a private mes-
sage system, which allowed users to send messages to
each other (similar to communicating via email), a public
forum to discuss topics related to Silk Road, and a “wiki,”
which is like an encyclopedia that users could access to re-
ceive advice about using the site. Silk Road customers and
vendors could also access a support section of the website
to seek help from the marketplace’s administrators when
an issue arose.

traffic in fraudulent identification documents, 18 U.S.C. § 1028(f); and
(7) conspiring to launder money, 18 U.S.C. § 1956(h).

2 Tor is short for the “The Onion Router.” The Tor Network is “a
special network on the Internet designed to make it practically im-
possible to physically locate the computers hosting or accessing web-
sites on the network.” App’x 53. The Tor Network can be accessed via
the Tor browser using software that anyone may obtain for free on
the Internet.

3 Bitcoins allow vendors and customers to maintain their anonym-
ity in the same way that cash does, by transferring Bitcoins between
anonymous Bitcoin accounts, which do not contain any identifying in-
formation about the user of each account. The currency is “traceable”
in that the transaction history of each individual Bitcoin is logged in
what is called the blockchain. The blockchain prevents a person from
spending the same Bitcoin twice, allowing Bitcoin to operate similarly
to a traditional form of currency. Bitcoin is also a completely decen-
tralized currency, operating free of nation states or central banks; an-
yone who downloads the Bitcoin software becomes part of the Bitcoin
network. The blockchain is stored on that network, and the block-
chain automatically “self-updates” when a Bitcoin transaction takes
place. Tr. 160.
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According to the government, between 2011 and 2013,
thousands of vendors used Silk Road to sell approximately
$183 million worth of illegal drugs, as well as other goods
and services. Ulbricht, acting as DPR, earned millions of
dollars in profits from the commissions collected by Silk
Road on purchases. In October 2013, the government ar-
rested Ulbricht, seized the Silk Road servers, and shut
down the site.

I. Silk Road Investigation

After Ulbricht created Silk Road in 2011, the site at-
tracted the interest of at least two separate divisions of
the Department of Justice:* the United States Attorney’s
Offices for the District of Maryland and for the Southern
District of New York. Throughout the investigations, law
enforcement agents knew that the person using Dread Pi-
rate Roberts as his or her Silk Road username had cre-
ated and managed the site, but they did not know DPR’s
actual identity. In 2012 and 2013, agents from both offices
investigated several individuals who the government sus-
pected were operating Silk Road as DPR. Those individu-
als included Ulbricht, Anand Athavale, and Mark Kar-
peles. Ultimately, the New York office identified Ulbricht
as DPR, but the Maryland office had investigated and
later abandoned the theory that either Athavale or Kar-
peles might have been Dread Pirate Roberts.

Two aspects of the pre-arrest investigation into Ul-
bricht are particularly relevant to this appeal: (1) the
pen/trap orders that the government obtained to monitor
Internet Protocol (“IP”) address traffic to and from vari-
ous devices associated with Ulbricht; and (2) the corrupt

4 The government first learned of Silk Road and began investigat-
ing it in 2011 after international packages containing drugs were in-
tercepted at Chicago’s O’Hare airport.
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behavior of two Baltimore agents who worked on the Silk
Road investigation.

A. The Pen/Trap Orders

In September 2013, after Ulbricht became a primary
suspect in the DPR investigation, the government ob-
tained five “pen/trap” orders. See 18 U.S.C. §§ 3121-27
(“Pen/Trap Act”). The orders authorized law enforcement
agents to collect IP address data for Internet traffic to
and from Ulbricht’s home wireless router and other de-
vices that regularly connected to Ulbricht’s home router.
According to the government’s applications for the pen
register and trap and trace device, “[elvery device on the
Internet is identified by a unique number” called an IP
address. S.A. 73.° “This number is used to route infor-
mation between devices, for example, between two com-
puters.” Id. at 73-74. In other words, an “IP address is
analogous to a telephone number” because “it indicates
the online identity of the communicating device without
revealing the communication’s content.” Id. at 74. Ul-
bricht does not dispute that description of how IP ad-
dresses function.

The pen/trap orders thus did not permit the govern-
ment to access the content of Ulbricht’s communications,
nor did the government “seek to obtain[ ] the contents of
any communications.” Id. at 75. According to Ulbricht, the
government’s use of his home Internet routing data vio-
lated the Fourth Amendment because it helped the gov-
ernment match Ulbricht’s online activity with DPR’s use
of Silk Road. Ulbricht argues that he has a constitutional
privacy interest in IP address traffic to and from his home

5 S.A. refers to the joint sealed appendix in this case. Portions of
the sealed appendix quoted in this opinion are to that extent unsealed.
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and that the government obtained the pen/trap orders
without a warrant, which would have required probable
cause.

B. Corrupt Agents Force and Bridges

One of the many other tactics that the government
used to expose DPR’s identity was to find low-level Silk
Road administrators who helped DPR maintain the site,
obtain their cooperation, take over their Silk Road
usernames, and chat with DPR under those identities.
The true owners of the administrator accounts would as-
sist in the investigation by helping the government chat
with DPR and access various aspects of the site. Govern-
ment agents would also create their own new usernames
and pose as drug dealers or buyers to purchase or sell nar-
cotics and occasionally contact DPR directly. One of the
government’s principal trial witnesses, Special Agent
Jared Der-Yeghiayan, used the former technique to chat
with DPR under the name Cirrus. Cirrus had been a
member of the Silk Road support staff before the govern-
ment took over his account, and Der-Yeghiayan fre-
quently used Silk Road’s messaging system to communi-
cate with DPR and other administrators as Cirrus. Cirrus
also gave the government access to the staff chat, a sepa-
rate program allowing DPR to communicate only with his
employees.

Two undercover agents involved in the Silk Road in-
vestigation are of particular import to this appeal: Secret
Service Special Agent Shaun Bridges and Drug Enforce-
ment Administration (“DEA”) Special Agent Carl Force,
both of whom were assigned to the Baltimore investiga-
tion. Both Force and Bridges used their undercover ac-
cess to exploit the site for their own benefit in various
ways, and they eventually pleaded guilty to criminal
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charges in connection with their work on the Silk Road
investigation.®

For example, Force and Bridges took over an admin-
istrator account belonging to Curtis Green, who worked
for Silk Road under the name Flush. According to the
criminal complaint against Force and Bridges, in January
2013, Bridges used the Flush username to change other
users’ passwords, empty their Bitcoin wallets,” and keep
$350,000 in Bitcoins in offshore bank accounts, all while
attempting to hide his activity through a series of trans-
actions.® Specifically, the complaint against Force and
Bridges alleges that Bridges “act[ed] as an administrator
to reset pins and passwords on various Silk Road vendors’
accounts,” then exchanged the Bitcoins for U.S. dollars

6 Both Force and Bridges pleaded guilty to money laundering and
obstruction of justice; Force also pleaded guilty to extortion. Force
was sentenced to 78 months in prison, and Bridges received a 71-
month sentence.

7 According to the criminal complaint against Ulbricht, a Bitcoin
wallet is a storage method for Bitcoins. The wallet is associated with
a Bitcoin address, which is “analogous to the account number for a
bank account, while the ‘wallet’ is analogous to a bank safe where the
money in the account is physically stored.” App’x 59. Users can trans-
act in Bitcoin by transferring Bitcoins from one “Bitcoin address to
the Bitcoin address of another user, over the Internet.” Id. Ulbricht
does not dispute that definition.

8 As described below, the government disclosed shortly before trial
that Force was under investigation for Silk Road corruption, but said
nothing about Bridges. Specifically, the pretrial disclosure noted that
Force was under investigation for using the Flush account to steal
$350,000, but the criminal complaint against the agents alleges that
Bridges committed that particular theft. According to the govern-
ment, both Force and Bridges had access to the Flush account, which
might explain their initial suspicion that Force stole the funds.
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using the Mt. Gox exchanger.” Supp. App’x 180. Shortly
after he committed the January 2013 thefts, Bridges
asked Force to chat with DPR as Nob, Force’s authorized
undercover username, to get advice about how to liquidate
Bitcoins. He also sought Force’s help in convineing Curtis
Green (formerly Flush) to help him transfer Bitcoins to
other accounts, and he ultimately tried to blame Green for
the theft.

With the government’s approval, Force also posed as
a drug dealer and communicated with DPR as Nob. As
part of his official undercover work as Nob, Force agreed
to sell fraudulent identification documents to DPR for
$40,000 in Bitcoins. According to the criminal complaint
against the agents, Force kept the Bitcoins received by
his Nob account in connection with that transaction for his
personal use. On another ocecasion, again as part of his au-
thorized undercover work, Force advised DPR that he
had access to information about Silk Road from an in-
vented corrupt government employee. DPR paid Force
$50,000 in Bitcoins for purported inside law enforcement
information; Force allegedly purloined that payment as
well. Moreover, outside his authorized undercover work,
Force operated another account under the name French
Maid, through which he again offered to sell DPR infor-
mation about the government’s Silk Road investigation.
Acting as French Maid, Force received about $100,000 in
Bitcoins that he kept for his personal use.

Force created yet another unauthorized Silk Road ac-
count, under the name DeathFromAbove, which was un-
known to law enforcement until the defense identified it
during trial. Force used the DeathFromAbove account to

9 Mt. Gox was a prominent Bitcoin exchanger owned by Mark Kar-
peles.
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try to extort money from DPR. For example, in one such
chat that took place on April 16, 2013, DeathFromAbove
told DPR that he knew that DPR’s true identity was
Anand Athavale. DeathFromAbove demanded a payment
of $250,000 in exchange for which DeathFromAbove
would remain silent about DPR’s identity.’ There is no
evidence that DPR made the requested payment to
DeathFromAbove; indeed, DPR shrugged off the at-
tempted blackmail as “bogus.” App’x 710.

As will be explained in more detail below, the district
court prevented Ulbricht from introducing evidence at
trial related to Force’s corruption because doing so would
have exposed the ongoing grand jury investigation into
Force’s conduct. The district court also denied Ulbricht
discovery related to the investigation and excluded cer-
tain hearsay statements that arguably revealed Force’s
corruption. Ulbricht contends on appeal that the district
court’s various rulings concerning evidence related to
Force deprived him of a fair trial. Additionally, Ulbricht
did not learn of Bridges’s corrupt conduct until after trial
when the criminal complaint against both agents was un-
sealed. Thus, in his motion for a new trial, he argued that
the belated disclosure violated his due process rights un-
der Brady v. Maryland, 373 U.S. 83 (1963). Ulbricht con-
tends on appeal that the district court incorrectly denied
that motion.

10 DeathFromAbove also referred to the $250,000 payment he de-
manded as “punitive damages.” App’x 875. In the government’s view,
the “punitive damages” remark referenced the murder of a Silk Road
administrator that Ulbricht ordered and paid for (but that was never
carried out). That and other killings that DPR commissioned will be
described in more detail below.
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I1. Ulbricht’s Arrest

Ulbricht was arrested in a San Francisco public li-
brary on October 1, 2013, after the government had
amassed significant evidence identifying him as Dread Pi-
rate Roberts. The arrest was successfully orchestrated to
catch Ulbricht in the act of administering Silk Road as
DPR. Federal agents observed Ulbricht enter the public
library, and a few minutes later Dread Pirate Roberts
came online in the Silk Road staff chat. Der-Yeghiayan,
under the undercover administrator username Cirrus, in-
itiated a chat with DPR, asking him to go to a specific
place on the Silk Road site to address some flagged mes-
sages from users. Der-Yeghiayan reasoned that this
would “force [Ulbricht] to log in under ... his Dread Pi-
rate Roberts account” in the Silk Road marketplace, as
well as in the staff chat software. Tr. 331-32.

Once Der-Yeghiayan knew that DPR had logged onto
the flagged message page in the marketplace, he signaled
another agent to effect the arrest. Ulbricht was arrested,
and incident to that arrest agents seized his laptop. The
same chat that Der-Yeghiayan had initiated with Dread
Pirate Roberts a few minutes earlier was open on Ul-
bricht’s sereen. Ulbricht also visited the flagged post in
the marketplace that Der-Yeghiayan (as Cirrus) had
asked DPR to look at during their chat. While he was chat-
ting with Cirrus, moreover, Ulbricht had accessed Silk
Road by using the “Mastermind” page. That page was
available only to Dread Pirate Roberts.

A great deal of the evidence against Ulbricht came
from the government’s search of his laptop and his home
after the arrest. On the day of Ulbricht’s arrest, the gov-
ernment obtained a warrant to seize Ulbricht’s laptop and
search it for a wide variety of information related to Silk
Road and information that would identify Ulbricht as
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Dread Pirate Roberts. Ulbricht moved to suppress the
large quantity of evidence obtained from his laptop, chal-
lenging the constitutionality of that search warrant. Ul-
bricht argues on appeal that the district court erred in
denying his motion to suppress. More details concerning
the search warrant will be described in context below.

II1. The Trial

Ulbricht’s trial lasted approximately three weeks,
from January 13 through February 4, 2015. Judge For-
rest handled the complex and contentious trial with com-
mendable patience and skill. Although Ulbricht does not
challenge the sufficiency of the evidence to support the
jury’s verdict on any of the counts of conviction, we sum-
marize the evidence presented at trial as context for the
issues raised on appeal.

A. The Government’s Case

The government presented overwhelming evidence
that Ulbricht created Silk Road in 2011 and continued to
operate the site throughout its lifetime by maintaining its
computer infrastructure, interacting with vendors, craft-
ing policies for site users, deciding what products would
be available for sale on the site, and managing a small staff
of administrators and software engineers. Defense coun-
sel conceded in his opening statement that Ulbricht did in
fact create Silk Road.

According to Ulbricht’s own words in a 2009 email, Ul-
bricht originally conceived of Silk Road as “an online
storefront that couldn’t be traced back to [him] . .. where
[his] customers could buy [his] products” and pay for
them “anonymously and securely.” Tr. 991. From 2009
through 2011, Ulbricht worked to get the site up and run-
ning, relying on computer programming assistance from
others, including his friend Richard Bates. According to
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one of the journal entries discovered on his laptop, in 2010
Ulbricht began to grow hallucinogenic mushrooms to sell
on the site “for cheap to get people interested.” Tr. 899.
As the site began to garner significant interest in 2011,
Ulbricht wrote in his journal that he was “creating a year
of prosperity and power beyond what I have ever experi-
enced before. Silk Road is going to become a phenomenon
and at least one person will tell me about it, unknowing
that I was its creator.” Tr. 899-900.

1. Evidence Linking Ulbricht to Dread Pirate
Roberts

Around January 2012, the Silk Road user who repre-
sented himself as the lead administrator of the site
adopted the username Dread Pirate Roberts."! The name
alludes to the pseudonym of a pirate in the popular novel
and film The Princess Bride that is periodically passed on
from one individual to another.” In order to assure users
that posts purporting to be authored by DPR were indeed
his own, DPR authenticated his posts using an electronic
signature known as a PGP key.” Silk Road users had ac-
cess to a public PGP key, and DPR had a private PGP key
that he alone could use to sign his Silk Road posts. When
DPR signed a post using his private key, Silk Road users
could run the code in the public key, and if the post was
signed with the correct private key the user would receive
a message that the authentication was successful. The

' The timing of this change corresponds to a January 15, 2012 Tor
chat between a user named “vj” and Ulbricht, in which vj advised Ul-
bricht to change his username from Admin to Dread Pirate Roberts.

12 See William Goldman, The Princess Bride: S. Morgenstern’s
Classic Tale of True Love and High Adventure (1973); The Princess
Bride (20th Century Fox 1987).

13 PGP stands for “Pretty Good Privacy.”
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government recovered DPR’s private PGP key on Ul-
bricht’s laptop. Importantly, the public PGP key did not
change during the site’s life span, meaning that DPR used
the same private key to sign his posts throughout the time
that he administered Silk Road.

Additional evidence supported the conclusion that Ul-
bricht was Dread Pirate Roberts. For example, the in-
structions that DPR provided to Cirrus (the account that
Der-Yeghiayan later used for undercover work) for how
to access the staff chat and contact DPR directly were
found in a file on Ulbricht’s laptop. The government also
discovered the following evidence, covering the entire pe-
riod during which DPR managed the Silk Road site, on
Ulbricht’s computer: thousands of pages of chat logs with
Silk Road employees; detailed journal entries describing
Ulbricht’s ownership of the site; a list that tracked Ul-
bricht’s tasks and ideas related to Silk Road; a copy of Silk
Road’s database; and spreadsheets cataloguing both the
servers that hosted Silk Road and expenses and profits
associated with the site. The government seized approxi-
mately $18 million worth of Bitcoins from the wallet on
Ulbricht’s laptop and analyzed their transaction history
(through blockehain records) to determine that about 89%
of the Bitcoins on Ulbricht’s computer came from Silk
Road servers located in Iceland.

A search of Ulbricht’s home yielded additional evi-
dence linking him with the site. That evidence included
two USB hard drives with versions of documents related
to Silk Road that were also stored on Ulbricht’s laptop.
There were also handwritten notes crumpled in Ulbricht’s
bedroom trash can about ideas for improving Silk Road’s
vendor rating system-an initiative that Dread Pirate Rob-
erts had just revealed through a post in a discussion forum
on the site.
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The government also introduced other circumstantial
evidence connecting Ulbricht to DPR’s activity on Silk
Road, such as evidence matching Ulbricht’s actual travel
history with DPR’s online discussion of his travel plans.
As one concrete example, the government discovered a
Tor Chat log™ on Ulbricht’s laptop memorializing DPR’s
chat with a user named H7. On October 30, 2011, DPR told
H7 that he would be traveling soon. On Ulbricht’s Gmail
account, which uses an email address that incorporates his
full name, the government discovered a travel itinerary
from CheapAir that indicated that Ulbricht would be trav-
eling on November 15, 2011.

The government introduced several additional exam-
ples of DPR discussing travel plans that matched up with
travel disclosed in Ulbricht’s email and social media activ-
ity. At one point, for example, Ulbricht uploaded photos
to his Facebook account in an album entitled “Thailand,
February 2012.” DPR discussed going to Thailand in a
Tor chat on January 27, 2012, indicating that he was in
“Thailand now,” attracted by the “allure of a warm
beach.” Tr. 1300. He also mentioned in a January 26 chat
with a user named “vj,” which stood for Variety Jones,
that he was in Thailand to experience the “beaches and
jungles.” Id. at 1298. One of the photos in the Thailand
Facebook album depicted Ulbricht “in front of what ap-
pears to be jungles and beaches,” both of which were ref-
erenced in DPR’s chats from late January. Id. at 1301.

1 Tor Chat is a program that allows “communication between peo-
ple on the Tor network.” Tr. 889.
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2. Murders Commissioned by Dread Pirate
Roberts

The government also presented evidence that DPR
commissioned the murders of five people to protect Silk
Road’s anonymity, although there is no evidence that any
of the murders actually occurred.” In March 2013, a Silk
Road vendor whose username was FriendlyChemist
threatened to release “thousands of usernames, ordr [sic]
amounts, [and] addresses” of Silk Road customers and
vendors if DPR did not ensure that FriendlyChemist re-
ceived money from another person, Lucydrop. Tr. 1806.
Releasing the information would have destroyed the af-
fected users’ anonymity, undermining the security of the
site. In a later chat with another person, RealLLucyDrop,
DPR wrote that it would be “terrible” if the personal in-
formation were to be released, and thus he needed
FriendlyChemist’s “real world identity so I can threaten
him with violence if he were to release any names.” Id. at
1811.

15 Ulbricht was not charged in this case with crimes based on or-
dering these killings, although evidence relating to the murders was
introduced at trial as actions taken in furtherance of the charged con-
spiracies and criminal enterprise. The killings were referenced again
in connection with Ulbricht’s sentencing. He faces open attempted
murder-for-hire charges in the District of Maryland, however. United
States v. Ulbricht, No. 13-0222-CCB (D. Md.). That indictment
charges Ulbricht with the attempted murder of Curtis Green (Flush).
According to the criminal complaint against the corrupt officers, after
Bridges, using Flush’s account, stole $350,000 in Bitcoin in January
2013, DPR recruited Nob (Force) to kill Flush as punishment for the
theft. DPR paid Nob $80,000 to carry out the murder, which Force
faked to make Ulbricht believe that the task was complete. Presuma-
bly because the government removed from its trial evidence anything
that the corrupted agent Force may have touched, it did not present
evidence of the Flush murder-for-hire agreement, nor did it rely on
that murder at sentencing.
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The episode escalated from there. DPR connected
with Redandwhite, who was FriendlyChemist’s supplier,
and wrote that “FriendlyChemist is a liability and I
wouldn’t mind if he was executed.” Id. at 1822. After ne-
gotiating the logistical details of the murder, Ulbricht
agreed to pay Redandwhite $150,000 in Bitcoins to Kkill
FriendlyChemist. DPR paid Redandwhite, who later con-
firmed that he had received the payment and carried out
the murder, and sent what appeared to be a photo of the
dead victim to DPR. DPR replied that he had “received
the picture and deleted it,” and thanked Redandwhite for
his “swift action.” Id. at 1892. Around the same time, Ul-
bricht recorded in a file on his laptop that he “[g]ot word
that the blackmailer was executed.” Id. at 1887. The gov-
ernment was not able to develop any evidence linking
these conversations to an actual murder. A reasonable
jury could easily conclude, however, that the evidence
demonstrated that Ulbricht ordered and paid for the kill-
ing, and that he believed that it had occurred.

Later, DPR ordered four other murders through
Redandwhite. Dread Pirate Roberts identified another
Silk Road user, Tony76, who knew FriendlyChemist and
might compromise the site’s anonymity. After some nego-
tiations, DPR agreed to pay Redandwhite $500,000 in
Bitcoins to kill Tony76 and three of his associates. DPR
then sent the payment to Redandwhite. On April 6, 2013,
Ulbricht wrote in a file on his laptop that he “[g]ave angels
go ahead to find tony76.” Tr. 1900. Two days later, Ul-
bricht recorded that he “[s]ent payment to angels for hit
on tony76 and his three associates.” Id. One of the govern-
ment’s expert witnesses was able to link the payments for
all five murders to Bitcoin wallets located on Ulbricht’s
laptop. Again, while the evidence demonstrates that Ul-
bricht ordered and paid substantial sums for the murders,
there is no evidence that the killings actually took place;
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the government theorized that Redandwhite had tricked
Ulbricht into thinking that he actually committed the
murders, but that in fact he had not.

B. The Defense Case

As noted above, Ulbricht conceded at trial that he had
created Silk Road, and he was caught red-handed operat-
ing the site at the end of the investigation. His principal
defense strategy at trial-more of an effort at mitigation
than outright denial of his guilt of the conspiracy and
other charges in the indictment-was to admit his role at
the beginning and end of the site’s operation, but to con-
tend that he sold Silk Road to someone else in 2011 and
abandoned his role as its administrator, only to be lured
back by the successor DPR near the end of its operation
to take the blame for operating the site. The defense at-
tempted on several occasions to implicate as alternative
suspects Karpeles and Athavale, both of whom the gov-
ernment had investigated for a possible connection to Silk
Road but later abandoned as candidates for DPR’s real-
world identity. As part of his alternative-perpetrator de-
fense, Ulbricht theorized that the person or persons who
operated as the true Dread Pirate Roberts during the
purported interim period planted incriminating evidence
on his laptop in order to frame him. For the most part, the
defense advanced this theory through cross-examination
of government witnesses. Ulbricht did not testify at trial.

One point in the testimony of Richard Bates exempli-
fies the defense’s approach and the government’s re-
sponse. Bates, Ulbricht’s friend who assisted with com-
puter programming issues when Ulbricht launched Silk
Road, testified for the government. According to Bates,
Ulbricht told him in November 2011 that he had sold Silk
Road to someone else, a claim that Bates believed at the
time to be true. Moreover, in a February 2013 Google chat
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between Bates and Ulbricht, Ulbricht wrote that he was
“[g]lad” that Silk Road was “not [his] problem anymore.”
Tr. 1140-41." Bates understood that to mean that Ul-
bricht no longer worked on the site.

To mitigate any damage from Bates’s testimony, the
government introduced a December 9, 2011 Tor chat be-
tween Ulbricht and vj. In that chat, vj asked Ulbricht
whether anyone else knew about his involvement in Silk
Road. Ulbricht responded: “[U]nfortunately yes. There
are two, but they think I sold the site and got out and they
are quite convinced of it.” Tr. 1191. He further wrote that
those two people thought he sold the site “about a month
ago,” id., which roughly corresponds to the November
2011 conversation between Bates and Ulbricht. Signifi-
cantly, it was shortly after this conversation that vj sug-
gested that Ulbricht change his online identity to DPR. In
view of the fictional character it referenced, the govern-
ment contended that the online moniker DPR was delib-
erately adopted to support the cover story that the lead
administrator of Silk Road changed over time.

Thus, although the government elicited testimony that
Ulbricht told Bates that he sold the site in 2011, it also
presented evidence that Ulbricht had lied to Bates about
that sale and continued to operate the site in secret.

1. Cross-Examination of Government Wit-
nesses

Ulbricht’s defense depended heavily on cross-exami-
nation of government witnesses, much of which was de-
signed to support the argument that either Karpeles or

16 There are two versions of the trial transcript for January 22, 2015
on the district court docket. The page citations here refer to the ver-
sion of the transcript marked “corrected,” which is listed on the dis-
trict court docket as Document No. 208 (14-cr-68).
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Athavale was the real DPR, or that multiple people oper-
ated as Dread Pirate Roberts during Silk Road’s life span.
The district court limited his cross-examination in two
ways that Ulbricht challenges on appeal. First, the dis-
trict court prevented Ulbricht from exploring several spe-
cific topics with Der-Yeghiayan, the government’s first
witness, through whom it introduced much of its evidence.
Those topics included, inter alia, Der-Yeghiayan’s prior
suspicions that Karpeles was DPR. Second, the district
court limited Ulbricht’s ability to cross examine FBI com-
puter scientist Thomas Kiernan, who testified about evi-
dence that he discovered on Ulbricht’s laptop, concerning
several specific technical issues related to software on Ul-
bricht’s computer. More details about those attempted
cross-examinations will be discussed in context below.

2. Hearsay Statements

Ulbricht also attempted to introduce two hearsay
statements in his defense, both of which the district court
excluded as inadmissible. Those hearsay statements com-
prise: (1) chats between DPR and DeathFromAbove
(Force) concerning Force’s attempt to extort money from
DPR in exchange for information about the government’s
investigation of Silk Road; and (2) the government’s letter
describing a statement by Andrew Jones, a site adminis-
trator, concerning one particular conversation that he had
with DPR. The contents of those hearsay statements and
other relevant facts will be discussed in more detail be-
low.

3. Defense Expert Witnesses

Long after the trial began on January 13, 2015, and
shortly before the government rested on February 2 and
the defense rested on February 3, Ulbricht disclosed to
the government his intent to call two expert witnesses:
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Dr. Steven Bellovin and Andreas Antonopoulos.'” The An-
tonopoulos disclosure indicated that he would testify on
several subjects relevant to Silk Road, including “the ori-
gins of Bitcoin,” “the various purposes and uses of
Bitcoin,” “the mechanics of Bitcoin transactions,” “the
value of Bitcoin over time since its inception,” and “the
concepts of Bitcoin speculating and Bitcoin mining,”
among other things. App’x 349. The Bellovin disclosure
followed a similar pattern, indicating that he would testify
about “[gleneral principles of internet security and vul-
nerabilities,” the “import of some lines of PHP code pro-
vided to defense counsel in discovery,” and “[g]eneral
principles of public-key cryptography,” among other top-
ics. Id. at 360. Neither disclosure summarized the opin-
ions that the experts would offer on those subjects, nor
did either identify the bases for the experts’ opinions.

On January 29 and 31, the government moved to pre-
clude the testimony of both proffered experts. The gov-
ernment argued that the expert notices were untimely
and did not contain the information required by Rule 16
of the Federal Rules of Criminal Procedure, including a
summary of the opinions that the experts would offer on
the stand.” On February 1-three days before the end of
the trial-the district court granted the government’s mo-
tions and precluded both experts from testifying, conclud-
ing that the defendant’s notices were late and that the dis-
closures were substantively inadequate under Rule 16.

17 Ulbricht noticed his intent to call Antonopoulos on January 26
and Bellovin on January 30, 2015.

8 The government also argued generally that some of the topics
identified in the disclosures were not relevant to Ulbricht’s case or
did not require expert testimony.
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Ulbricht claims that the district court erred in precluding
his experts from testifying.

In sum, the defense case was limited to cross-examin-
ing government witnesses, briefly calling four character
witnesses, having a defense investigator authenticate a
task list on Ulbricht’s computer, and reading a few of
DPR’s posts into the record. Ulbricht contends, however,
that his defense was hamstrung by the rulings described
above.

C. The Verdict and Post-Trial Motion

After deliberating for about three and a half hours, the
jury returned a guilty verdict on all seven counts in the
Indictment. As described in more detail below, Ulbricht
then moved for a new trial under Rule 33, Fed. R. Crim.
P. The district court denied the motion, and Ulbricht ar-
gues here that it erred in doing so.

IV. Sentencing

The United States Probation Office prepared the
Pre-Sentence Investigation Report (“PSR”) in March
2015. It described the offense conduct in detail and dis-
cussed the five murders that Ulbricht allegedly hired
Redandwhite to commit.” Over Ulbricht’s objection, the
PSR also discussed six drug-related deaths that the gov-
ernment contended, and the district court found, were
connected with Silk Road. Circumstantial evidence linked
each of those fatalities with varying degrees of certainty
to the decedent’s purchase of drugs on Silk Road. For ex-
ample, one user died from an overdose of heroin combined
with other drugs. The deceased individual was found with

19 The PSR did not refer to the additional murder of “Flush” that
DPR allegedly paid Force, under his undercover identity Nob, to
commit. See supra note 15.
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a needle and a bag of heroin, as well as a torn-open deliv-
ery package. Open on his computer was a Silk Road chat
in which a vendor described the package of heroin that
was due to arrive that day, including a tracking number
that matched the opened package.

Two other individuals whose deaths the PSR de-
scribed were Silk Road customers who purchased drugs
on the site shortly before their deaths. A fourth person
died after ingesting a synthetic drug originally purchased
on Silk Road that he obtained through an intermediary
dealer, and a fifth died after leaping from a balcony while
high on a psychedelic drug that he bought from the site.
A sixth person died of pneumonia after placing over thirty
orders for heroin and other drugs on Silk Road; the au-
topsy report theorized that his drug use may have
“blunted the deceased’s perception of the severity of his
illness,” thus contributing to his premature death. PSR
183. In arguing that the distriet court should consider the
six deaths, the government explained that they “illustrate
the obvious: that drugs can cause serious harm, including
death.” App’x 902.

In the first of several sentencing submissions, Ul-
bricht urged the district court not to consider the six
drug-related deaths and to strike them from the PSR. In
support of that argument, Ulbricht claimed that Silk Road
had harm-reducing effects, meaning that it made drug use
less dangerous. Specifically, Ulbricht employed Dr. Fer-
nando Caudevilla (username Doctor X), a physician who
provided drug-use advice to the site’s customers. Cau-
devilla spent up to two or three hours a day on Silk Road
discussion fora and sent over 450 messages providing
guidance about illegal drug dosage and administration, as
well as information about the harms associated with cer-
tain drugs. Caudevilla also provided weekly reports to
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DPR concerning the advice he gave to the site’s users. Ul-
bricht further claimed that Silk Road allowed for better
drug quality control because vendors were subject to a
rating system,? buyers were able to choose from among
many different sellers, and the site’s anonymity encour-
aged free dialogue about drug use that helped mitigate
the stigma accompanying drug addiction.? According to
Caudevilla, when the site received negative feedback
about the quality of the drugs sold by a vendor, that ven-
dor was removed from the site. Finally, Ulbricht claimed
that the site reduced violence associated with the drug
trade by providing a safe, computer-based method of pur-
chasing drugs.

Ulbricht also submitted an expert report from Dr.
Mark Taff, which provided an alternative reason for ex-
cluding the six deaths from the PSR. In his report, Dr.
Taff explained that, based on the information available, it
was impossible to know with medical certainty that Silk
Road drugs caused the six deaths described in the PSR.
There were “gaping holes” in the investigations into each
death, and some were missing autopsy reports, toxicology
reports, and death certificates. App’x 911. Moreover, Dr.
Taff claimed that it was impossible to know the cause of
each death because several of the deceased had ingested

2 As the government pointed out in its sentencing submission, fake
vendor reviews were commonplace, and vendors sometimes coerced
customers into giving them perfect ratings.

2 Ulbricht referenced a study by Tim Bingham, who researched
Silk Road users between September 2012 and August 2013. Bingham
interviewed Silk Road customers and concluded that the site operated
as a “novel technological drug subculture, potentially minimiz[ing]
drug-related stigma by reinforcing a[ ] sense of community.” App’x
905. Thus, Bingham concluded, and Ulbricht argued, that Silk Road
encouraged more “responsible forms of recreational drug use.” Id. at
906.
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multiple drugs prior to their deaths. Ulbricht argued that,
absent a clear causal link between the deaths and the of-
fense conduct, the deaths were not relevant to his sentenc-
ing at all.

The defense later submitted another sentencing mem-
orandum, which included 97 letters from friends and fam-
ily describing Ulbricht’s good character as well as aca-
demic articles about the myriad problems associated with
unduly severe sentences for drug crimes. He also urged
the district court not to consider the five murders commis-
sioned by DPR, in part because he claimed only to have
fantasized about the murders, implying that he did not ex-
pect them to be carried out. In its sentencing submission,
the government requested that the district court impose
a sentence substantially above the twenty-year manda-
tory minimum.

Ulbricht’s sentencing hearing took place on May 29,
2015.2 The district court concluded that Ulbricht’s offense
level was 43-the highest possible offense level under the
Sentencing Guidelines—and that his criminal history cate-
gory was 1. The high offense level largely resulted from
the massive quantity of drugs trafficked using Silk Road,

22 At sentencing, the district court vacated Ulbricht’s convictions
on Counts One and Three because they were lesser included offenses
of Counts Two and Four respectively. Ulbricht was therefore sen-
tenced on Counts Two, Four, Five, Six, and Seven. The district court
based its Guidelines calculation only on those counts.

2 The calculated offense level was actually 50, which is higher than
the maximum offense level of 43 on the Guidelines sentencing table.
The Guidelines provide that “[a]n offense level of more than 43 is to
be treated as an offense level of 43.” U.S.S.G. ch. 5 pt. A, emt. n.2.
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as well as several enhancements, including one for direct-
ing the use of violence, U.S.S.G. § 2D1.1(b)(2).2* Ulbricht
does not dispute that calculation. Due to the high offense
level, the Guidelines advisory sentence “range” was life in
prison, and the U.S. Probation Office recommended that
sentence.

At the sentencing hearing, the district court resolved
several disputed issues of fact. For example, because Ul-
bricht contested his responsibility for the five commis-
sioned murders for hire, the district court found by a pre-
ponderance of the evidence that Ulbricht did in fact com-
mission the murders, believing that they would be carried
out. The district court characterized the evidence of the
murders for hire, which included Ulbricht’s journal, chats
with other Silk Road users, and the evidence showing that
Ulbricht actually paid a total of $650,000 in Bitcoins for
the killings, as “ample and unambiguous.” App’x 1465.

The court then turned to the six drug-related deaths
described in the PSR. Over Ulbricht’s objection, the dis-
trict court found that the deaths were “related conduct
relevant to his sentencing” because the “question as to
whether this information is properly included in the PSR
is whether the Court finds, by a preponderance of the ev-
idence[,] that the deaths, in some way, related to Silk
Road.” Id. at 1472. Tt went on to explain that “the relevant
offense committed is the unlawful distribution of drugs
and the running of a criminal drug enterprise, ... [and]
based on the evidence before the Court, the sale of the
drugs through Silk Road caused harm to the decedents.”

24 Because of the grouping rules, U.S.S.G. ch. 3 pt. D, the lower of-
fense levels of the computer hacking and fraudulent identification
charges did not contribute to Ulbricht’s offense level.
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Id. at 1473. The district court described the facts associ-
ated with five of the deaths and specifically found that
each was connected to Silk Road, rejecting the defend-
ant’s argument that but-for causation was required in or-
der for the court to consider the deaths as relevant to the
offense conduct.” Parents of two of the decedents also
made statements at the proceeding, describing the emo-
tional impact that the losses had on them and their fami-
lies.

In the course of explaining its reasons for choosing Ul-
bricht’s sentence, the district court discussed the facts of
Ulbricht’s offense, his apparent character, and the pur-
poses of criminal punishment. The court described Doctor
X as “enabling,” App’x 1530, rather than reducing the
harms associated with drug use, emphasized the social
costs attendant to expanding the scope of the drug mar-
ket, discussed the five murders for hire, and stated that
the sentence imposed on Ulbricht could have a powerful
general deterrent effect because the case had attracted an
unusually large amount of publicity. The court then sen-
tenced Ulbricht principally to life imprisonment.

This appeal followed.
DISCUSSION

On appeal, Ulbricht raises a number of claims of error.
For purposes of organizational clarity, we group them
into three categories, and present them in the order in

% The district court did not specifically address one of the six
deaths. That decedent was a frequent Silk Road customer who was
found dead in his home with a used syringe and other drug parapher-
nalia. The record does not indicate why the district court did not dis-
cuss that case, and neither party makes any argument based on that
omission.



29a

which the issues arose in the district court. Accordingly,
we discuss first Ulbricht’s claims that much of the evi-
dence against him should have been suppressed because
it was obtained in violation of his Fourth Amendment
rights; second, his arguments that the district court’s evi-
dentiary errors denied him a fair trial; and third, his ob-
jections to his sentence.

I. Fourth Amendment Issues

Ulbricht claims that the district court erred in denying
his motion to suppress evidence obtained in violation of
the Fourth Amendment. On appeal from a denial of a sup-
pression motion, “we review a district court’s findings of
fact for clear error, and its resolution of questions of law
and mixed questions of law and fact de novo.” United
States v. Bohannon, 824 F.3d 242, 247-48 (2d Cir. 2016).
Ulbricht raises two principal arguments. First, he con-
tends that the pen/trap orders that the government used
to monitor IP address traffic to and from his home router
violated the Fourth Amendment because the government
obtained the orders without a warrant. Second, he claims
that the warrants authorizing the government to search
his laptop as well as his Google and Facebook accounts vi-
olated the Fourth Amendment’s particularity require-
ment. We reject those contentions and affirm the denial of
Ulbricht’s motion to suppress.

A. Pen/Trap Orders

Pursuant to orders issued by United States magis-
trate judges in the Southern District of New York, the
government used five pen registers and trap and trace de-
vices to monitor IP addresses associated with Internet
traffic to and from Ulbricht’s wireless home router and
devices that regularly connected to that router. The gov-
ernment obtained the orders pursuant to the Pen/Trap
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Act, which provides that a government attorney “may
make [an] application for an order ... authorizing or ap-
proving the installation and use of a pen register or a trap
and trace device . . . to a court of competent jurisdiction.”
18 U.S.C. § 3122(a)(1). A “pen register” is defined as a
“device or process which records or decodes dialing, rout-
ing, addressing, or signaling information transmitted by
an instrument or facility from which a wire or electronic
communication is transmitted,” and “shall not include the
contents of any communication.” Id. § 3127(3). A “trap and
trace” device means “a device or process which captures
the incoming electronic or other impulses which identify
the originating number or other dialing, routing, address-
ing, and signaling information reasonably likely to iden-
tify the source of a wire or electronic communication.” Id.
§ 3127(4). Like pen registers, trap and trace devices may
not capture the “contents of any communication.” Id. The
statute does not require a search warrant for the use of a
pen register or trap and trace device, nor does it demand
the kind of showing required to obtain such a warrant. Ra-
ther, the statute requires only that the application contain
a “certification ... that the information likely to be ob-
tained is relevant to an ongoing criminal investigation.”
Id. § 3122(b)(2).

The orders in this case authorized the government to
“use a pen register and trap and trace device to identify
the source and destination [IP] addresses, along with the
dates, times, durations, ports of transmission, and any
Transmission Control Protocol (‘TCP’) connection data,*

% Data are transmitted on the Internet via discrete packets, rather
than in a continuous stream. TCP is a “communications protocol used
to process such data packets associated with popular Internet appli-
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associated with any electronic communications sent to or
from” various devices, including Ulbricht’s home wireless
router and his laptop.?” S.A. 93. In each order, the govern-
ment specified that it did not seek to obtain the contents
of any communications. Instead, it sought authorization to
collect only “dialing, routing, addressing, and signaling in-
formation” that was akin to data captured by “traditional
telephonic pen registers and trap and trace devices.” Id.
at 130. Ulbricht claims that the pen/trap orders violated
the Fourth Amendment because he had a reasonable ex-
pectation of privacy in the IP address routing information
that the orders allowed the government to collect.”

cations,” such as browser and email applications. S.A. 97. Like IP ad-
dress data, the TCP data that the orders permitted the government
to acquire do not include the contents of communications, and Ul-
bricht has not expressed any independent concern over the govern-
ment’s collection of TCP connection data.

27 Some of the pen/trap orders phrased the scope of the order
slightly differently. For example, one order authorized installing “a
trap and trace device to identify the source [IP] address of any Inter-
net communications directed to, and a pen register to determine the
destination IP addresses of any Internet communications originating
from,” the relevant devices. S.A. 67. In other words, not every order
sought TCP connection data as well as IP address information. Nei-
ther party has suggested that the differences among the pen/trap or-
ders are material to any issue presented by this appeal.

28 In the district court, Ulbricht made the same arguments concern-
ing his Fourth Amendment privacy interest in the information cap-
tured by the pen registers and trap and trace devices. The district
court ruled generally that the “type of information sought [in the or-
ders] was entirely appropriate for that type of order.” App’x 208. The
court declined to address Ulbricht’s “novel Fourth Amendment argu-
ments” regarding the pen/trap devices because he had “not estab-
lished the requisite privacy interest . . . to” demonstrate his standing
to challenge the orders. Id. The government has agreed that Ulbricht
has standing to pursue his Fourth Amendment arguments on appeal.
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The Fourth Amendment to the United States Consti-
tution provides that: “The right of the people to be secure
in their persons, houses, papers, and effects, against un-
reasonable searches and seizures, shall not be violated,
and no Warrants shall issue, but upon probable cause,
supported by Oath or affirmation, and particularly de-
scribing the place to be searched, and the persons or
things to be seized.” The “cornerstone of the modern law
of searches is the principle that, to mount a successful
Fourth Amendment challenge, a defendant must demon-
strate that he personally has an expectation of privacy in
the place searched.” United States v. Haqq, 278 F.3d 44,
47 (2d Cir. 2002) (internal quotation marks omitted).
Thus, a “Fourth Amendment ‘search [ ]’. .. does not occur
unless the search invades an object or area [in which] one
has a subjective expectation of privacy that society is pre-
pared to accept as objectively reasonable.” United States
v. Hayes, 551 F.3d 138, 143 (2d Cir. 2008).

The Supreme Court has long held that a “person has
no legitimate expectation of privacy in information he vol-
untarily turns over to third parties,” including phone
numbers dialed in making a telephone call and captured
by a pen register. Smath v. Maryland, 442 U.S. 735,
743-44 (1979). This is so because phone users “typically
know that they must convey numerical information to the
phone company; that the phone company has facilities for
recording this information; and that the phone company
does in fact record this information for a variety of legiti-
mate business purposes.” Id. at 743. Similarly, “e-mail and
Internet users . . . rely on third-party equipment in order
to engage in communication.” United States v. Forrester,
512 F.3d 500, 510 (9th Cir. 2008). Internet users thus
“should know that this information is provided to and used
by Internet service providers for the specific purpose of
directing the routing of information.” Id. Moreover, “IP
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addresses are not merely passively conveyed through
third party equipment, but rather are voluntarily turned
over in order to direct the third party’s servers.” United
States v. Christie, 624 F.3d 558, 574 (3d Cir. 2010) (inter-
nal quotation marks omitted).

Ulbricht notes that questions have been raised about
whether some aspects of modern technology, which en-
trust great quantities of significant personal information
to third party vendors, arguably making extensive gov-
ernment surveillance possible, call for a re-evaluation of
the third-party disclosure doctrine established by Swmuith.
See, e.g., United States v. Jones, 565 U.S. 400, 417-18
(2012) (Sotomayor, J., concurring); American Civil Liber-
ties Union v. Clapper, 785 F.3d 787, 824 (2d Cir. 2015). We
remain bound, however, by that rule until and unless it is
overruled by the Supreme Court. See United States v.
Gomez, 580 F.3d 94, 104 (2d Cir. 2009); see also United
States v. Wheelock, 772 F.3d 825, 829 (8th Cir. 2014).

Moreover, whatever novel or more intrusive surveil-
lance techniques might present future questions concern-
ing the appropriate scope of the third-party disclosure
doctrine, the orders in this case do not present such is-
sues. The recording of IP address information and similar
routing data, which reveal the existence of connections be-
tween communications devices without disclosing the con-
tent of the communications, are precisely analogous to the
capture of telephone numbers at issue in Smith. That is
why the orders here fit comfortably within the language
of a statute drafted with the earlier technology in mind.
The substitution of electronic methods of communication
for telephone calls does not alone create a reasonable ex-
pectation of privacy in the identities of devices with whom
one communicates. Nor does it raise novel issues distinet
from those long since resolved in the context of telephone
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communication, with which society has lived for the nearly
forty years since Smith was decided. Like telephone com-
panies, Internet service providers require that identifying
information be disclosed in order to make communication
among electronic devices possible. In light of the Smith
rule, no reasonable person could maintain a privacy inter-
est in that sort of information.

We therefore join the other circuits that have consid-
ered this narrow question and hold that collecting IP ad-
dress information devoid of content is “constitutionally in-
distinguishable from the use of a pen register.” Forrester,
512 F.3d at 510; see, e.g., Wheelock, 772 F.3d at 828 (hold-
ing that the defendant “cannot claim a reasonable expec-
tation of privacy in [the] government’s acquisition of his
subseriber information, including his IP address and
name,” because it had been “revealed to a third party” (in-
ternal quotation marks omitted)); Christie, 624 F.3d at
573 (holding that there is no expectation of privacy in
“subscriber information provided to an internet pro-
vider,” such as an IP address (internal quotation marks
omitted)); see also Guest v. Leis, 255 F.3d 325, 336 (6th
Cir. 2001) (holding that “computer users do not have a le-
gitimate expectation of privacy in their [bulletin board]
subscriber information because they have conveyed it to
another person”); United States v. Graham, 824 F.3d 421,
432 (4th Cir. 2016) (en banc) (noting that “third-party in-
formation relating to the sending and routing of electronic
communications does not receive Fourth Amendment
protection”); United States v. Carpenter, 819 F.3d 880,
887 (6th Cir. 2016) (“[Clourts have not (yet, at least) ex-
tended [Fourth Amendment] protections to the internet
analogue to envelope markings, namely the metadata
used to route internet communications, like ... IP ad-
dresses.”). Where, as here, the government did not access
the contents of any of Ulbricht’s communications, it did
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not need to obtain a warrant to collect IP address routing
information in which Ulbricht did not have a legitimate
privacy interest. We therefore reject Ulbricht’s conten-
tion that the issuance of such orders violated his Fourth
Amendment rights.?

Ulbricht’s additional arguments are not persuasive.
Ulbricht contends generally that pen/trap orders may
monitor a communication’s content by tracking metadata,
but he does not identify what metadata the government
might have collected or explain how the pen/trap orders
in this case gave the government information concerning
the content of his communications. He also claims that the
orders violated the Fourth Amendment by impermissibly
monitoring activity within his home, relying on Kyllo v.
United States, 533 U.S. 27 (2001). In Kyllo, the Court held
that using thermal-imaging technology from outside the
home to discern whether a person was growing marijuana
in the home might reveal innocent, non-criminal infor-
mation in which a resident has a privacy interest. /d. at 38.

2 The issue presented in this case is narrowly confined to orders
that are limited to the capture of IP addresses, TCP connection data,
and similar routing information. Our holding therefore does not ad-
dress other, more invasive surveillance techniques that capture more
information (such as content), which may require a warrant issued on
probable cause or an order pursuant to Title III of the Omnibus
Crime Control and Safe Streets Act of 1968, codified as amended at
18 U.S.C. §8§ 2510-22. See generally In the Matter of a Warrant for
All Content & Other Info. Associated with the Email Account
xxxxrre@gmail.com Maintained at Premises Controlled by Google,
Inc., 33 F.Supp.3d 386, 393-96 (S.D.N.Y. 2014), as amended (Aug. 7,
2014) (describing the available caselaw concerning search warrants of
email accounts). Similarly, to the extent that some of the out-of-circuit
cases cited in the text also address the Fourth Amendment status of
other types of evidence, such as historical cell-site location infor-
mation, we express no views on such issues, which are not presented
in this case.



36a

Ulbricht contends that monitoring IP address traffic
through his router is similar to the thermal-imaging tech-
nology because it might reveal when and how Ulbricht
used his computer when he was at home. The same can be
said, however, of an ordinary telephone pen register,
which can reveal if, when, and how a person uses his or
her home phone to make calls. See Smith, 442 U.S. at 743.
IP address traffic similarly reveals whether an Internet
subscriber (or, more precisely, a person who uses the sub-
scriber’s Internet connection) is home and using the In-
ternet. Nothing in Kyllo suggests that government moni-
toring of data disclosed to an outside telephone or Inter-
net provider for ordinary business purposes becomes con-
stitutionally suspect when investigators use that infor-
mation to draw inferences about whether someone is mak-
ing telephone calls or accessing websites from inside his
or her home. We therefore see no constitutional difference
between monitoring home phone dialing information and
IP address routing data. Thus, we conclude that the pen
register and trap and trace orders did not violate the
Fourth Amendment.*

30 Ulbricht’s alternative argument, that the pen/trap orders vio-
lated the Pen/Trap Act and the Stored Communications Act (“SCA”)
because they sought prospective data, is without merit. Ulbricht
claims that the orders were obtained both through the Pen/Trap Act,
18 U.S.C. §§ 3121-27, and the SCA, 18 U.S.C. § 2703(d). To the con-
trary, each pen/trap order (and the underlying requests for such or-
ders) relied exclusively on the Pen/Trap Act, not the SCA. The fact
that one of the government’s goals was to monitor IP address traffic
to match Ulbricht’s Internet activity with DPR’s does not undermine
the validity of the orders. The orders themselves did not allow the
government to track the location of the router and other equipment
to which the trap and trace device was attached. Thus, they were not
“geo-locating” devices, as Ulbricht suggests, any more than subpoe-
nas for hotel registers, parking tickets, and credit card receipts, or
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B. Search Warrants

Ulbricht also contends that the warrants authorizing
the search and seizure of his laptop as well as his Face-
book and Google accounts violated the Fourth Amend-
ment’s particularity requirement. The Fourth Amend-
ment explicitly commands that warrants must be based
on probable cause and must “particularly describle] the
place to be searched, and the persons or things to be
seized.” U.S. Const. amend. I'V. “It is familiar history that
indiscriminate searches and seizures conducted under the
authority of ‘general warrants’ were the immediate evils
that motivated the framing and adoption of the Fourth
Amendment.” Payton v. New York, 445 U.S. 573, 583
(1980). Those general warrants “specified only an of-
fense,” leaving “to the discretion of the executing officials
the decision as to which persons should be arrested and
which places should be searched.” Steagald v. United
States, 451 U.S. 204, 220 (1981). The principal defect in
such a warrant was that it permitted a “general, explora-
tory rummaging in a person’s belongings,” Andresen v.
Maryland, 427 U.S. 463, 480 (1976) (internal quotation
marks omitted), a problem that the Fourth Amendment
attempted to resolve by requiring the warrant to “set out
with particularity” the “scope of the authorized search,”
Kentucky v. King, 563 U.S. 452, 459 (2011).*!

any other methods by which the government obtains information that
can be used to identify a suspect’s location at particular points in time.

31 In addition to preventing general searches, the particularity re-
quirement serves two other purposes not relevant to this appeal:
“preventing the seizure of objects upon the mistaken assumption that
they fall within the magistrate’s authorization, and preventing the is-
suance of warrants without a substantial factual basis.” United States
v. Young, 745 F.2d 733, 759 (2d Cir. 1984).
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To be sufficiently particular under the Fourth Amend-
ment, a warrant must satisfy three requirements. First,
“a warrant must identify the specific offense for which the
police have established probable cause.” United States v.
Galpin, 720 F.3d 436, 445 (2d Cir. 2013). Second, “a war-
rant must describe the place to be searched.” Id. at 445-
46. Finally, the “warrant must specify the items to be
seized by their relation to designated crimes.” Id. at 446
(internal quotation marks omitted).

“Where, as here, the property to be searched is a com-
puter hard drive, the particularity requirement assumes
even greater importance.” Id. A general search of elec-
tronic data is an especially potent threat to privacy be-
cause hard drives and e-mail accounts may be “akin to a
residence in terms of the scope and quantity of private in-
formation [they] may contain.” Id. The “seizure of a com-
puter hard drive, and its subsequent retention by the gov-
ernment, can [therefore] give the government possession
of a vast trove of personal information about the person to
whom the drive belongs, much of which may be entirely
irrelevant to the eriminal investigation that led to the sei-
zure.” United States v. Ganias, 824 ¥.3d 199, 217 (2d Cir.
2016) (en banc). Such sensitive records might include
“[t]ax records, diaries, personal photographs, electronic
books, electronic media, medical data, records of internet
searches, [and] banking and shopping information.” Id. at
218. Because of the nature of digital storage, it is not al-
ways feasible to “extract and segregate responsive data
from non-responsive data,” id. at 213, creating a “serious
risk that every warrant for electronic information will be-
come, in effect, a general warrant,” Galpin, 720 F.3d at
447 (internal quotation marks omitted). Thus, we have
held that warrants that fail to “link [the evidence sought]
to the criminal activity supported by probable cause” do
not satisfy the particularity requirement because they
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“lack[ ] meaningful parameters on an otherwise limitless
search” of a defendant’s electronic media. United States
v. Rosa, 626 F.3d 56, 62 (2d Cir. 2010).

The Fourth Amendment does not require a perfect de-
scription of the data to be searched and seized, however.
Search warrants covering digital data may contain “some
ambiguity ... so long as law enforcement agents have
done the best that could reasonably be expected under the
circumstances, have acquired all the descriptive facts
which a reasonable investigation could be expected to
cover, and have insured that all those facts were included
in the warrant.” Galpin, 720 F.3d at 446 (internal quota-
tion marks omitted).

Moreover, it is important to bear in mind that a search
warrant does not necessarily lack particularity simply be-
cause it is broad. Since a search of a computer is “akin to
[a search of] a residence,” id., searches of computers may
sometimes need to be as broad as searches of residences
pursuant to warrants. Similarly, traditional searches for
paper records, like searches for electronic records, have
always entailed the exposure of records that are not the
objects of the search to at least superficial examination in
order to identify and seize those records that are. And in
many cases, the volume of records properly subject to sei-
zure because of their evidentiary value may be vast. None
of these consequences necessarily turns a search warrant
into a prohibited general warrant.

1. Laptop Search Warrant

The warrant authorizing the search and seizure of Ul-
bricht’s laptop (the “Laptop Warrant”) explicitly incorpo-
rated by reference an affidavit listing the crimes charged,
which at the time included narcotics trafficking, computer
hacking, money laundering, and murder-for-hire offenses
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in violation of 21 U.S.C. § 846, 18 U.S.C. §§ 1030, 1956, and
1958. See In re 650 Fifth Ave. & Related Properties, 830
F.3d 66, 101 (2d Cir. 2016) (describing the requirements
for a criminal search warrant’s incorporation of an affida-
vit by reference).?” The affidavit also described the work-
ings of Silk Road and the role of Dread Pirate Roberts in
operating the site and included a wealth of information
supporting a finding that there was probable cause to be-
lieve that Ulbricht and DPR were the same person. Based
on that information, the Laptop Warrant alleged that Ul-
bricht “use[d] [the laptop] in connection with his operation
of Silk Road,” and that there was “probable cause to be-
lieve that evidence, fruits, and instrumentalities of the
[charged offenses]” would be found on the laptop. S.A.
2463

Generally speaking, the Laptop Warrant divided the
information to be searched for and seized into two catego-
ries. The first covered evidence concerning Silk Road that
was located on the computer, including, inter alia, “data
associated with the Silk Road website, such as web con-
tent, server code, or database records”; any evidence con-
cerning servers or computer equipment connected with
Silk Road; e-mails, private messages, and forum postings
or “other communications concerning Silk Road in any
way”’; evidence concerning “funds used to facilitate or pro-
ceeds derived from Silk Road,” including Bitcoin wallet
files and transactions with Bitcoin exchangers, or “infor-
mation concerning any financial accounts ... where Silk

32 Because the warrant incorporated the affidavit by reference, we
refer to the documents together as the Laptop Warrant for the sake
of simplicity.

38 Ulbricht does not challenge the existence of probable cause to
believe both that he committed these offenses and that the laptop
would contain evidence of them.
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Road funds may be stored”; and “any evidence concerning
any illegal activity associated with Silk Road.” Id. at 246-
48.

The second category of information in the Laptop
Warrant included “evidence relevant to corroborating the
identification of Ulbricht as the Silk Road user ‘Dread Pi-
rate Roberts.” ” Id. at 248. In order to connect Ulbricht
with DPR, the Laptop Warrant authorized agents to
search for: “any communications or writings by Ulbricht,
which may reflect linguistic patterns or idiosyncra[slies
associated with ‘Dread Pirate Roberts,’” or political/eco-
nomic views associated with [DPR] ...”; “any evidence
concerning any computer equipment, software, or
usernames used by Ulbricht, to allow comparison with”
computer equipment used by DPR; “any evidence con-
cerning Ulbricht’s travel or patterns of movement, to al-
low comparison with patterns of online activity of [DPR]”;
“any evidence concerning Ulbricht’s technical expertise
concerning Tor, Bitcoins,” and other computer program-
ming issues; any evidence concerning Ulbricht’s attempts
to “obtain fake identification documents,” use aliases, or
otherwise evade law enforcement; and “any other evi-
dence implicating Ulbricht in the subject offenses.” Id. at
248-49 (footnote omitted).

After careful consideration of the warrant, the sup-
porting affidavit, and Ulbricht’s arguments, we conclude
that the Laptop Warrant did not violate the Fourth
Amendment’s particularity requirement.* We note, at the

3 The district court ruled that Ulbricht did not have standing to
raise his Fourth Amendment challenges because he did not establish
that he had a personal expectation of privacy in the laptop or his Fa-
cebook and Google accounts. We express no view on that issue, since
the district court also reached the merits of the motion to suppress
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outset of our review, that the warrant plainly satisfies the
basic elements of the particularity requirement as tradi-
tionally understood. By incorporating the affidavit by ref-
erence, the Laptop Warrant lists the charged crimes, de-
scribes the place to be searched, and designates the infor-
mation to be seized in connection with the specified of-
fenses. Each category of information sought is relevant to
Silk Road, DPR’s operation thereof, or identifying Ul-
bricht as DPR. We do not understand Ulbricht’s argu-
ments to contest the Laptop Warrant’s basic compliance
with those requirements.®

Rather, Ulbricht’s arguments turn on the special
problems associated with searches of computers which, as
we have acknowledged in prior cases, Galpin, 720 F.3d at
447; Ganias, 824 F.3d at 217-18, can be particularly intru-
sive. These arguments merit careful attention. For exam-
ple, Ulbricht questions the appropriateness of the proto-
cols that the Laptop Warrant instructed officers to use in
executing the search. Those procedures included opening
or “cursorily reading the first few” pages of files to “de-
termine their precise contents,” searching for deliber-
ately hidden files, using “key word searches through all
electronic storage areas,” and reviewing file “directories”
to determine what was relevant. S.A. 253. Ulbricht, sup-
ported by amicus the National Association of Criminal
Defense Lawyers (“NACDL”), argues that the warrant

and the government has agreed that Ulbricht has standing to chal-
lenge the warrants and accompanying searches.

% Tt is worth noting that Ulbricht does not challenge the validity of
the search warrant covering his home, although that warrant is quite
similar to the Laptop Warrant and appears to be just as broad. Spe-
cifically, the home search warrant allows the government to search
for and seize evidence concerning Ulbricht’s travel or patterns of
movement and any of his communications or writings.
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was insufficiently particular because the government and
the magistrate judge failed to specify the search terms
and protocols ex ante in the warrant.

We cannot agree. As illustrated by the facts of this
very case, it will often be impossible to identify in advance
the words or phrases that will separate relevant files or
documents before the search takes place, because officers
cannot readily anticipate how a suspect will store infor-
mation related to the charged crimes. Files and docu-
ments can easily be given misleading or coded names, and
words that might be expected to occur in pertinent docu-
ments can be encrypted; even very simple codes can de-
feat a pre-planned word search. For example, at least one
of the folders on Ulbricht’s computer had a name with the
misspelling “aliaces.” App’x 309. For a more challenging
example, Ulbricht also kept records of certain Tor chats
in a file on his laptop that was labeled “mbsob-
zvkhwx4hmjt.” Id. at 398.%

The agents reasonably anticipated that they would
face such problems in this case. Operating Silk Road in-
volved using sophisticated technology to mask its users’
identities. Accordingly, although we acknowledge the
NACDL’s suggestions in its amicus submission for limit-

3 We note that Ulbricht and amicus NACDL somewhat exagger-
ate the novelty of computer searches in this regard. A traditional
physical search for paper “drug records” or “tax records” may entail
a similar examination of all sorts of files and papers to determine
whether such records are hidden in files with innocuous or misleading
names or written in coded terms to mask their content. For obvious
reasons, search warrants authorizing the seizure of such evidence
have not traditionally specified that agents may look only at file fold-
ers labeled “drug records” or may seize only papers containing the
word “cocaine”’-the equivalent of the ex ante “search terms” de-
manded by Ulbricht.
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ing the scope of such search terms, the absence of the pro-
posed limitations does not violate the particularity re-
quirement on the facts of this case. We therefore conclude
that, in preparing the Laptop Warrant, “law enforcement
agents [did] the best that could reasonably be expected
under the circumstances, [had] acquired all the descrip-
tive facts which a reasonable investigation could be ex-
pected to cover, and [had] insured that all those facts were
included in the warrant.” Galpin, 720 F.3d at 446 (internal
quotation marks omitted).

The fundamental flaw in Ulbricht’s (and the
NACDL’s) argument is that it confuses a warrant’s
breadth with a lack of particularity. As noted above,
breadth and particularity are related but distinct con-
cepts. A warrant may be broad, in that it authorizes the
government to search an identified location or object for
a wide range of potentially relevant material, without vio-
lating the particularity requirement. For example, a war-
rant may allow the government to search a suspected
drug dealer’s entire home where there is probable cause
to believe that evidence relevant to that activity may be
found anywhere in the residence. Similarly, “[w]hen the
criminal activity pervades [an] entire business, seizure of
all records of the business is appropriate, and broad lan-
guage used in warrants will not offend the particularity
requirements.” U.S. Postal Serv. v. C.E.C. Servs., 869
F.2d 184, 187 (2d Cir. 1989). Ulbricht used his laptop to
commit the charged offenses by creating and continuing
to operate Silk Road. Thus, a broad warrant allowing the
government to search his laptop for potentially extensive
evidence of those crimes does not offend the Fourth
Amendment, as long as that warrant meets the three par-
ticularity criteria outlined above.
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It is also true that allowing law enforcement to search
his writings for linguistic similarities with DPR author-
izes a broad search of written materials on Ulbricht’s hard
drive. That fact, however, does not mean that the war-
rants violated the Fourth Amendment. The Laptop War-
rant clearly explained that the government planned to
compare Ulbricht’s writings to DPR’s posts to confirm
that they were the same person, by identifying both lin-
guistic patterns and distinctive shared political or eco-
nomic views. Ulbricht and the NACDL similarly claim
that searching for all evidence of his travel patterns and
movement violates the Fourth Amendment’s particularity
requirement. Again, the warrant explained that it sought
information about Ulbricht’s travel “to allow comparison
with patterns of online activity of ‘Dread Pirate Roberts’
and any information known about his location at particu-
lar times.” S.A. 248. Thus, the Laptop Warrant connects
the information sought to the crimes charged and, more
specifically, its relevance to identifying Ulbricht as the
perpetrator of those crimes.*

37 Ewvidence revealing a suspect’s past movements is often highly
relevant to a criminal investigation. Such evidence might be used to
establish-or rule out-the suspect’s presence at a crime scene or other
pertinent location at a particular time. It may also disclose other, un-
related information about the suspect’s noncriminal associations, in-
terests, and behavior, and may be drawn from a wide variety of
sources. Government efforts to develop such information, including
by search warrants authorizing its seizure, are not inherently ques-
tionable under the Fourth Amendment. Using piecemeal or laborious
investigative techniques, it might take law enforcement officers a
great deal of time and effort to compile a comprehensive record of a
suspect’s travel or other movements. The fact that extensive travel
records are stored on a digital device and may be accessed readily via
a keystroke or quick search does not immunize those records from
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We remain sensitive to the difficulties associated with
preserving a criminal defendant’s privacy while searching
through his electronic data and computer hard drives. In
the course of searching for information related to Silk
Road and DPR, the government may indeed have come
across personal documents that were unrelated to Ul-
bricht’s erimes. Such an invasion of a criminal defendant’s
privacy is inevitable, however, in almost any warranted
search because in “searches for papers, it is certain that
some innocuous documents will be examined, at least cur-
sorily, in order to determine whether they are, in fact,
among those papers authorized to be seized.” Ganias, 824
F.3d at 211, quoting Andresen, 427 U.S. at 482 n.11. The
Fourth Amendment limits such “unwarranted intrusions
upon privacy,” id. (internal quotation marks omitted), by
requiring a warrant to describe its scope with particular-
ity. The Laptop Warrant satisfied that requirement. Ul-
bricht has challenged only the facial validity of the Laptop
Warrant and not its execution. Because we have no reason
to doubt that the officers faithfully executed the warrant,
its execution did not result in an undue invasion of Ul-
bricht’s privacy.

Finally, we note that the crimes charged in this case
were somewhat unusual. This case does not involve a more
typical situation in which officers searched for evidence of
a physician’s illegal distribution of pain medications, to
use the NACDL’s example, which may have electroni-
cally-stored data associated with the alleged crimes on a
hard drive that largely contains non-criminal information.
Here the crimes under investigation were committed
largely through computers that there was probable cause

seizure. Indeed, the seizure of a paper journal or calendar in a con-
ventional search will often allow officers to map out a defendant’s
travel history with similar ease.
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to believe included the laptop at issue, and the search war-
rant application gave ample basis for the issuing magis-
trate judge to conclude that evidence related to Silk Road
and Ulbricht’s use of the DPR username likely permeated
Ulbricht’s computer. Thus, given the nature of Ulbricht’s
crimes and their symbiotic connection to his digital de-
vices, we decline to rethink the well-settled Fourth
Amendment principles that the Laptop Warrant may im-
plicate. A future case may require this Court to articulate
special limitations on digital searches to effectuate the
Fourth Amendment’s particularity or reasonableness re-
quirements. Such a case is not before us.

2. The Google and Facebook Warrants

Ulbricht also challenges the warrants that allowed the
government to search his Google and Facebook accounts,
although he does not present any specific arguments re-
lated to those warrants. Both warrants, through affidavits
incorporated by reference, set forth the basis for probable
cause to search those accounts for evidence of Ulbricht’s
involvement in Silk Road. The warrants also authorized
the government to search his Google and Facebook ac-
counts for “evidence, fruits, and instrumentalities” of the
specified offenses, including, inter alia: “any communica-
tions or writings by Ulbricht”; “any evidence concerning
any computer equipment, software, or usernames used by
Ulbricht”; “any evidence concerning Ulbricht’s travel or
patterns of movement”; and any “other evidence of the”
crimes charged. S.A. 334-35, 393-94. The scope of the
Google and Facebook warrants thus substantially paral-
leled that of the Laptop Warrant.

The Google and Facebook warrants were constitu-
tional for the same reasons that the Laptop Warrant was
valid. They satisfied all three of the particularity require-
ments because they listed the subject offenses, described
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the things to be searched, and identified the information
to be seized in relation to the charged crimes. Ulbricht
does not advance any additional arguments specific to the
Google and Facebook warrants, nor have we identified
any independent reason to find them unconstitutionally
lacking in specificity.

3. Conclusion

In sum, the issuance of the pen/trap orders and the
three search warrants that Ulbricht challenges in this ap-
peal did not violate the Fourth Amendment.* Thus, we af-
firm the district court’s denial of Ulbricht’s suppression
motion.

II. The District Court’s Trial Rulings and Ulbricht’s
Rule 33 Motion

Ulbricht contends that he did not receive a fair trial
for several reasons: (1) the district court’s rulings sur-
rounding corrupt agents Force and Bridges violated his
due process rights; (2) the district court erroneously pre-
cluded two defense experts from testifying; (3) the district
court abused its discretion when it curtailed Ulbricht’s
cross-examination of two government witnesses; and (4)
the district court erred when it ruled that certain hearsay
statements were inadmissible. He also contends that,
even if each individual error is harmless, the cumulative
effect of those errors prejudiced him to the extent that his

3 The government also contends that, even if the warrants were
invalid, the good faith exception prevents the application of the exclu-
sionary rule. In general, the “exclusion of evidence is inappropriate
when the government acts in objectively reasonable reliance on a
search warrant, even when the warrant is subsequently invalidated.”
Ganias, 824 F.3d at 221 (internal quotation marks omitted). Because
we conclude that all three of the warrants were valid, we need not
address the government’s alternative argument.
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trial was fundamentally unfair. We detect no error in the
district court’s rulings on any of those issues and there-
fore conclude that Ulbricht was not deprived of his right
to a fair trial.

A. Corrupt Agents Force and Bridges

Ulbricht’s principal fair trial argument is that the dis-
trict court erred in numerous ways by preventing him
from relying on information related to the corruption of
two federal agents, Force and Bridges, involved in the in-
vestigation of the Silk Road site. Before trial, the district
court (1) precluded Ulbricht from referring at trial to the
secret grand jury proceeding against Force; (2) denied
Ulbricht discovery related to the Force investigation; and
(3) denied Ulbricht an adjournment of the trial until the
Force investigation was complete. During trial, the dis-
trict court excluded as hearsay certain chats that related
to Force’s illicit use of Silk Road. Finally, Ulbricht learned
after trial that the government was investigating a second
corrupt agent, Bridges. Ulbricht contends that the failure
to disclose Bridges’s corruption until after the trial vio-
lated Brady v. Maryland, 373 U.S. 83 (1963), and that the
district court erroneously denied his motion for a new trial
on that ground.

Without question, the shocking personal corruption of
these two government agents disgraced the agencies for
which they worked and embarrassed the many honorable
men and women working in those agencies to investigate
serious criminal wrongdoing. Even more importantly,
when law enforcement officers abuse their offices for per-
sonal gain, commit other criminal acts, violate the rights
of citizens, or lie under oath, they undermine the public’s
vital trust in the integrity of law enforcement. They may
also compromise the investigations and prosecutions on
which they work.
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At the same time, the venality of individual agents
does not necessarily affect the reliability of the govern-
ment’s evidence in a particular case or become relevant to
the adjudication of every case in which the agents partici-
pated. Courts are obligated to ensure that probative evi-
dence is disclosed to the defense, carefully evaluated by
the court for its materiality to the case, and submitted for
the jury’s consideration where admissible. But courts
must also take care that wrongdoing by investigators that
has no bearing on the matter before the court not be used
as a diversion from fairly assessing the prosecution’s case.
Like any other potential evidence, information about po-
lice corruption must be evaluated by reference to the or-
dinary rules of criminal procedure and evidence, a task to
which we now turn.

1. Background: Pretrial Disclosure of the Force
Investigation

The government disclosed its investigation into
Force’s corruption to the defense about six weeks before
trial. Initially, on November 21, 2014, the government
wrote a sealed ex parte letter to the district court seeking
permission to disclose to the defense information about
the Force grand jury investigation subject to a protective
order.* The district court granted the application. On De-
cember 1, the government provided a copy of the Novem-
ber 21 letter, which otherwise remained sealed, to defense
counsel. According to the letter, Force leaked information
to DPR in exchange for payment and “corruptly ob-

3 The government required such an order because grand jury pro-
ceedings are secret and a government attorney “must not disclose a
matter occurring before the grand jury,” Rule 6(e)(2)(B)(vi), Fed. R.
Crim. P., without a court order, Rule 6(e)(3)(E), subject to limited ex-
ceptions not relevant here.
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tain[ed] proceeds from the Silk Road website and con-
vert[ed] them to his personal use.” App’x 649. The govern-
ment then undertook to purge its trial evidence of any-
thing arguably traceable to Force.

Ulbricht moved to unseal the entire November 21 let-
ter so that he could rely on the information in the letter
that related to Force’s corruption at trial, arguing that the
letter included Brady information and that he therefore
had a particularized need to disclose the information that
outweighed the presumption of grand jury secrecy. He
also requested discovery and subpoenas under Rules 16
and 17, Fed. R. Crim. P., to learn more about the scope of
Force’s corruption. In the alternative, Ulbricht sought an
adjournment of the trial until the Force investigation con-
cluded and information about his corruption might be-
come public through the filing of charges against him. On
December 15, the district court held a sealed hearing on
that issue and invited further written submissions, includ-
ing a particularized list of Ulbricht’s discovery requests.
One week later, the district court issued a sealed and par-
tially redacted opinion*’ denying all of Ulbricht’s requests.
The court did indicate, however, that throughout the trial
it would “entertain specific requests to use information
from the November 21, 2014 Letter on cross-examina-
tion.” App’x 700. Moreover, the court explained that it
would “entertain a renewed application” for a “particular-
ized disclosure” of facts relevant to Force’s corruption if

40 Portions of the district court opinion were redacted because they
referenced the defendant’s ex parte submissions explaining how he
would use information related to the Force investigation at trial. This
Court has reviewed an unredacted version of the district court opin-
ion in connection with this appeal, but not the ex parte letters that the
opinion references.



H2a

the government’s trial tactics or evidence “open[ed] the
door” to such facts. Id.

2. Preclusion of Force Investigation Evidence:

Rule 6(e)

On appeal, Ulbricht claims that the district court erred
in denying his motion to unseal the November 21 letter
because he demonstrated a particularized need that re-
butted the presumption of secrecy that attaches to grand
jury investigations. We disagree.

“[T]he proper functioning of our grand jury system
depends upon the secrecy of grand jury proceedings.”
Douglas Oil Co. of California v. Petrol Stops Nw., 441
U.S. 211, 218 (1979). We have described five rationales for
such secrecy:

(1) To prevent the escape of those whose in-
dictment may be contemplated; (2) to insure
the utmost freedom to the grand jury in its
deliberations, and to prevent persons sub-
ject to indictment or their friends from im-
portuning the grand jurors; (3) to prevent
subornation of perjury or tampering with
the witnesses who may testify before the
grand jury and later appear at the trial of
those indicted by it; (4) to encourage free
and untrammeled disclosures by persons
who have information with respect to the
commission of crimes; (5) to protect the in-
nocent accused who is exonerated from dis-
closure of the fact that he has been under
investigation, and from the expense of
standing trial where there was no probabil-
ity of guilt.
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In re Grand Jury Subpoena, 103 F.3d 234, 237 (2d Cir.
1996). Rule 6(e)(6) of the Federal Rules of Criminal Pro-
cedure implements this policy of secrecy by requiring that
“all records, orders, and subpoenas relating to grand jury
proceedings [must] be sealed.” In re Grand Jury Sub-
poena, 103 F.3d at 237 (emphasis in original).

Information falling within Rule 6(e)’s protections is
entitled to a “presumption of secrecy and closure.” Id. at
239. To rebut the presumption of secrecy, the party “seek-
ing disclosure [must] show a particularized need that out-
weighs the need for secrecy.” Id. (internal quotation
marks omitted). To prove a particularized need, parties
seeking disclosure must show that the “material they seek
is needed to avoid a possible injustice in another judicial
proceeding, that the need for disclosure is greater than
the need for continued secrecy, and that their request is
structured to cover only material so needed.” Id. (internal
quotation marks omitted). “A district court’s decision as
to whether the burden of showing a particularized inter-
est has been met will be overturned only if the court has
abused its discretion.” Id.

We cannot say that the district court abused its discre-
tion when it denied Ulbricht’s request to unseal the No-
vember 21 letter discussing the Force grand jury investi-
gation. It is undisputed that the letter contained infor-
mation related to a grand jury proceeding that, if made
public, would disclose matters occurring before the grand
jury. Ulbricht did not demonstrate a particularized need
for disclosure because he did not show that the need for
disclosure was greater than the need for continued se-
crecy or that a possible injustice would result if the grand
jury investigation was not disclosed. Specifically, the dis-
trict court did not err in concluding that revealing the en-
tire letter could have compromised the Force grand jury
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investigation in a number of ways. For example, potential
co-conspirators might have learned of the investigation
and attempted to intimidate witnesses or destroy evi-
dence. The investigation was also likely to garner signifi-
cant media attention, a fact that might influence witnesses
or grand jurors. And, although Force knew of the investi-
gation, revealing its existence to the public might have
harmed him if the allegations had ultimately proved un-
true. Finally, Ulbricht’s request was not structured to
cover only the information needed to avoid any possible
injustice; instead, he sought to unseal the entire Novem-
ber 21 letter and did not propose a more narrowly tailored
disclosure.

In redacted portions of its opinion, the district court
also considered ex parte arguments concerning how the
Force investigation might be relevant to Ulbricht’s de-
fense. In general terms, Ulbricht argued that the agents’
corruption was critical to his defense because it would re-
veal the agents’ ability to falsify evidence against him and
demonstrate their motive to do so. According to the dis-
trict court’s characterization of his ex parte letters, Ul-
bricht speculated that Force may have used Curtis
Green’s (Flush) administrative capabilities to imperson-
ate DPR; Force’s corrupt conduct might have demon-
strated technical vulnerabilities in the site that would ren-
der it susceptible to hacking; and learning that Force had
good information about the Silk Road investigation might
have caused the true DPR to recruit Ulbricht as his suc-
cessor."

4 As noted above, see note 5, we have carefully considered to what
extent it is appropriate to refer to portions of the record that remain
under seal. We have been especially careful in deseribing the portions
of the district court’s opinion that remain redacted and therefore are
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The district court reasoned that much of the infor-
mation that might have arguably supported any of those
theories was made available to the defense in discovery.
The only new information in the November 21 letter con-
cerned the investigation of Force’s corruption; the fact of
that investigation and its scope does not bolster any of the
defense theories that Ulbricht described before the dis-
trict court or on appeal. That Force was personally cor-
rupt and used his undercover identity to steal money from
Silk Road and DPR does not suggest either a motive or an
ability on his part to frame Ulbricht as DPR. Absent any
explanation of how Force could have orchestrated a mas-
sive plant of incriminating information on Ulbricht’s per-
sonal laptop, his larcenous behavior does not advance the
claim that such a frame-up was possible beyond mere

still not available to the government or to the public. We appreciate
that charges against Ulbricht remain pending in Maryland and that
the redacted information describes what would have been his trial
strategy had he been able to reference Force’s corruption. We have
thus described the defense’s redacted arguments at a fairly high level
of generality. We are confident that any experienced prosecutor could
anticipate those arguments, and that in any event the information is
largely stated or implied in Ulbricht’s own publicly filed briefs on ap-
peal. Particularly given that our description relates to how the Force
information might have been used at a trial that is now completed,
and that we now hold that Ulbricht is not entitled to a new trial, we
conclude that the public’s need to understand and evaluate Ulbricht’s
arguments that he was unfairly prejudiced by the district court’s rul-
ings, as well as our reasons for rejecting those arguments, outweighs
any minimal interest that Ulbricht might have in withholding his con-
tentions from the government.
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speculation. Thus, Ulbricht was equally capable of pre-
senting his various defense theories to the jury with or
without the November 21 letter.*

The government’s commitment to eliminating all evi-
dence that came from Force’s work on the Silk Road in-
vestigation® further undermines Ulbricht’s claim that he
needed the information to avoid a possible injustice. Had
Force been called as a government witness, or had any of
the government’s evidence relied on his credibility, his
character for truthfulness would have been at issue dur-
ing the trial, and information that impeached his credibil-
ity would have become highly relevant. Ulbricht’s reliance
on the general fact of cooperation among different gov-
ernment agencies and different U.S. Attorney’s Offices
does not undermine the government’s explicit represen-
tations that none of the evidence presented at trial de-
rived from Force, and nothing in the record suggests that
those representations were false. Ulbricht had no need to
rely on the grand jury investigation of Force to attack the
credibility of the actual government witnesses or the in-
tegrity of its other evidence.

In sum, Ulbricht has not shown that the district court
abused its discretion in maintaining the secrecy of the
Force grand jury investigation. He did not demonstrate

“ Even on appeal, moreover, after the disclosure of additional in-
formation in the prosecutions of Bridges and Force, Ulbricht does not
provide any concrete explanation of how the techniques used by the
corrupt agents to steal money from Silk Road could have been used,
by them or by others, to plant the massive amounts of incriminating
information found on Ulbricht’s laptop and in his house.

 For example, the government declined to present evidence of
DPR’s attempt to commission an additional murder because that con-
duct involved Force acting as Nob.
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to the district court, and has not demonstrated on appeal,
that keeping the November 21 letter under seal resulted
in any injustice, or that his need for disclosing the investi-
gation was greater than the need for continued secrecy.*

3. Denial of Discovery Related to Force

Ulbricht claims that the district court erred in denying
him discovery, including requested subpoenas, related to
the Force investigation. Rule 16(a)(1)(E), Fed. R. Crim.
P., requires the government to disclose information within
its control if the information is “material to preparing the
defense” or will be a part of the government’s case-in-
chief. Evidence is material if it “could be used to counter
the government’s case or to bolster a defense.” United
States v. Stevens, 985 F.2d 1175, 1180 (2d Cir. 1993). “An
appellate court, in assessing the materiality of withheld
information, considers not only the logical relationship be-
tween the information and the issues in the case, but also
the importance of the information in light of the evidence
as awhole.” Id. To justify a new trial, there “must be some
indication that the pretrial disclosure of the disputed evi-
dence would have enabled the defendant significantly to
alter the quantum of proof in his favor.” Id. (internal quo-
tation marks omitted).

Rule 17(c), Fed. R. Crim. P., allows parties to sub-
poena documents and objects to be introduced at criminal

4 Moreover, the district court specifically ruled that it would enter-
tain Ulbricht’s applications to rely on specific parts of the letter at
trial if doing so would be necessary for effective cross-examination.
Thus, Ulbricht was given the opportunity to show particularized need
in the context of specific trial evidence. Ulbricht has not identified any
point in the trial where he attempted to show that Force’s behavior
had become relevant to challenging the credibility of particular as-
pects of the prosecution’s case.
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trials. A subpoena must meet three criteria: “(1) rele-
vancy; (2) admissibility; [and] (3) specificity.” United
States v. Nixon, 418 U.S. 683, 700 (1974). The party re-
questing the subpoena must also show that the infor-
mation sought is “not otherwise procurable reasonably in
advance of trial by exercise of due diligence,” that “the
party cannot properly prepare for trial without such pro-
duction,” and that “the application is made in good faith
and is not intended as a general ‘fishing expedition.” Id.
at 699-700. We review the district court’s discovery rul-
ings for abuse of discretion. United States v. Rigas, 583
F.3d 108, 125 (2d Cir. 2009).

The district court did not abuse its discretion when it
denied Ulbricht’s discovery requests related to the Force
investigation. Ulbricht submitted 28 individual discovery
requests in connection with the Force disclosure. Those
ranged from the reasonably specific, such as “records
from any and all Bitcoin accounts” used by Force, to the
very broad, such as “any spending, net worth, or other fi-
nancial analysis conducted with respect to former SA
Force,” “any and all phone records relating to former SA
Force,” and “bank account records from any and all bank
accounts maintained by former SA Force or his spouse.”
App’x 669-70. The district court concluded that those re-
quests were too broad and unfocused, and that the infor-
mation requested was not material in the Rule 16 sense
because the defense “has not articulated a coherent and
particular reason why” the Force investigation could
“counter the government’s case or bolster a defense.” Id.
at 697. Next, the district court concluded that the Rule 17
subpoenas were part of the same overall fishing expedi-
tion and that the issuance of such subpoenas could com-
promise the Force grand jury investigation.
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There was no abuse of discretion in those rulings. Ul-
bricht has not shown that, had the government produced
every piece of requested information, he would have been
able to alter the quantum of proofin his favor at trial. That
is so because there is no indication, beyond Ulbricht’s
speculation, that Force manufactured any of the evidence
on which the government relied at trial, let alone the most
damning evidence discovered on the hard drive on Ul-
bricht’s laptop and at his apartment. Because Force did
not testify at trial, information related to his corruption
would not have been relevant to attack the credibility of
any testimony he would have given. Moreover, Ulbricht
has not identified any specific aspect of the trial evidence
that he could have undermined using the requested infor-
mation. Thus, even if the district court erred in not grant-
ing at least some of Ulbricht’s discovery requests, any
such error does not justify a new trial.

4. Ulbricht’s Motion to Adjourn the Trial

Ulbricht contends that the district court erred in
denying his request to adjourn the trial until the Force
investigation was complete. “[A] district court has a great
deal of latitude in scheduling trials.” United States v. Grif-
fiths, 750 F.3d 237, 241 (2d Cir. 2014) (internal quotation
marks omitted). Thus, “trial courts enjoy very broad dis-
cretion in granting or denying trial continuances.” United
States v. Stringer, 730 F.3d 120, 127 (2d Cir. 2013). A de-
cision to grant or deny a request for an adjournment is
reviewed for abuse of discretion, and we “will find no such
abuse unless the denial was an arbitrary action that sub-
stantially impaired the defense.” Id. (internal quotation
marks omitted). Thus, the party seeking a continuance
has the burden of showing “both arbitrariness and preju-
dice in order to obtain reversal” based on a denial of an
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adjournment. Id. at 128 (internal quotation marks omit-
ted).

The district court did not abuse its discretion in deny-
ing Ulbricht’s request for an adjournment of the trial. In
a sealed portion of the proceedings on the first day of trial,
the district court explained its reasons for denying the ad-
journment. The court ruled that because none of the evi-
dence revealed by the government concerning Force’s
corruption was exculpatory, there was no reason to be-
lieve that delaying the trial would assist Ulbricht’s de-
fense. That analysis was not irrational or arbitrary. More-
over, as explained in more detail both above and below,
Ulbricht has not shown how information related to
Foree’s corruption was either exculpatory or material to
his defense. Thus, he has not shown that the district
court’s refusal to adjourn the trial was prejudicial, let
alone substantially so.

5. Preclusion of the DeathFromAbove Chats

As already described, Force used DeathFromAbove
as an unauthorized Silk Road username through which he
attempted to extort money from DPR. The government
only learned of Force’s activity as DeathFromAbove dur-
ing trial, when the defense attempted to introduce a re-
dacted chat between DPR and DeathFromAbove. In the
chat at issue, DeathFromAbove implied that he knew that
DPR’s real identity was Anand Athavale. Death-
FromAbove then attempted to blackmail DPR by saying
that, if DPR gave him $250,000, he would not “give you
[sic] identity to law enforcement.” App’x 712.

The government objected to admitting the chat on
three grounds: (1) it was hearsay; (2) its probative value
was substantially outweighed by unfair prejudice under
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Rule 403, Fed. R. Evid.; and (3) it was a “back-door at-
tempt to re-inject” Force’s corruption into the defense’s
trial evidence. App’x 707. The district court excluded the
chat as hearsay. At trial, Ulbricht claimed that the chat
was not being offered for its truth, but instead to show its
effect on DPR; that is, if DPR was actually Athavale, one
would expect DPR to take certain steps to protect his
identity. The district court disagreed and ruled that the
DeathFromAbove chat was hearsay because it was of-
fered for the truth of the matter asserted therein-that
government agents at one time thought that Athavale was
DPR-and it did not fall into any hearsay exceptions. In
the alternative, the district court found that the
Athavale-as-DPR theory lacked sufficient support, was
speculative, and risked jury confusion.

In general, hearsay is not admissible unless an excep-
tion applies. See Fed. R. Evid. 802. “The Federal Rules of
Evidence define hearsay as a declarant’s out-of-court
statement offered in evidence to prove the truth of the
matter asserted in the statement.” Umnited States wv.
Dupree, 706 F.3d 131, 136 (2d Cir. 2013) (internal quota-
tion marks and alterations omitted). If “the significance of
an offered statement lies solely in the fact that it was
made, no issue is raised as to the truth of anything as-
serted, and the statement is not hearsay.” Id. (internal
quotation marks omitted). “The trial court’s ultimate de-
cisions as to the admission or exclusion of evidence are re-
viewed for abuse of discretion.” Dawis v. Velez, 797 F.3d
192, 201 (2d Cir. 2015).

The district court concluded that the Death-
FromAbove chat was hearsay because it was an
out-of-court statement being offered for the truth of the
matter asserted therein. That ruling was not an abuse of
discretion. Contrary to Ulbricht’s assertions on appeal,
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the district court did not rest its decision on the need for
grand jury secrecy to protect the Force investigation. In-
stead, the decision was a straightforward application of
the rule against hearsay.

Ulbricht does not provide any detailed arguments to
the contrary that are specific to the DeathFromAbove
chat; instead, he discusses the district court’s preclusion
of all of the evidence related to the Force investigation
collectively. At trial, however, he claimed that the state-
ment was offered only to demonstrate “the fact that it was
communicated to DPR ... in that this particular piece of
evidence communicates to DPR the name and profile of
the person [D]eath[F]rom[A]bove believes is DPR.” Tr.
1866. Ulbricht claimed that the statement was “offered for
the fact that DPR was getting information about people
who were supposed to be DPR,” and “one of these people
is [Athavale].” Id. at 1867. Once the district court ex-
pressed skepticism about his argument, Ulbricht claimed
that he sought to admit the chat to demonstrate its effect
on DPR: “if you're DPR and you get a name ... this
Anand Athavale and a profile and details . .. and you’re
put on notice that it’s you, you're going to take steps.” Id.
at 1867-68. In other words, Ulbricht claimed that he did
not offer it for the truth of the matter asserted in the chat:
that agents in the Baltimore investigation, including
Force, believed that Athavale was the real Dread Pirate
Roberts, or that Athavale was in fact the real DPR.

Ulbricht’s proposed non-hearsay use of the chat-to
show its effect on DPR—-is not sufficiently probative that
the evidence’s exclusion prejudiced him. The statement
does not appear to have had an effect on DPR that would
bolster Ulbricht’s defense. DPR did not alter his behavior
in response to the extortion attempt. Indeed, he referred
to it as “bogus” in one of the journal entries discovered on
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Ulbricht’s laptop. App’x 710. If Athavale had been the real
Dread Pirate Roberts, he likely would have had a differ-
ent reaction to the threatened exposure of his identity.
DPR’s reactions to other attempts to destroy the site’s an-
onymity were dramatic, and included hiring people to kill
the users who threatened to compromise Silk Road.
Therefore, even if Ulbricht did not offer the chat for its
truth, any relevance of the arguably non-hearsay use of
the statement was entirely too remote to outweigh the
possible jury confusion that would result from the injec-
tion of Force into the trial or the likelihood that the jury
would confuse the hearsay and non-hearsay significance
of the evidence.

6. Ulbricht’s Rule 33 Motion: Brady v. Mary-
land

Ulbricht moved for a new trial under Rule 33, Fed. R.
Crim. P, raising several issues concerning the unfairness
of the assertedly belated disclosures of the investigations
into Force and Bridges.* The only argument that he pur-
sues in this appeal is that the belated disclosures violated
his due process rights under Brady because the infor-
mation was both material and exculpatory.

Rule 33(a) provides that, on “the defendant’s motion,
the court may vacate any judgment and grant a new trial
if the interest of justice so requires.” We have advised dis-
trict courts to “exercise Rule 33 authority sparingly and
in the most extraordinary circumstances.” United States
v. Coté, 544 F.3d 88, 101 (2d Cir. 2008) (internal quotation
marks omitted). “Where a defendant’s Brady claim was

% Ulbricht filed his Rule 33 motion on March 6, 2015. The criminal
complaint against Force and Bridges was unsealed on March 30,
which is the first time that Ulbricht learned that Bridges was corrupt
and was involved in the case.
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raised in a motion for a new trial pursuant to Rule 33[,]. . .
we review the denial of the motion for abuse of discretion.”
United States v. Douglas, 525 F.3d 225, 245 (2d Cir. 2008)
(internal quotation marks omitted). In the context of
denying a Rule 33 motion, a “district court abuses ... the
discretion accorded to it when (1) its decision rests on an
error of law ... or a clearly erroneous factual finding, or
(2) its decision-though not necessarily the product of a le-
gal error or a clearly erroneous factual finding—cannot be
located within the range of permissible decisions.” United
States v. Forbes, 790 F.3d 403, 406 (2d Cir. 2015) (internal
quotation marks omitted).

There are three components of a Brady violation: “(1)
The evidence at issue must be favorable to the accused,
either because it is exculpatory or because it is impeach-
ing; (2) that evidence must have been suppressed by the
[government], either willfully or inadvertently; and (3)
prejudice must have ensued.” United States v. Certified
Envtl. Servs., Inc., 753 F.3d 72, 91 (2d Cir. 2014) (internal
quotation marks omitted). Information is exculpatory if it
relates to the defendant’s guilt or innocence. United
States v. Avellino, 136 F.3d 249, 255 (2d Cir. 1998). In or-
der to show that he has been prejudiced, a defendant must
demonstrate “a reasonable probability that, had the evi-
dence been disclosed, the result of the proceeding would
have been different, such that the failure to disclose un-
dermines confidence in the verdict.” Certified Emnuvtl.
Servs., Inc., 753 F.3d at 91 (internal quotation marks and
alterations omitted). Thus, the prosecution “must disclose

. exculpatory and impeachment information no later
than the point at which a reasonable probability will exist
that the outcome would have been different if an earlier
disclosure had been made.” Id. at 92 (internal quotation
marks omitted). In general, a “prudent prosecutor will err
on the side of transparency, resolving doubtful questions
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in favor of disclosure.” Cone v. Bell, 556 U.S. 449, 470 n.15
(2009).

Although the agents’ illegal behavior in connection
with the Silk Road investigation is deeply troubling, the
government’s December 2014 disclosure of the Force in-
vestigation and the post-trial disclosure of Bridges’s cor-
ruption did not violate Ulbricht’s due process rights. Evi-
dence concerning the agents’ corruption is not Brady in-
formation because it is not exculpatory or impeaching of
the government’s trial evidence. For this reason, the gov-
ernment’s failure to reveal the full extent of the investiga-
tions until after Ulbricht’s trial did not prejudice him. As
already explained, the fact that Force purloined Bitcoins
from Silk Road and attempted to blackmail DPR does not
relate to Ulbricht’s guilt or innocence; the same logic ap-
plies to Bridges’s similar behavior. The agents’ corruption
has nothing to do with whether Ulbricht operated the site
as Dread Pirate Roberts. Ulbricht has not raised any
credible doubts about the reliability of the evidence that
the government presented at trial, nor has he explained
why the agents’ illegal actions relate to Ais guilt at all. In-
deed, the government removed from its exhibit list the
items relevant to Force, including communications be-
tween Nob (his authorized undercover username) and
DPR. Those communications included an instance in
which DPR hired Nob to kill Curtis Green (Flush) as pun-
ishment for using his administrator status to steal
Bitcoins from Silk Road users. Ulbricht does not identify
any particular evidence introduced by the government at
trial that is traceable to either Force or Bridges, or the
admissibility of which depends on either agent’s integ-
rity.

Ulbricht’s arguments to the contrary largely rest on
speculation. First, Ulbricht contends that the Silk Road
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investigations occurring in Baltimore and New York were
“[e]oordinated and [c]ombined,” suggesting that Forece’s
corruption may have somehow infected the evidence that
the New York office used in its prosecution. Appellant Br.
40. Ulbricht explains that the offices communicated fre-
quently and shared information through emails and re-
ports. Assuming that Ulbricht is correct, the fact that the
Silk Road investigation took place in several offices, one
of which employed two corrupt agents, does not alter our
analysis. Ulbricht still has not shown how the agents’ cor-
rupt behavior is exculpatory as to him, even if Force and
Bridges at times shared their work product with New
York and that work product influenced the larger investi-
gation. The relevant question, on which none of Ulbricht’s
arguments casts any light or raises any doubt, is whether
any particular item of evidence was tainted in some way
by the misconduct of Bridges or Force.

Next, Ulbricht surmises that the agents may have fab-
ricated evidence suggesting that Ulbricht was DPR. In so
arguing, Ulbricht implies that Force and Bridges may
have had sufficiently high-level administrator access to
Silk Road to manipulate the “financial, transactional, and
communications infrastructure of the Silk Road site.” Re-
ply Br. 14. Nothing in the government’s disclosures, and
nothing that Ulbricht identifies in the record or has pro-
duced from any independent source, suggests that either
Bridges or Force had such capacity. Absent further detail
or evidence that Force and Bridges were able to infiltrate
DPR’s communications or transactions, Ulbricht’s argu-
ment is simply too speculative to warrant a new trial. Ul-
bricht further claims that Bridges used sophisticated
techniques to try to place blame on others for his corrupt
conduct, reflecting a pattern of framing others for his own
crimes. That fact alone does not suggest that Bridges fab-
ricated any evidence against Ulbricht or attempted to
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frame him. That Bridges undertook to deflect blame for
things he had done does not suggest any reason why
Bridges would be motivated to frame Ulbricht for things
that DPR had done. Nor does Ulbricht explain how
Bridges’s actions should undermine our confidence in any
of the specific evidence on which the government relied at
trial.*®

Finally, Ulbricht submitted a supplemental appendix
that included a newly-discovered, unredacted report from
the Joint Automated Booking System (“JABS”).*" In that
report, under the heading “Arrested or Received Infor-
mation,” Force is listed as the officer on the case, and the
Baltimore DEA is listed as the relevant agency. Ulbricht
apparently means to suggest that this report shows that
Force played a more pervasive role in the investigation
than the government has acknowledged. In response, the
government argues that Force was simply the most re-
cent person to make changes to the JABS report by up-
dating it to include information about Ulbricht’s family
members and the pending charges in Maryland. In any
event, the JABS report bearing Force’s name does not
show how information related to Force’s corruption excul-

% Tn a footnote, Ulbricht claims that failing to disclose the full ex-
tent of the agents’ corruption deprived him of an opportunity to “at-
tack[ ] the investigation as shoddy.” Kyles v. Whitley, 514 U.S. 419,
442 n.13 (1995). Now that he has all of the relevant information, he
still does not explain how he might have demonstrated deficiencies in
the government’s investigation of his or one of the other initial sus-
pects’ conduct that would undermine our confidence in the verdict.

47 As the government explains, and Ulbricht does not dispute,
JABS is a database maintained by the United States Marshals Ser-
vice that catalogues information regarding alleged offenders who
have been arrested and booked by federal, state, or local law enforce-
ment agencies.
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pates Ulbricht. It merely confirms that Force was a par-
ticipant in the Baltimore Silk Road investigation and that
he continued to be involved in the case after Ulbricht was
arrested. In the face of the entire record of the trial, in
which the provenance of the government’s evidence was
exhaustively displayed without indication that Force was
responsible for any of it, this single report has little or no
probative value.

In sum, we conclude that the Force and Bridges com-
plaint did not contain Brady information because the
agents’ corruption does not bear on Ulbricht’s guilt or in-
nocence. Thus, any delay in the government’s disclosure
of their corruption did not violate Ulbricht’s due process
rights.

B. Preclusion of Defense Experts

The district court precluded both of Ulbricht’s pro-
posed expert witnesses from testifying because he did not
timely or adequately disclose his intent to call them under
Rule 16, Fed. R. Crim. P. In general, the “defendant must,
at the government’s request, give to the government a
written summary of any [expert] testimony that a defend-
ant intends to use. .. . This summary must describe the
witness’s opinions, the bases and reasons for those opin-
ions, and the witness’s qualifications.”* Fed. R. Crim. P.
16(b)(1)(C). The purpose of the expert disclosure require-
ment is to “minimize surprise that often results from un-
expected expert testimony, reduce the need for continu-
ances, and to provide the opponent with a fair opportunity
to test the merit of the expert’s testimony through focused
cross-examination.” Fed. R. Crim. P. 16, advisory commit-
tee’s note to 1993 amendment. Indeed, “[wlith increased

48 Tt is undisputed that the government requested such disclosure
on December 29, 2014, two weeks before trial began.



69a

use of both scientific and nonscientific expert testimony,
one of counsel’s most basie discovery needs is to learn that
an expert is expected to testify.” Id.

If a party fails to comply with Rule 16, the district
court has “broad discretion in fashioning a remedy,”
which may include granting a continuance or “ordering
the exclusion of evidence.” United States v. Lee, 834 F.3d
145, 158 (2d Cir. 2016) (internal quotation marks omitted);
see Fed. R. Crim. P. 16(d)(2)(A)-(D) (a district court may
order “any other [remedy] that is just under the circum-
stances”). We thus review the district court’s choice of
remedy for abuse of discretion. “In considering whether
the district court abused its discretion, we look to the rea-
sons why disclosure was not made, the extent of the prej-
udice, if any, to the opposing party, the feasibility of rec-
tifying that prejudice by a continuance, and any other rel-
evant circumstances.” Lee, 834 F.3d at 159 (internal quo-
tation marks omitted).

The district court did not abuse its discretion in pre-
cluding the defense from calling its proposed experts. Not
only were the disclosures late, more importantly, they
were plainly inadequate. Both disclosures merely listed
general and in some cases extremely broad topics on
which the experts might opine. For example, the disclo-
sures indicated that the experts would testify on general
topics, including: “the origins of Bitcoin,” “the various
purposes and uses of Bitcoin,” “the mechanics of Bitcoin
transactions,” “the value of Bitcoin over time since its in-
ception,” “the concepts of Bitcoin speculating and Bitcoin
mining,” “[gleneral principles of internet security and vul-
nerabilities,” the “import of some lines of PHP code pro-
vided to defense counsel in discovery,” and “[g]eneral
principles of public-key cryptography,” among others.
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App’x 349, 360. They did not summarize the experts’ opin-
ions about those topics, let alone describe the bases for the
experts’ opinions.

Indeed, although the listed topics certainly pertained
generally to Silk Road, the disclosures were so vague that
it is difficult to discern whether the proffered expert tes-
timony would have been at all relevant under Rules 401
and 702(a), Fed. R. Evid.* In his opposition to the govern-
ment’s motion to preclude Antonopoulos, Ulbricht de-
scribed the expert’s proposed testimony in more detail,
but he still did not disclose the opinions that the expert
intended to offer. For example, that supplemental disclo-
sure indicated that an “[ilndependent defense investiga-
tion has uncovered that” the government’s claim that over
700,000 Bitcoins were transferred to Ulbricht’s Bitcoin
wallet “is implausible,” and the expert would “dispute this
finding.” App’x 382. Although that is more specific, it is
not a summary of Antonopoulos’s opinion, nor does it
identify the basis for that opinion. Thus, to this day Ul-
bricht has not described what opinions the experts would
offer or explained the methods they used to arrive at any
of those conclusions.

4 In particular, Ulbricht’s disclosures did not discuss, and he has
not described on appeal, how one expert’s proposed testimony on
“[gleneral principles of internet security and vulnerabilities” would
have linked to the defense claim that the damning documentary evi-
dence of Ulbricht’s guilt found on his laptop was or could have been
fabricated or planted. The jury was aware from other evidence, and
indeed it is within ordinary lay experience, that various forms of hack-
ing are possible. What was lacking, what the defense expert disclo-
sures did not purport to address, and what Ulbricht still has not pro-
vided on appeal, is any explanation, let alone a credible explanation,
of how the breadth and variety of information, from the laptop and
other sources, could have been planted.
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The district court also did not abuse its discretion in
finding that the government would be prejudiced by the
belated and inadequate disclosures, in part because the
government was due to rest the following day, providing
it with no time to prepare to respond to the experts. More-
over, the district court considered intermediate sanctions
short of preclusion but found them to be inadequate. In
rejecting a continuance as a possible remedy, the district
court emphasized the “known issues with a continuance,”
especially in a lengthy trial. Id. at 369. Two of the jurors
had time constraints, and a continuance might have
caused the court to lose one or both of those jurors, espe-
cially if the continuance was lengthy. If it were to grant a
continuance, the court would also need to perform its
function as a gatekeeper of expert testimony under Daub-
ert v. Merrell Dow Pharm., Inc., 509 U.S. 579, 592-93
(1993), which requires the district court to make a “pre-
liminary assessment of whether the reasoning or method-
ology underlying the [expert] testimony is scientifically
valid” and “can be applied to the facts in issue.”® The dis-
trict court cannot perform that complex evaluation of an
expert’s proposed methodology without a clear articula-

%'We have explained that a Daubert reliability assessment requires
a district court to consider the “extent to which [the expert’s theory]
has been subjected to peer review and publication,” whether the tech-
nique is “subject to standards controlling the technique’s operation,”
the “known or potential rate of error,” and the “degree of acceptance
within the relevant scientific community.” United States v. Romano,
794 F.3d 317, 330 (2d Cir. 2015) (internal quotation marks omitted).
That inquiry is a “flexible one,” however, and Daubert is not a “defin-
itive checklist or test” for the reliability of expert testimony. Id. (in-
ternal quotation marks omitted). Thus, “[w]hether Daubert’s specific
factors are, or are not, reasonable measures of reliability in a partic-
ular case is a matter that the law grants the trial judge broad latitude
to determine.” Id. at 331 (internal quotation marks omitted).
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tion of what the expert’s opinions are and, even more im-
portantly, of the bases for those opinions. In light of the
risk of losing jurors and the lack of a sufficiently compel-
ling reason for the defense’s clear violation of Rule 16, the
district court was within its discretion when it determined
that a continuance was not practical and that the appro-
priate remedy was to preclude the witnesses altogether.

Ulbricht’s arguments to the contrary are not persua-
sive. First, Ulbricht argues that the two experts were nec-
essary to rebut portions of the government’s case that he
was precluded from addressing during cross-examination,
as well as the testimony of Ilhwan Yum, a government wit-
ness who analyzed transactions associated with Bitcoin
wallets found on Ulbricht’s laptop. Ulbricht now contends
that portions of Yum’s testimony were incorrect, includ-
ing his description of what a “hot” Bitcoin wallet is.”* Ul-
bricht does not, however, explain Zow Yum’s testimony
was incorrect, what contrary evidence his experts would
have provided had they been allowed to testify, or how any
purported correction of Yum’s testimony would have af-
fected the case against Ulbricht. Nor has he produced any
summaries of his proposed expert testimony or described
how that testimony would have been material to Ul-
bricht’s guilt or innocence. In other words, Ulbricht has
not shown that precluding Bellovin and Antonopoulos

51 “The terms hot wallet and cold wallet derive from the more gen-
eral terms hot storage, meaning online storage, and cold storage,
meaning offline storage. A hot wallet is a Bitcoin wallet for which the
private keys are stored on a network-connected machine (i.e.[,] in hot
storage). By contrast, for a cold wallet the private keys are stored
offline.” Steven Goldfeder et al., Securing Bitcoin Wallets via a New
DSA/ECDSA Threshold Signature Scheme, Princeton University 10,
available at http://www.cs.princeton.edu/~stevenag/thresh-
old_sigs.pdf.
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from testifying prejudiced him. Ulbricht’s alternative ar-
gument that the disclosures were in fact adequate is in-
correct for the reasons already explained.

Ulbricht next argues that preclusion was an unduly
harsh remedy under the circumstances. Along those lines,
he claims that certain exhibits, such as the summary chart
on which Yum relied, were not produced until mid-trial.
Thus, according to Ulbricht, he could not have known
about his need for expert witnesses to counter specific
trial exhibits until it was already too late to comply with
Rule 16. In his view, the district court should not have held
him so strictly to Rule 16’s requirements because he could
not have known until Yum testified that he would need to
call an expert.

While Ulbricht is correct that excluding his experts
was a harsh sanction and was not to be imposed lightly,
the district court considered the possibility of granting a
continuance or a more limited sanction and found those
remedies to be inappropriate under the circumstances.
Such careful consideration of a range of possible sanctions
short of preclusion is especially important in the atypical
case where a criminal defendant, rather than the govern-
ment, is precluded from putting on his case because of a
Rule 16 violation. Limiting the defense’s presentation of
his case implicates the fundamental right of “an accused
to present witnesses in his own defense.” Chambers v.
Mississippt, 410 U.S. 284, 302 (1973). However, the de-
fendant must still “comply with established rules of pro-
cedure and evidence designed to assure both fairness and
reliability in the ascertainment of guilt and innocence.” Id.
Here, Ulbricht did not comply with the procedural re-
quirements associated with expert disclosures. The dis-
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trict court gave the issue due consideration and appropri-
ately exercised its discretion in remedying the defense’s
Rule 16 violation.

Finally, Ulbricht cannot credibly argue that Yum’s
testimony was the first notice he had about the possible
need for an expert witness to testify as part of his affirm-
ative case. The Silk Road prosecution was uniquely laden
with issues related to technology, computer servers, fo-
rensics, cyber security, digital currency, and myriad other
issues that are indisputably “beyond the ken of the aver-
age juror.” United States v. Mejia, 545 F.3d 179, 191 (2d
Cir. 2008) (internal quotation marks omitted). Ulbricht
surely knew from the outset that, in order to mount a
meaningful attack on the government’s voluminous and
technically complex evidence, he would need to call his
own expert. Indeed, in his opening statement, Ulbricht’s
counsel claimed that he would show that the Bitcoins in
Ulbricht’s wallet were from innocent transactions associ-
ated with Bitcoin speculation, rather than, as the govern-
ment contended, related to Silk Road.” Ulbricht’s open-
ing statement also implied that BitTorrent’s™ security de-
ficiencies could have allowed the true DPR to plant in-
criminating evidence on his laptop. It is difficult to fathom

52 No evidence about the source of those Bitcoins was in fact pre-
sented by Ulbricht, and neither the expert disclosures presented to
the district court nor Ulbricht’s arguments on appeal suggest that ei-
ther Bellovin or Antonopoulos would have provided an analysis or ex-
planation of Ulbricht’s Bitcoin transactions that would have revealed
a non-Silk Road source for Ulbricht’s Bitcoins.

5 BitTorrent is a peer-to-peer file sharing service that is used to
transfer large files without disrupting Internet servers. It has both
legitimate and illicit purposes. See Next Phase Distribution, Inc. v.
John Does 1-27, 284 F.R.D. 165, 167 (S.D.N.Y. 2012).
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how he planned to advance those theories without relying
on expert testimony.

In short, Ulbricht argues that the district court’s pre-
clusion of his proffered expert witnesses denied him a fair
opportunity to present his defense. But the same failings
that render Ulbricht’s expert disclosures inadequate un-
der Rule 16 preclude us from finding the kind of prejudice
he asserts. Ulbricht did not disclose to the district court,
and has not presented on appeal, any explanation of what
the proposed experts would have said that would have
supported a non-speculative basis for doubting the proba-
tive value of evidence from a variety of electronic and
other sources identifying Ulbricht as DPR throughout the
life of Silk Road. Thus, we cannot conclude that he was
prejudiced by the experts’ exclusion.

C. Curtailing Cross-Examination

Ulbricht contends that the district court erred in lim-
iting his ability to cross-examine two government wit-
nesses: Der-Yeghiayan and Kiernan. “We review a trial
court’s decision to limit the scope of cross-examination for
abuse of discretion.” United States v. Cedeno, 644 F.3d 79,
81 (2d Cir. 2011). “A district court is accorded broad dis-
cretion in controlling the scope and extent of cross-exam-
ination.” United States v. James, 712 F.3d 79, 103 (2d Cir.
2013) (internal quotation marks omitted); see Fed. R.
Evid. 611(a). Thus, “a district court may impose reasona-
ble limits on cross-examination to protect against, e.g.,
harassment, prejudice, confusion, and waste.” James, 712
F.3d at 103 (internal quotation marks omitted). In gen-
eral, however, a “district court should afford wide latitude
to a defendant in a criminal case to cross-examine govern-
ment witnesses.” Id. (internal quotation marks omitted).
That is so because the Confrontation Clause gives “a de-
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fendant the right not only to cross-examination, but to ef-
fective cross-examination.” Id. “[I]t does not follow, of
course, that the Confrontation Clause prevents a trial
judge from imposing any limits” on defense counsel’s
cross-examination of government witnesses. /d. (empha-
sis in original).

1. Agent Der-Yeghiayvan

Ulbricht argues that the district court erred when it
struck portions of Der-Yeghiayan’s testimony that refer-
enced his prior belief that Karpeles might be Dread Pirate
Roberts. Ulbricht also challenges the striking of a similar
but analytically distinct piece of testimony: Der-
Yeghiayan’s statement that Karpeles’s attorney had of-
fered information about Silk Road in exchange for Kar-
peles receiving immunity from prosecution. Ulbricht
wanted the jury to infer that Karpeles had some criminal
involvement in Silk Road that motivated him to pursue a
cooperation agreement with the government.

Der-Yeghiayan answered the defendant’s initial ques-
tions about those topics, and the government did not ob-
ject to them until a later side bar. During the side bar, the
district court expressed its initial view that the questions
were proper, but requested written briefing on the sub-
ject. After reviewing the parties’ submissions, the district
court agreed with the government that neither Der-
Yeghiayan’s prior opinions about whether Karpeles was
DPR nor Karpeles’s offer of information about Silk Road
was relevant to Ulbricht’s case. The court thus directed
the government to identify portions of Der-Yeghiayan’s
testimony to strike. After the government identified the
improper testimony, the district court gave a general lim-
iting instruction to the jury:
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You heard testimony while Mr. Der-
Yeghiayan was on the stand regarding per-
sonal beliefs or suspicions he may have had
about particular individuals at various
points during his investigation. And I in-
struct you that what the agent suspected
about others isn’t evidence and should be
disregarded. Now, consistent with all of the
instructions I'm going to give you at the end
of the case, there was other testimony that
Mr. Der-Yeghiayan provided which you
may consider during your deliberations and
give it the weight that you deem that it de-
serves. So it’s the suspicions, all right?

Tr. 974. Ulbricht contends on appeal that the district court
erred in striking the testimony.

We disagree. The district court did not err in conelud-
ing that Der-Yeghiayan’s prior beliefs about Karpeles as
a possible DPR suspect were not relevant to the charges
against Ulbricht. In order to elicit testimony implicating
an alternative perpetrator, a defendant “must show that
his proffered evidence on the alleged alternative perpe-
trator is sufficient, on its own or in combination with other
evidence in the record, to show a nexus between the crime
charged and the asserted alternative perpetrator.” Wade
v. Mantello, 333 F.3d 51, 61-62 (2d Cir. 2003) (internal
quotation marks omitted). Thus, to avoid a “grave risk of
jury confusion,” a defendant must offer more than “un-
supported speculation that another person may have done
the crime.” Id. at 62 (internal quotation marks omitted).
An “agent’s state of mind as the investigation progressed
is ordinarily of little or no relevance to the question of the
defendant[’s] guilt.” United States v. Johnson, 529 F.3d
493, 501 (2d Cir. 2008). Thus, striking Der-Yeghiayan’s
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testimony and instructing the jury to disregard his earlier
opinions about Karpeles’s possible guilt was not error.*

Further, any arguable error that occurred was harm-
less. Defense counsel continued to cross-examine Der-
Yeghiayan and elicited admissible testimony about the
earlier investigation into Karpeles; indeed, the district
court took over cross-examination at several points to as-
sist the defense in asking proper questions. Cf. Cotto v.
Herbert, 331 F.3d 217, 254 (2d Cir. 2003) (in considering
whether a Confrontation Clause violation is harmless, we
consider, inter alia, “the extent of cross-examination oth-
erwise permitted”). Moreover, Ulbricht discussed the in-
vestigation of Karpeles in his summation without objec-
tion. What was relevant at trial was any actual evidence
pointing to Karpeles as the true Dread Pirate Roberts.
The district court did not limit Ulbricht’s cross-examina-
tion of Der-Yeghiayan as to his knowledge of such evi-
dence. The district court directed the jury to disregard
only testimony as to the agent’s “suspicions,” Tr. 974, a
subject of “little or no relevance to ... the defendant[’s]
guilt,” Johnson, 529 F.3d at 501.

We similarly reject Ulbricht’s contention that striking
Der-Yeghiayan’s testimony concerning Karpeles’s offer
to provide information about Silk Road in exchange for

5 Ulbricht also contends on appeal that the government’s objection
to the testimony, which occurred at a later sidebar, was untimely. He
cites no law in support of that argument. In general, an “objection
should be made after the question has been asked but before an an-
swer has been given.” Hutchinson v. Groskin, 927 ¥.2d 722, 725 (2d
Cir. 1991). That “rule is not inflexible,” id., however, and we do not
“necessarily find [a]n objection affirmatively waived because it might
have been interposed a few questions earlier,” United States v. Pu-
jana-Mena, 949 F.2d 24, 33 (2d Cir. 1991). Thus, although a contem-
poraneous objection is preferable, the district court was within its dis-
cretion to sustain the later objection and strike the testimony.
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immunity was an abuse of discretion. Absent other evi-
dence in the record regarding Karpeles, it was proper to
exclude wholly speculative suggestions of an alternative
perpetrator defense based on Karpeles’s attorney’s offer
of information in exchange for his client’s immunity. And
even assuming, arguendo, that the district court erred in
striking the testimony, any error was harmless. To the ex-
tent this testimony was stricken from the trial record, that
ruling occurred outside the presence of the jury. All the
jury was told was to disregard testimony about “what the
agent suspected about others,” Tr. 974, a category that
hardly would be understood by the jury to encompass tes-
timony about the actions of Karpeles’s attorney. As ex-
plained in detail above, moreover, the evidence identifying
Ulbricht as Dread Pirate Roberts was overwhelming and
largely unchallenged. That Karpeles may have had infor-
mation about Silk Road does not imply that he was DPR,
only that he had some knowledge of or involvement with
the site. Particularly given that Karpeles likely had some
knowledge about Silk Road simply because of his opera-
tion of Mt. Gox, a prominent Bitcoin exchanger, any mar-
ginal probative value in the fact that he claimed to have
such knowledge, and offered to provide it to the govern-
ment, could not have meaningfully affected the balance of
evidence available to the jury regarding the identity of
DPR.

2. Agent Kiernan

Defense counsel cross-examined Kiernan extensively,
and Ulbricht contends on appeal that the district court
erred in preventing him from exploring certain topics dur-
ing that cross-examination. Those excluded topics include:
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the meaning of various acronyms, the significance of a cer-
tain line of PHP code,” whether the FBI allowed Kiernan
to run BitTorrent on his work computer despite its lack of
security, and whether the Linux kernel®® that Kiernan
used on his work computer was the same as the one that
Ulbricht installed on his laptop. Ulbricht explains that he
was attempting to show that Kiernan’s conclusions about
Ulbricht’s laptop were inaccurate because they were
based on unreliable information.

The district court sustained objections to those ques-
tions because, in its view, they were outside the scope of
Kiernan’s direct testimony. See Fed. R. Evid. 611(b)
(“Cross-examination should not go beyond the subject
matter of the direct examination and matters affecting the
witness’s credibility.”); Baker v. Goldman Sachs & Co.,
669 F.3d 105, 110 (2d Cir. 2012) (“Once any direct exami-
nation is concluded, cross-examination within the scope of
the direct follows.”).

On appeal, Ulbricht claims that, because Kiernan tes-
tified about the operation of Tor Chat and other forensic
computer issues during his direct testimony, the pre-
cluded questions were within that testimony’s scope and
should have been allowed. Even assuming that Ulbricht is
correct, any error is harmless. Ulbricht was permitted to
question Kiernan about whether Linux was customizable,
and Kiernan admitted during cross that he did not know
whether he used the same version of Tor Chat that Ul-
bricht had installed on his laptop. Ulbricht’s counsel also
asked several questions about the security vulnerabilities

% PHP is a common computer programming language that is used
primarily in website development

% A kernel is an operating system’s core, and it “is an essential part
of the Linux operating system.” Tr. 1070.



8la

of BitTorrent, conveying to the jury that using BitTorrent
might have rendered Ulbricht’s computer susceptible to
hacking. Thus, Ulbricht was able to elicit testimony sup-
porting his proposed inference that Kiernan’s conclusions
based on the Tor Chat evidence were flawed. Ulbricht
does not explain how he was prejudiced when the district
court prohibited him from asking Kiernan certain other
questions. We therefore identify no reversible error in the
district court’s limitations on Kiernan’s cross examina-
tion.

D. Andrew Jones Hearsay Statement

The district court excluded a statement allegedly
made by Andrew Jones, who was a Silk Road administra-
tor under the username Inigo. Jones cooperated with the
government and was on the government’s witness list un-
til the middle of trial, when the government decided not
to call him. Defense counsel explored the possibility of
calling Jones as a witness, but Jones’s attorney advised
Ulbricht that Jones would invoke the Fifth Amendment
and refuse to testify if compelled to appear. In light of
Jones’s unavailability, Ulbricht sought to admit a Decem-
ber 29, 2014 letter from the government to defense coun-
sel that described a statement that Jones made during one
of his interviews.” The relevant portion of the govern-
ment’s letter is as follows:

At some point in or about August or Sep-
tember 2013, Jones tried to authenticate
that the Silk Road user “Dread Pirate Rob-
erts” whom he was talking to at the time. . .
was the same person with whom he had
been communicating in the past with this

5" The government did not concede that the statement was Brady
information, but disclosed it “in an abundance of caution.” App’x 398.
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username. Previously, ... Jones and
“Dread Pirate Roberts” had agreed upon a
“handshake” to use for authentication, in
which Jones would provide a certain prompt
and “Dread Pirate Roberts” would provide
a certain response. When, during the 2013
chat in question, Jones provided what he be-
lieved to be the designated prompt, “Dread
Pirate Roberts” was unable to provide the
response Jones thought they had agreed on.
However, later in the chat, Jones asked
“Dread Pirate Roberts” to validate himself
by specifying the first job that “Dread Pi-
rate Roberts” assigned to him (running the
“DPR Book Club”), which “Dread Pirate
Roberts” was able to do.

App’x 398. Ulbricht argues that the Jones statement™
supports his theory that more than one person acted as
Dread Pirate Roberts, because at one point DPR could
authenticate his identity to Jones, but at another time he
could not.

When it became clear that Jones was unavailable to
testify, Ulbricht asked the government to stipulate that
the Jones statement could be read to the jury. The gov-
ernment initially agreed, but then changed its mind and
opposed admitting the Jones statement. The defense
acknowledged that the statement was hearsay, but
claimed that it was admissible under two hearsay excep-
tions: under Rule 804(b)(3), Fed. R. Evid., as a statement

5 What Ulbricht sought to introduce was the government’s letter
paraphrasing a statement made by Jones during an interview, not a
verbatim transcript of what Jones had said. We refer to it as the
“Jones statement” for the sake of simplicity.
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against interest, and under Rule 807’s residual exception.
The district court ruled that the statement was inadmissi-
ble, specifically addressing only Rule 804(b)(3). On appeal,
Ulbricht continues to argue that the statement was admis-
sible under either exception. Neither of his theories is per-
suasive.”

A district court’s “ultimate decisions as to the admis-
sion or exclusion of evidence are reviewed for abuse of dis-
cretion, and will not be disturbed unless they are mani-
festly erroneous.” Dawis, 797 F.3d at 201 (internal quota-
tion marks and citations omitted). To invoke the 804(b)(3)
exception for a statement against interest, the proponent
of the statement “must show (1) that the declarant is una-
vailable as a witness, (2) that the statement is sufficiently
reliable to warrant an inference that a reasonable man in
[the declarant’s] position would not have made the state-
ment unless he believed it to be true, and (3) that corrob-
orating circumstances clearly indicate the trustworthi-
ness of the statement.” United States v. Wexler, 522 F.3d
194, 202 (2d Cir. 2008) (internal quotation marks omitted).
The exception applies “only if the district court deter-
mines that a reasonable person in the declarant’s shoes
would perceive the statement as detrimental to his or her
own penal interest.” United States v. Saget, 377 F.3d 223,
231 (2d Cir. 2004). The key to this inquiry is whether the

% We note that the Jones statement is double hearsay, in that the
defense sought to admit the government’s subsequent characteriza-
tion of Jones’s interview, and both the government’s letter and
Jones’s statement to the agents were out of court statements offered
for their truth. When confronted with “hearsay within hearsay, or
double hearsay,” courts must determine that “each part of the com-
bined statement][ ]” is independently admissible. United States v. Wil-
liams, 927 F.2d 95, 100 (2d Cir. 1991). Because we conclude that no
hearsay exception applied to the Jones statement at all, we need not
address the double hearsay issue.
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statement is sufficiently “self-inculpatory,” which the dis-
trict court must evaluate on a “case-by-case basis.”
United States v. Williams, 506 F.3d 151, 155 (2d Cir.
2007).

The district court did not err in concluding that the
Jones statement did not fall within Rule 804(b)(3)’s hear-
say exception. There is no dispute that Jones was unavail-
able to testify because he planned to invoke his Fifth
Amendment privilege. The court ruled that the Rule
804(b)(3) exception did not apply because Jones was un-
der a cooperation agreement at the time that he made the
relevant statement to the government and the chat did not
have any particular impact on Jones’s penal interests. On
appeal, Ulbricht claims that the extent of Jones’s eriminal
liability was unknown when he made the statement be-
cause he could still be vulnerable to prosecution in other
jurisdictions, and he had not yet been sentenced when he
made the statement to the government. See Mitchell v.
United States, 526 U.S. 314, 326 (1999) (in the Fifth
Amendment context, there can be a “legitimate fear of ad-
verse consequences from further testimony” where a sen-
tence has not yet been imposed).

We are not persuaded that Jones’s statement was
against his penal interests. Given the cooperation agree-
ment, the government’s role at Jones’s future sentencing,
and the penalties for lying to the government, it is far
from clear that it was against Jones’s interest to disclose
details of his criminal activities at the time the statement
in question was made. Moreover, even to the extent that
Jones’s disclosures taken as a whole constituted inculpa-
tory admissions, the particular statement in question had
little adverse effect on Jones. Jones’s inculpatory admis-
sions to the government concern whether he committed
crimes connected to Silk Road. His description of his
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“handshake” with DPR presupposes that he had already
discussed his own crimes with the government. Whether
DPR did or did not recognize Jones’s identifying prompt
does not bear on Jones’s guilt of any crime associated with
the site, since he had already confirmed his role working
for DPR. The details of this conversation with DPR thus
do not inculpate Jones; instead, they either help or hurt
Ulbricht. Accordingly, the district court did not abuse its
discretion in holding that Rule 804(b)(3) does not apply.

Rule 807 provides for a limited, residual exception to
the rule against hearsay where no other exception applies.
A hearsay statement may be admissible under Rule 807
if: “@) it is particularly trustworthy; (ii) it bears on a ma-
terial fact; (iii) it is the most probative evidence address-
ing that fact; (iv) its admission is consistent with the rules
of evidence and advances the interests of justice; and (v)
its proffer follows adequate notice to the adverse party.”
United States v. Morgan, 385 F.3d 196, 208 (2d Cir. 2004)
(internal quotation marks omitted). The “residual hearsay
exception[ ] will be used very rarely, and only in excep-
tional circumstances.” Parsons v. Honeywell, Inc., 929
F.2d 901, 907 (2d Cir. 1991) (internal quotation marks
omitted).

The district court did not specifically address Ul-
bricht’s request to admit the statement under Rule 807,
but we conclude that the limited residual exception does
not assist Ulbricht. We are loath to assume that a state-
ment made by a criminal in debriefings to the government
pursuant to a cooperation agreement is categorically
“particularly trustworthy,” as Rule 807 requires. But even
if Jones’s statement meets that criterion, and was offered
“as evidence of a material fact,” we cannot say that it is
“more probative on the point for which it is offered than
any other evidence that the proponent can obtain through
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reasonable efforts.” Fed. R. Evid. 807(2)(2)-(3). Ulbricht
has not attempted to explain how the Jones statement sat-
isfies this requirement.

Finally, even if the district court erred in excluding the
statement under either hearsay exception, any error was
certainly harmless. The conversation between Jones and
DPR in its totality was not actually helpful to Ulbricht. As
explained, during the chat in question, DPR was at one
point unable to provide the designated response, but later
he identified himself to Jones’s satisfaction. The state-
ment thus contains the seeds of its own refutation. Since
DPR’s alleged failure to verify his identity and his subse-
quent remedy of that failure occurred during the same
online chat, the interaction provides little or no support
for the defense theory that different individuals acted as
DPR at different times.

E. Cumulative Error

Ulbricht argues that the cumulative effect of the dis-
trict court’s evidentiary rulings deprived him of a fair
trial. See Unated States v. Al-Moayad, 545 F.3d 139, 178
(2d Cir. 2008). We have exhaustively reviewed his conten-
tions of trial error and have concluded that none of those
contentions has merit. The challenged trial rulings were
well within the district court’s discretion, and the various
exclusions did not prevent the defense from offering evi-
dence probative of innocence. At the trial in this case, the
government presented overwhelming evidence that Ul-
bricht was indeed Dread Pirate Roberts. The evidence
that the defense was precluded from offering to refute
that proof was excluded because it was speculative, unre-
liable, offered in contravention of the Federal Rules of Ev-
idence or of Criminal Procedure, or otherwise inadmissi-
ble. The few instances in which the district court’s rulings
may be questioned, where we noted the relevance of the
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harmless error rule, involved minor and marginal points.
Accordingly, whether considered separately or cumula-
tively, none of Ulbricht’s evidentiary arguments lead us to
doubt that he was found guilty after a fair trial.

I11. Sentencing

“[A] district court has broad latitude to impose either
a Guidelines sentence or a non-Guidelines sentence.” Ri-
gas, 583 F.3d at 114 (internal quotation marks omitted).
“Accordingly, the role of the Court of Appeals is limited
to examining a sentence for reasonableness, which is akin
to review under an ‘abuse-of-discretion’ standard.” Id.
“This standard applies both to the [substantive reasona-
bleness of the] sentence itself and to the procedures em-
ployed in arriving at the sentence.” Id. (internal quotation
marks omitted). Ulbricht and amici® challenge his life
sentence as both procedurally and substantively unrea-
sonable.

A. Procedural Reasonableness

“A sentence is procedurally unreasonable if the dis-
trict court fails to calculate (or improperly calculates) the
Sentencing Guidelines range, treats the Sentencing
Guidelines as mandatory, fails to consider the § 3553(a)
factors, selects a sentence based on clearly erroneous
facts, or fails adequately to explain the chosen sentence.”
United States v. Jesurum, 819 F.3d 667, 670 (2d Cir. 2016)
(internal quotation marks and emphasis omitted). To
“hold that a factual finding is ‘clearly erroneous,” we must
be left with the definite and firm conviction that a mistake
has been committed.” United States v. DeSilva, 613 F.3d

8 The amici who join Ulbricht’s challenge to his life sentence in-
clude: the Drug Policy Alliance, Law Enforcement Against Prohibi-
tion, JustLeadershipUSA, and retired District Judge Nancy Gertner.
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352, 356 (2d Cir. 2010). Where “there are two permissible
views of the evidence, the factfinder’s choice between
them cannot be clearly erroneous.” United States v. Nor-
man, 776 F.3d 67, 76 (2d Cir. 2015) (internal quotation
marks omitted). In general, a “sentencing court has dis-
cretion to consider a wide range of information in arriving
at an appropriate sentence.” United States v. Prescott,
920 F.2d 139, 143 (2d Cir. 1990). “The district court’s fac-
tual findings at sentencing need be supported only by a
preponderance of the evidence.” Norman, 776 F.3d at 76.
“Where we identify procedural error in a sentence, but
the record indicates clearly that the district court would
have imposed the same sentence in any event, the error
may be deemed harmless, avoiding the need to vacate the
sentence and to remand the case for resentencing.”
United States v. Jass, 569 F.3d 47, 68 (2d Cir 2009) (inter-
nal quotation marks omitted); see also United States v.
Cavera, 550 F.3d 180, 197 (2d Cir. 2008) (en banc) (declin-
ing to reach claim that district court erred in relying on
vague concern about gun violence because it was clear
that the “district court would have imposed the same sen-
tence had it relied solely on” the permissible concern
about deterrence).

Ulbricht’s only claim of procedural error is that it was
improper for the district court to consider six drug-re-
lated deaths as relevant to his sentence because there was
insufficient information connecting them with drugs pur-
chased on Silk Road. In terms of our sentencing jurispru-
dence, Ulbricht claims that the district court relied on
clearly erroneous facts in imposing sentence. We are not
persuaded.

Ulbricht submitted an expert report in which Dr.
Mark Taff wrote that the records associated with the six
deaths were substantially incomplete. For example, many
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did not include full autopsies, rendering it difficult to dis-
cern the precise cause of death to a reasonable degree of
medical certainty in five of the cases.” Equally im-
portantly, Dr. Taff wrote that he could not conclusively
connect the specific drugs that the decedents consumed
with Silk Road, because it is impossible to “correlate the
time of purchase/acquisition from an alleged Silk Road
vendor” and the “time of usage of the alleged Silk road
purchase” with the deaths.®” S.A. 446. We assume for pur-
poses of this opinion that Dr. Taff’s conclusions are suffi-
ciently sound to raise a genuine question about whether
the deaths described in the PSR were caused by drugs
purchased on Silk Road. As explained above, however, Ul-
bricht was not being prosecuted or punished for homicide
on a theory that he personally caused those deaths. Nor
did the fact of the deaths increase his offense level under
the Guidelines. The question before the district court was
whether the sale of large quantities of drugs on Silk Road
created a sufficient risk of death to permit the district

61 Tn the sixth case, Dr. Taff concluded that the cause of death was
ingesting multiple drugs coupled with a pre-existing heart condition.
The original forensic reports concerning that death did not factor in
the presence of drugs other than synthetic marijuana (obtained via
Silk Road) and did not include the heart condition as a contributing
cause.

62 Sentencing amict make a similar argument, claiming that a com-
plex array of causes are responsible for drug-related deaths, includ-
ing societal failures. Assuming that is correct, the increased availabil-
ity of drugs is certainly one of the causes of overdose and other drug-
related accidental deaths. Thus, the district court did not err in con-
cluding that Silk Road, which was by all accounts a market-expanding
drug enterprise, contributed to the general social costs of drug traf-
ficking. Those harms are numerous and include the risk of death.
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court to take the deaths into account in assessing the se-
riousness of Ulbricht’s crimes when it considered the fac-
tors listed in 18 U.S.C. § 3553(a).

As with other facts relevant to sentencing, that ques-
tion is for the district court to answer, based on the pre-
ponderance of the evidence. Norman, 776 F.3d at 76. Con-
trary to Ulbricht’s claims, the district court did not sum-
marily reject Dr. Taff’s conclusions. Rather, it addressed
his report carefully and acknowledged the evidentiary
challenges of connecting the deaths to Silk Road. The
court concluded that Dr. Taff’s proposed “reasonable de-
gree of medical certainty” standard was simply too high
an evidentiary standard for purposes of including the
deaths in the PSR. The court reasoned that it was “not
asking whether the but for cause of death is drugs pur-
chased on Silk Road,” but rather “whether there is a con-
nection between the purchase of drugs on Silk Road and
[the] death” in the sense that the sale of those drugs cre-
ated a risk of death. App’x 1476.

For those limited purposes and judged by that stand-
ard, the circumstantial evidence connecting the drug-re-
lated deaths to Silk Road was sufficient to consider them
at Ulbricht’s sentencing. To take the strongest example,
one decedent was found in his apartment with a package
torn open. His computer had the Silk Road site open, with
chat messages from the vendor describing the heroin and
prescription drug purchase as well as the package track-
ing information. The tracking number matched the infor-
mation on the torn package in the apartment. A toxicology
report determined that he died of an overdose of heroin
combined with other prescription drugs. The facts con-
necting the other five deaths to Silk Road varied in
strength. The available evidence was sufficient, however,
to allow the district court find by a preponderance of the
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evidence that the deaths were connected to Silk Road;
therefore, the court could consider the risk of death that
the site created. Nothing in the sentencing transcript sug-
gests that the court considered the information for any
other purpose.

We are sensitive to the possibility that the evidence of
the six deaths was emotionally inflammatory and risked
implicitly escalating Ulbricht’s responsibility from facili-
tating the sale of drugs to causing the deaths of several
drug users.® But there is no indication that the deaths in
question played such a role in the district court’s sentenc-
ing determination. In urging the court to consider evi-
dence of the deaths, the government explained that the
deaths “illustrate the obvious: that drugs can cause seri-
ous harm, including death.” App’x 902. See United States
v. Pacheco, 489 F.3d 40, 48 n.5 (1st Cir. 2007) (observing
that a defendant who “engaged in the commercial trade of
potent substances . . . must have known [that such trade]
could have dire consequences”).

Of course, to the extent that the harms of the drug
trade were obvious, there was no need to introduce evi-
dence of these particular incidents, let alone to hammer
the point home with unavoidably emotional vietim impact
statements by parents of two of the decedents.* No fed-
eral judge needs to be reminded of the tragic conse-
quences of the traffic in dangerous substances on the lives

8 Ulbricht does not argue that the evidence related to the acci-
dental overdose deaths should have been excluded due to its emo-
tional nature; his argument is based solely on the claim that the evi-
dence was irrelevant because the deaths were not sufficiently linked
to Silk Road.

64 Ulbricht does not challenge the propriety of those statements
apart from his general argument that it was procedurally unreasona-
ble to consider the six deaths as relevant to his sentence.
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of users and addicts, or of the risks of overdose and other
ramifications of the most dangerous of illegal drugs.
Those consequences are among the reasons why illegal
drugs are prohibited and constitute a principal justifica-
tion advanced for the extremely lengthy sentences pro-
vided by federal statutes and sentencing guidelines for
trafficking in illicit substances. Absent reason to believe
that a drug dealer’s methods were unusually reckless, in
that they enhanced the risk of death from drugs he sold
beyond those already inherent in the trade, we do not
think that the fact that the ever-present risk of tragedy
came to fruition in a particular instance should enhance
those sentences, or that the inability of the government to
link a particular dealer’s product to a specific death should
mitigate them. The government’s insistence on proceed-
ing with this evidence generated an appellate issue that
has taken on a disproportionate focus in relation to the
reasons actually advanced by the district court in its
lengthy and careful statement of the reasons for the sen-
tence it imposed. App’x 1509-41.

We are not persuaded, however, that the introduction
of the evidence in this case was error, although it may
have been incautious for the government to insist on pre-
senting it to the district court. As already explained, it was
certainly appropriate for the district court to consider the
risk of death from use of drugs in assessing the serious-
ness of the offense conduct, one of the factors that a judge
must consider in imposing sentence. See 18 U.S.C.
§ 3553(a)(2)(A). That appears to be the only way the judge
in this case used the evidence of the drug-related deaths.
Emotionally wrenching as the statements of the dece-
dents’ parents were, we cannot and do not assume that
federal judges are unable to put their sympathies for par-
ticular victims to one side and assess the evidence for its
rational relationship to the sentencing decision. And here,
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the record makes clear that the district court did not use
the evidence of the drug-related deaths to enhance Ul-
bricht’s sentence, either as a formal matter under the
Guidelines or otherwise. For all the extensive litigation of
the propriety of including this information in the PSR, in
imposing sentence the district court did not refer to the
drug-related deaths as an aggravating factor. Indeed, the
only mention of that evidence at all was a passing refer-
ence to “facts brought out in connection with [those]
death[s]” that “provide evidence of first-time and ex-
panded [drug] usage.” App’x 1521-22. This reference oc-
curred in the entirely appropriate context of a lengthy dis-
cussion of the general social harms of Ulbricht’s massive
drug-trading marketplace. Id. at 1522-28.

That discussion was particularly germane to this case
for several reasons. First, Ulbricht claimed that Silk Road
reduced the harms associated with the drug trade in sev-
eral ways. For example, he argued that trafficking in
drugs over the Internet reduced violence associated with
hand-to-hand transactions and the societal stigma of drug
use, and Silk Road’s vendor rating system ensured that
customers had access to better quality drugs and more in-
formation about the drugs that they were purchasing.
Those arguments prompted the district court to reflect
broadly on the costs of the drug trade and discuss Silk
Road’s participation in those harms. Reasonable people
may and do disagree about the social utility of harsh sen-
tences for the distribution of controlled substances, or
even of criminal prohibition of their sale and use at all. It
is very possible that, at some future point, we will come to
regard these policies as tragic mistakes and adopt less pu-
nitive and more effective methods of reducing the inci-
dence and costs of drug use.
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At this point in our history, however, the democrati-
cally-elected representatives of the people have opted for
a policy of prohibition, backed by severe punishment.
That policy results in the routine incarceration of many
traffickers for extended periods of time. This case in-
volves a defendant who stood at one remove from the
trade, who did not for the most part dirty his hands with
the actual possession and sale of drugs and other contra-
band that his site offered. But he did take a cut of the pro-
ceeds, in exchange for making it easier for such drugs to
be purchased and sold, in a way that may well have ex-
panded the market by allowing more people access to
drugs in greater quantities than might otherwise have
been available to them. In the routine instances of sen-
tencing drug sellers, the dangerous aspects of the trade
are close to the surface and require little emphasis. In this
case, a reminder of the consequences of facilitating such
transactions was perhaps more necessary, particularly
because Ulbricht claimed that his site actually made the
drug trade safer, and he appeared to contest the legiti-
macy of the laws he violated.®

% In a footnote in his reply brief, Ulbricht raises for the first time
an additional argument: that the district court improperly gave him a
life sentence because of the political and philosophical beliefs that led
him to start Silk Road in the first instance. Ulbricht argues that reli-
ance on political beliefs at sentencing is prohibited by the Guidelines,
U.S.S.G. § 5H1.10, and the First Amendment. The district court re-
flected on Ulbricht’s philosophy, however, only in the course of dis-
cussing his character and his reasons for committing the offense. See
18 U.S.C. § 3553(a)(1). That discussion was relevant to sentencing. Ul-
bricht, as the district court concluded, “viewed Silk Road both as
above the law and the laws didn’t apply.” App’x 1515. He appeared to
believe that his personal views about the propriety of the drug laws
and the paramount role of individual liberty entitled him to violate
democratically-enacted criminal prohibitions. For example, some of
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Finally, we need look no further than the district
court’s express reasons for imposing sentence to conclude
that drug-related deaths played little part in dictating the
sentence imposed. As tragic as they are, and as foreseea-
ble in light of the volume of dangerous drugs trafficked
through Silk Road, those deaths were accidents. In light
of the overwhelming evidence, discussed below, that Ul-
bricht was prepared, like other drug kingpins, to protect
his profits by paying large sums of money to have individ-
uals who threatened his enterprise murdered, it would be
plainly wrong to conclude that he was sentenced for acci-
dental deaths that the district court discussed only in
passing in imposing sentence. Even were we to conclude
that the evidence of the Silk Road-related deaths should
not have been received, any error would be harmless, be-
cause the record is absolutely clear that the district court,
after finding that Ulbricht commissioned five murders,
would have imposed the same sentence if the evidence of
the drug-related deaths had been excluded.

his Silk Road posts “discuss the laws as the oppressor” and proclaim
that “each transaction is a victory over the oppressor.” Id. at 1516.
That Ulbricht believes that drug use should be legalized is not rele-
vant to sentencing; that he believes he is entitled to break the laws
that prohibit certain substances is relevant to his likelihood of recidi-
vism, a mandated sentencing consideration. 18 U.S.C. § 3553(a)(2)(C).
The district court therefore did not sentence Ulbricht based on any
prohibited characteristic, nor did the court place more weight on that
factor than the facts warranted. Cf. United States v. Jenkins, -F.3d.—
,2017 WL 1871399 (2d Cir. Apr. 17,2017) (vacating a sentence as sub-
stantively unreasonable where the district court relied exclusively on
the defendant’s “disdain for the law” in “dramatically increasing” a
defendant’s sentence for child pornography offenses). Ulbricht’s dis-
respect for the law was simply one factor that the district court con-
sidered in imposing sentence, along with many others, and was not
accorded undue weight in determining the sentence.
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The sentencing amici advance one additional argu-
ment: that the district court’s consideration of the drug-
related deaths violated the Fifth and Sixth Amendments
because the fact of those deaths was not charged in the
Indictment and proven to the jury. “While we are not re-
quired to address arguments raised only by an amicus,”
Am. Atheists, Inc. v. Port Auth. of N.Y. & New Jersey, 760
F.3d 227, 237 n.11 (2d Cir. 2014), we do so here in an ex-
cess of caution. The argument is without merit under Ap-
prendi v. New Jersey, 530 U.S. 466 (2000), and its prog-
eny.

A distriet court may consider as part of its sentencing
determination uncharged conduct proven by a preponder-
ance of the evidence as long as that conduct does not in-
crease either the statutory minimum or maximum availa-
ble punishment. See United States v. Stevenson, 834 F.3d
80, 85 (2d Cir. 2016); United States v. Ryan, 806 F.3d 691,
693-94 (2d Cir. 2015). The Supreme Court has “long rec-
ognized that broad sentencing discretion, informed by ju-
dicial factfinding, does not violate the Sixth Amendment.”
Alleyne v. United States, 133 S. Ct. 2151, 2163 (2013).
Here, the six drug-related deaths (and more importantly,
Ulbricht’s attempted murders for hire) were uncharged
facts that did not increase either the statutory
twenty-year minimum or the maximum life sentence ap-
plicable to the crimes of which he was found guilty, beyond
a reasonable doubt, by the jury. Thus, the district court
did not violate the Constitution when it found by a prepon-
derance of the evidence that the six deaths were con-
nected to Silk Road and that they were relevant to Ul-
bricht’s sentence because they were part of the harm that
the site caused.
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In sum, we might not, in the prosecutors’ shoes, have
chosen to offer this evidence at sentencing, or have admit-
ted it as district judges. We conclude, however, (1) that
the district court did not clearly err when it found by a
preponderance of the evidence that the six deaths were
connected to Silk Road; (2) that it did not abuse its discre-
tion in determining that it was appropriate to consider
those acts as bearing on the seriousness of the narcotics
offenses of which Ulbricht was convicted, one of many fac-
tors the distriet court was required to consider in exercis-
ing its discretion under § 3553(a); and (3) that the evi-
dence in question in fact played a minimal role, if any, in
the actual sentencing, and that in light of the reasons
given by the district court for its sentencing decision, we
can be absolutely certain that the same sentence would
have been imposed if the evidence had not been received.
Ulbricht’s sentence was therefore not procedurally unrea-
sonable.

B. Substantive Unreasonableness

“We will ... set aside a district court’s substantive
[sentencing] determination only in exceptional cases
where the trial court’s decision cannot be located within
the range of permissible decisions.” Cavera, 550 F.3d at
189 (emphasis and internal quotation marks omitted). Our
review is “deferential,” and this Court does “not consider
what weight we would ourselves have given a particular
factor.” Rigas, 583 F.3d at 122. “Rather, we consider
whether the factor, as explained by the district court, can
bear the weight assigned it under the totality of the cir-
cumstances in the case.” Id. Our role in “patrolling the
boundaries of reasonableness” is modest. United States v.
Broxmeyer, 699 F.3d 265, 289 (2d Cir. 2012) (alterations
and internal quotation marks omitted). Accordingly, we
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“will set aside only those outlier sentences that reflect ac-
tual abuse of a district court’s considerable sentencing
discretion.” United States v. Messina, 806 F.3d 55, 66 (2d
Cir. 2015).

In light of the deferential standard of review, we can-
not say that Ulbricht’s life sentence was substantively un-
reasonable. The district court identified numerous facts
that made Ulbricht’s case extraordinary, in its view ren-
dering a life sentence “sufficient, but not greater than nec-
essary, to comply with the purposes” of sentencing. 18
U.S.C. §3553(a). The court described the crime as a
“planned, comprehensive, and deliberate scheme ...
which posed serious danger to public health and to our
communities.” App’x 1511-12. Silk Road was a “worldwide
criminal drug enterprise with a massive geographic
scope.” Id. at 1512. The fact that Ulbricht operated the
site from behind a computer, rather than in person like a
more prototypical drug kingpin, does not make his crime
less serious or less dangerous. Moreover, Silk Road
uniquely expanded the drug market by providing an easy
avenue for people to become first-time drug users and
dealers. Because drugs were shipped to customers in the
mail, Silk Road brought “drugs to communities that pre-
viously may have had no access to such drugs ... in such
quantities.” Id. at 1522.

The quantity and nature of the drugs sold on Silk Road
are staggering. According to the PSR, from 2011 through
2013, Silk Road customers transacted in approximately
$183 million worth of illegal drugs. At the time the gov-
ernment shut down Silk Road on October 2, 2013, there
were approximately 13,802 listings for controlled sub-
stances on the website. Of those listings, there were 643
listings for cocaine-based products, 305 for L.SD products,
and 261 for methamphetamine products. The drugs were
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sold mostly for individual, personal use, but some drugs
such as heroin and cocaine were also available in “multi-
kilogram quantities.” PSR 1 26. The available drugs were
not limited to heroin, narcotics, synthetic marijuana, and
other dangerous but recreational substances. For exam-
ple, after being told that cyanide was “the most well
known assassination suicide [sic] poison out there,” Ul-
bricht allowed vendors to sell it on Silk Road despite its
singular, deadly purpose. App’x 1519. As the district court
noted, despite earlier protestations that Silk Road would
not allow the sale of products that could be used to inflict
deliberate harm on others, it took Ulbricht all of six
minutes to decide “that it is okay to sell cyanide,” 7d., in
exchange for the customary cut of the proceeds.

The drug offenses alone-ignoring all other illicit ma-
terials sold on the site®—yielded a calculated offense level

% As explained, Silk Road also trafficked in illegal goods such as
counterfeit identification documents and computer hacking tools and
services. When the government shut down Silk Road, there were 156
listings for forged identity documents on the site. The specific com-
puter hacking tools available included software for compromising
usernames and passwords of electronic accounts, including email and
Facebook; Remote Access Tools (“RATSs”) that allow hackers to ob-
tain remote access to a victim’s computer, including turning on and
using the computer’s webcam; keyloggers, which allow a user to mon-
itor keystrokes inputted by a victim to discern their passwords and
other sensitive information; and Distributed Denial of Service
(“DDoS”) tools, which allow hackers to disable websites by flooding
networks with malicious Internet traffic. Silk Road also offered
money laundering services through vendors who sold U.S. currency
and anonymous debit cards. Because the adjusted offense levels for
those groups of offenses were substantially lower than the offense
level for the drug group, they did not contribute to Ulbricht’s overall
offense level. In assessing the substantive reasonableness of the sen-
tence imposed, however, it is well to remember that the sentence en-
compassed Ulbricht’s role not only in the distribution of controlled
substances, but in a wide variety of other criminal offenses as well.



100a

of 50. Of that calculation, only two levels are attributable
to Ulbricht’s “credible threats of directed violence” asso-
ciated with the murders for hire. PSR 194. Thus, even
without considering that enhancement, the drug convic-
tions yielded an offense level of 48, which is higher than
the maximum offense level recognized by the Guidelines,
for which a sentence of life imprisonment is recommended
even for someone who, like Ulbricht, has no prior criminal
convictions. Ulbricht does not challenge the accuracy of
the Guidelines calculation or of the fact-findings on which
it is based.

That the sentence imposed accorded with the Guide-
lines recommendation does not automatically render it
reasonable. See United States v. Dorvee, 616 F.3d 174, 182
(2d Cir. 2010). The Guidelines are, however, themselves a
factor that Congress has directed district courts to con-
sider. 18 U.S.C. § 3553(a)(4)(A). Moreover, as the consid-
ered judgment of the United States Sentencing Commis-
sion, they bear on the other factors that Congress has re-
quired courts to evaluate, including the need to reflect the
seriousness of the offense, id. § 3553(a)(2)(A), to provide
adequate deterrence, id. § 3553(a)(2)(B), and, because
they are considered by all judges throughout the federal
system, the need to “avoid unwarranted sentence dispar-
ities among defendants with similar records who have
been found guilty of similar conduct,” id. § 3553(a)(6).

Accordingly, while a life sentence for selling drugs
alone would give pause, we would be hard put to find such
a sentence beyond the bounds of reason for drug crimes
of this magnitude.® But the facts of this case involve much

67 Note that such a sentence is mandatory under federal law for
selling just five kilograms of cocaine after two prior convictions for
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more than simply facilitating the sale of narcotics. The
district court found by a preponderance of the evidence
that Ulbricht commissioned at least five murders in the
course of protecting Silk Road’s anonymity, a finding that
Ulbricht does not challenge in this appeal.® Ulbricht dis-
cussed those anticipated murders callously and casually in
his journal and in his communications with the purported
assassin Redandwhite. For example, in connection with
the first hit, he wrote to Redandwhite that “Friendly-
Chemist is a liability and I wouldn’t mind if he was exe-
cuted.” Tr. 1822. In the course of negotiating the price for
the killing, DPR claimed that “[n]ot long ago, I had a clean
hit done for $80k,” id. at 1883, but that he had “only ever
commissioned the one other hit, so I'm still learning this
market,” id. at 1884. He then paid $150,000 in Bitcoins for
the murder, and he received what purported to be photo-
graphic documentation if its completion. Ulbricht then
wrote in his journal that he “[g]ot word that the black-
mailer was executed,” id. at 1887, before returning
quickly to other tasks associated with running the site.

any felony narcotics offense, see 21 U.S.C. § 841(b)(1)(A), and the Su-
preme Court has upheld against constitutional challenge a mandatory
sentence of life imprisonment for selling 650 grams of cocaine, Har-
melin v. Michigan, 501 U.S. 957 (1991).

68 Ulbricht does not mention his orders for the commission of those
murders until his reply brief. Even there, he does not argue that the
district court erred in concluding that he deliberately commissioned
those murders; rather, he claims instead only that the murders did
not support a life sentence because they did not actually take place.
But in evaluating Ulbricht’s character and dangerousness, the most
relevant points are that he wanted the murders to be committed, he
paid for them, and he believed that they had been carried out. The
fact that his hired assassin may have defrauded him does not reflect
positively on Ulbricht’s character. Commissioning the murders sig-
nificantly justified the life sentence.
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In negotiating the other four killings, Ulbricht initially
resisted multiple murders. He instructed Redandwhite to
“just hit Andrew [usernames Tony76 and nipplesuckca-
nuck] and leave it at that.” Id. at 1897. Redandwhite said
he could do it for “150 just like last time,” but that he
would not be able to recover any of DPR’s money if he
killed only one person because he would have to commit
the murder outside of the victim’s home or office where he
stored his funds. Id. If Ulbricht wanted him to recover
money, the self-professed assassin claimed, he would have
to kill not only Tony76, but also his three associates. DPR
responded that he would “defer to [Redandwhite’s] better
judgment and hope[d] [to] recover some assets” from the
hit. Id. at 1899. He then sent $500,000 in Bitcoins, the
agreed-upon price for four killings, to Redandwhite. As
the district court stated in discussing Ulbricht’s journal
entries concerning these projected murders, his words
are “the words of a man who is callous as to the conse-
quences or the harm and suffering that [his actions] may
cause others.” App’x 1521.

The record was more than sufficient to support the
district court’s reliance on those attempted murders in
sentencing Ulbricht to life in prison. The attempted mur-
ders for hire separate this case from that of an ordinary
drug dealer, regardless of the quantity of drugs involved
in the offense, and lend further support to the district
court’s finding that Ulbricht’s conduct and character were
exceptionally destructive. That he was able to distance
himself from the actual violence he paid for by using a
computer to order the killings is not mitigating. Indeed,
the cruelty that he displayed in his casual and confident
negotiations for the hits is unnerving. We thus cannot say
that a life sentence was outside the “range of permissible
decisions” under the circumstances. Cavera, 550 F.3d at
189.
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Ulbricht’s arguments on appeal have rhetorical power
because of the sheer magnitude of his sentence, but they
do not provide a legal basis for vacating that sentence as
substantively unreasonable. He contends that the district
court ignored the letters submitted on his behalf, thus fail-
ing to consider his positive contributions to his family and
society as well as his potential productivity should he be
released from prison. To the contrary, however, the dis-
trict court “read each and every one of [the letters] with
care,” some “more than once.” App’x 1534. Recognizing
that the letters were “beautiful” and “profoundly mov-
ing,” the district court observed that they reveal Ul-
bricht’s human complexity. /d. at 1534-35. Nothing in the
record supports the claim that the district court failed to
recognize the importance of the letters, incorrectly dis-
counted Ulbricht’s more favorable characteristics, or oth-
erwise inappropriately dismissed their role in its sentenc-
ing determination.

Similarly, Ulbricht’s argument that the district court
ignored his contention that Silk Road reduced the harmful
effects of drug crimes must be rejected. The district court
thoroughly discussed Doctor X’s role at Silk Road and Ul-
bricht’s claims that the site reduced violence, overdoses,
and other harms associated with drug trafficking, and
concluded that they were unpersuasive. We see no error
in its analysis, and Ulbricht’s arguments concerning harm
reduction do not render his sentence substantively unrea-
sonable.

Ulbricht also claims that there is an unwarranted dis-
parity between his sentence and the approximately
17-month sentence that Peter Nash, a Silk Road adminis-
trator, received. Again, however, the district court consid-
ered the arguments concerning Nash’s sentence and
found them to be irrelevant to Ulbricht’s crime because
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Nash was a low-level site administrator who pleaded
guilty and cooperated with the government. Along those
same lines, Ulbricht notes that Silk Road drug dealers re-
ceived lower sentences than he did. For example, one such
drug dealer received a ten-year sentence. The fact that
different people involved with the site received dramati-
cally lower sentences does not mean that Ulbricht’s own
sentence was substantively unreasonable on the individ-
ual facts of his case.” Ulbricht was the creator and head
administrator of the site. That fact alone distinguishes his
case from that of any individual seller or employee who
used or worked for the site. Ulbricht profited from every
sale on Silk Road, and he facilitated the acts of each drug
dealer and drug organization that used it. Moreover, he
attempted to commission at least five murders to protect
his criminal enterprise. Those facts render his case distin-
guishable from those who committed other crimes using
Silk Road or otherwise facilitated its operation.

Ulbricht next reiterates his argument that he was
more like someone running a crack house than like a drug
kingpin because he created the online platform that others
used to sell drugs and was not himself a drug dealer.”
That argument also understates the vast extent of Silk
Road’s drug market, which had thousands of customers
and trafficked in about $183 million in illegal drugs. Peo-
ple may differ about whether “respectable” people who,

% Tn his reply, Ulbricht references other instances in which people
involved with Silk Road (and its apparent reincarnation, Silk Road
2.0) received significantly lower sentences. Ulbricht does not provide
sufficient detail about those individuals’ conduct, however, to permit
meaningful comparisons with his case.

™ Ulbricht did sell drugs on Silk Road for at least some brief period
of time, when he grew and sold hallucinogenic mushrooms to drum up
interest in the site.
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acting as property owners, money launderers, or other fa-
cilitators of ecrime for personal gain are less guilty than
those who personally handle the narcotics. We cannot
fault the district court for rejecting the argument that Ul-
bricht’s contribution to the narcotics trade was inherently
less culpable than that of the dealers who paid him to use
Silk Road to complete their transactions.

Both the sentencing amici and Ulbricht further con-
tend that the district court placed too much weight on the
notion of general deterrence in meting out the life sen-
tence. Specifically, Ulbricht fears that resorting to “gen-
eral deterrence without any confining principles . . . guar-
antees that [the sentence] will create disparity.” Appel-
lant Br. 139. Amici also observe that academic studies
counsel against placing too much emphasis on general de-
terrence in sentencing because severe criminal punish-
ments do not actually decrease either supply or demand
for illegal drugs. Further, according to ami:ci, the threat
of a long sentence does not deter criminal conduct more
effectively than the threat of a shorter sentence. In his re-
ply, Ulbricht identifies several lucrative dark markets
that have emerged since Silk Road’s demise in 2013. In his
view, the existence of multiple copycat Tor-based illegal
marketplaces proves that general deterrence is illusory
and that the district court placed too much weight on that
factor.

Although those arguments have some support among
scholars and researchers, the ability of a sentence to “af-
ford adequate deterrence to criminal conduct” is a factor
that district courts are required by Congress to consider
in arriving at the appropriate sentence. 18 U.S.C.
§ 3553(a)(2)(B); see United States v. Tran, 519 F.3d 98,
107 (2d Cir. 2008). Congress, moreover, has not concluded
that the persistence of narcotics crimes is a reason to
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abandon the efforts to deter them by lengthy sentences.
The district court observed that “general deterrence
plays a particularly important role” in Ulbricht’s case be-
cause Silk Road is “without serious precedent” and gen-
erated an unusually large amount of public interest. App’x
1532-33. The court thus carefully analyzed the role that
general deterrence played in Ulbricht’s individual case.
At the same time, it is evident from the sentencing tran-
script that general deterrence was “just one element in
the [district court’s] analysis,” id. at 1533, and the district
court considered many other factors before sentencing
Ulbricht to life in prison. Thus, the factor of general de-
terrence, “as explained by the district court, can bear the
weight assigned it under the totality of circumstances in
this case.” Rigas, 583 F.3d at 122.

Finally, Ulbricht and amici point out that life sen-
tences are rare in the federal system, typically reserved
for egregious violent crimes, thus rendering Ulbricht’s
sentence substantively unreasonable.™ Moreover, accord-
ing to amici, life sentences are normally imposed in cases
where that is the district judge’s only sentencing option.
Thus, they claim that Ulbricht’s life sentence is substan-
tively unreasonable in the context of the federal system,
where life sentences are particularly rare for those with
no criminal history who are convicted of drug crimes.™

™ Amici also claim that Ulbricht’s life sentence violates the Eighth
Amendment’s ban on cruel and unusual punishment. That argument
is plainly incorrect in light of binding Supreme Court precedent to the
contrary. See Harmelin, 501 U.S. 957.

"2 In his reply, Ulbricht raises a distinct but related argument for
the first time. He argues that “concurrences from Supreme Court
opinions and dissents from denials of certiorari suggest/[ ] that judicial
factfinding violates a defendant’s constitutional right to a jury trial



107a

We agree with Ulbricht that life sentences are ex-
traordinary and infrequent, which is as it should be. But
the rarity of life sentences does not mean that the imposi-
tion of such a sentence in this case is substantively unrea-
sonable under our law. Each case must be considered on
its own facts and in light of all of the circumstances of a
particular offense as well as other relevant conduct,
which, in this case, includes five attempted murders for
hire. As we have described, the district court carefully
considered Ulbricht’s offense, his personal characteris-
tics, and the context for his erimes, recognizing that only
exceptional cases justify such a severe sentence. Although
we might not have imposed the same sentence ourselves
in the first instance, on the facts of this case a life sentence
was “within the range of permissible decisions” that the
district court could have reached. Rigas, 583 F.3d at 122.

We do not reach our conclusion lightly.” A life sen-
tence is the second most severe penalty that may be im-
posed in the federal criminal justice system. “The size of

where the factfinding renders reasonable an otherwise substantively
unreasonable sentence.” Reply Br. 60. For that proposition, he cites
United States v. Hebert, 813 F.3d 551, 563 (5th Cir. 2015), cert. denied,
137 S. Ct. 37 (2016), Jones v. United States, 135 S. Ct. 8 (2014) (Scalia,
J., dissenting from denial of certiorari), and United States v. White,
551 F.3d 381, 386 (6th Cir. 2008) (Merritt, J., dissenting). His argu-
ment, however, has no support in existing law.

™ The life sentence is particularly severe because, as in all federal
cases, Ulbricht will never be eligible for parole. Unlike state sen-
tences in jurisdictions permitting a sentence of, for example, “25
years to life,” there is no automatic reconsideration of this sentence,
or of whether an offender has reformed, after any lengthy period of
incarceration. We note that, particularly in the case of a young of-
fender, the prisoner will all but certainly change (for better or worse)
after many years of incarceration. In a system without parole, how-
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[Ulbricht’s] sentence alone [therefore] counsels our care-
ful, searching review of it.” Unaited States v. Brown, 843
F.3d 74, 85 (2d Cir. 2016) (Sack., J., concurring). Courts
have the power to condemn a young man to die in prison,
and judges must exercise that power only in a small num-
ber of cases after the deepest thought and reflection. Of
course, any “sentencing proceeding is a solemn occasion
at which the judge has the weighty duty of determining
the fate of another human being.” United States v. Alcan-
tara, 396 F.3d 189, 199 (2d Cir. 2005). We must be espe-
cially sensitive to that duty where the most severe sen-
tences are in question. The district court gave Ulbricht’s
sentence the thorough consideration that it required, re-
viewing the voluminous sentencing submissions, analyz-
ing the factors required by law, and carefully weighing Ul-
bricht’s mitigating arguments. The extraordinarily de-
tailed sentencing transcript shows that the district court
appreciated its important responsibility in considering a
sentence of such magnitude and carried out that respon-
sibility with care and prudence. Under the law, we cannot
say that its decision was substantively unreasonable.

CONCLUSION

For the foregoing reasons, we AFFIRM the judgment
of the district court in all respects.

ever, a sentencing court is forced to exercise its best judgment to pre-
dict whether a sentence of life imprisonment or one of 25, 30, or 50
years is required to serve the purposes of sentencing, without the op-
tion of deferring that judgment to a point at which the effects of in-
carceration, and the passage of time, will be more apparent.
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APPENDIX C

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

No. 14-cr-68 (KBF")

October 10, 2014

UNITED STATES OF AMERICA,
V.

ROSS WILLIAM ULBRICHT
a/k/a “Dread Pirate Roberts,”
a/k/a “DPR,”
a/k/a “Silk Road,”

Defendant,

OPINION & ORDER

KATHERINE B. FORREST, District Judge.

On February 4, 2014, Ross Ulbricht (“defendant” or
“Ulbricht”) was indicted on four counts. (ECF No. 12.) On
September 5, 2014, he was arraigned on superseding in-
dictment S114 Cr. 68 (KBF) (the “Indictment”). The In-
dictment charges Ulbricht with the following crimes: Nar-
cotics Trafficking (Count One), Distribution of Narcotics
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by Means of the Internet (Count Two), Narcotics Traf-
ficking Conspiracy (Count Three), Continuing Criminal
Enterprise (“CCE”) (Count Four), Conspiracy to Commit
and Aid and Abet Computer Hacking (Count Five), Con-
spiracy to Traffic in Fraudulent Identification Documents
(Count Six), and Money Laundering Conspiracy (Count
Seven). (ECF No. 52 (“Ind.”).) Ulbricht’s trial is sched-
uled to commence on November 10, 2014.

Before this Court is defendant’s motion to suppress
virtually all evidence in the case, for a bill of particulars,
and to strike surplusage. (ECF No. 46.) For the reasons
set forth below, the motion is DENIED.

I. BACKGROUND
A. Allegations against Ulbricht

Ulbricht is charged with seven separate crimes-all in-
volving the creation, design, administration and opera-
tions of an online marketplace known as “Silk Road.” The
Government alleges that Ulbricht created Silk Road
(Ind.f 1) and that he has been in control of all aspects of
its administration and operations (Ind.f 3). The Govern-
ment’s charges against Ulbricht are premised upon a
claim that through Silk Road, defendant enabled and fa-
cilitated anonymous transactions in a variety of illicit
goods and services including, inter alia, narcotics, fake
identification documents, and materials used to hack com-
puters, and that he conspired, participated directly in, or
aided and abetted others in substantive crimes.

Silk Road is alleged to have operated on the Tor net-
work (“Tor”). (Declaration of Christopher Tarbell 11 4-5,
ECF No. 57 (“Tarbell Decl.”).) The Tor network is de-
signed to conceal the Internet Protocol (“IP”) addresses
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of the computers operating on it, “including servers host-
ing websites on Tor, such as Silk Road.” (Tarbell Decl.
74.) The Government alleges that Silk Road also sup-
ported anonymity through its reliance on “Bitcoin” as a
method of payment.' (Ind.f 28.) The use of Bitcoins con-
cealed the identities and locations of users transmitting
and receiving funds. (Ind.1 28.) The Government alleges
that over the period of time it was up and running, Silk
Road was used by several thousand drug dealers and well
over one hundred thousand buyers worldwide to purchase
illegal narcotics and illicit goods, and that it was also used
to launder hundreds of millions of dollars derived from
these transactions. (Ind.f 2.) Ulbricht himself'is alleged to
have made commissions worth tens of millions of dollars
from these sales. (Ind.1 3.)

B. The Investigation of Ulbricht

The instant motion is primarily concerned with
whether the Government’s methods for investigating Ul-
bricht violated his Fourth Amendment right to be free
from unreasonable searches and seizures. Importantly,
while the Government alleges that Ulbricht and Silk Road
are one and the same, Ulbricht has not conceded that he
created Silk Road, or that he administered or oversaw its
operations, or even that he used or accessed it at all. Ul-
bricht has not submitted a declaration or affidavit attest-
ing to any personal privacy interest that he may have in
any of the items searched and/or seized and as to which

! Biteoin is the name of an encrypted online currency. It is managed
through a private network and not through any Government, central
bank or formal financial institution. The Government does not allege
that the use of Bitcoin itself is illegal.
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his motion is directed. Ulbricht’s lawyer has, however, ar-
gued that his “expectation of privacy in his laptop, Google
or Facebook accounts” is “manifest” (ECF No. 83 at 2 n.
2), and the Government has stipulated to his “expectation
of privacy” in those (ECF No. 85).%

The Government’s investigation involved, inter alia
the imaging and subsequent search of a server located in
Iceland (the “Icelandic server”) in July 2013. Based in
large part on the results of information learned from the
Icelandic server, the Government then obtained various
court orders for pen-registers and trap and trace devices
(the “Pen-Trap Orders”), and warrants to seize and then
search a number of other servers located within the
United States, as well as a laptop associated with Ulbricht
and his Facebook and Gmail accounts. In total, the Gov-
ernment obtained 14 warrants and court orders over the
course of its investigation. (Declaration of Joshau L.
Dratel 13(a)-(n), ECF No. 47 (“Dratel Decl.”).) Those
warrants and orders are as follows:

Warrant No. 1: Windstream “JTan” server
# 1 (Pennsylvania) (9/9/13);

Warrant No. 2: Windstream “JTan” server
# 2 (Pennsylvania) (9/9/13);

Warrant No. 3: Voxility server (California)
(9/19/13);

20n October 7, 2014, the Court issued an order in which it provided
the defendant a “final opportunity” to submit a declaration or affida-
vit establishing some privacy interest in the items searched and/or
seized. (ECF Nos. 76-77.) By letter dated October 7, 2014, his lawyer
responded that “Mr. Ulbricht rests on his papers already submitted.”
(ECF No. 83.)
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Warrant No. 4: Windstream servers as-
signed host numbers 418, 420 and 421
(Pennsylvania) (10/1/13);

Warrant No. 5: Voxility server with IP ad-
dresses 109.163.234 .40 and 109.163.234.37
(California) (10/1/13);

Warrant No. 6: Samsung laptop with MAC
address 88-53-2E-9C-81-96 (California)
(10/1/13);

Warrant No. 7: Premises at 235 Monterey
Boulevard (California) (10/1/13);

Warrant No. 8: The Facebook account as-
sociated with username “rossulbricht” (Cal-
ifornia) (10/8/13);

Warrant No. 9: The Gmail account rossul-
bricht@gmail.com (10/8/13);

Pen—Trap Order No. 1: To Comcast re IP
address 67.170.232.207 (9/16/13);

Pen-Trap Order No. 2: To Comcast re IP
address 67.169.90.28 (9/19/2013);

Pen-Trap Order No. 3: Re the wireless
router with IP address 67.169.90.28 located
at 235 Monterey Boulevard (California)
(9/20/13);

Pen-Trap Order No. 4: Re certain com-
puter devices associated with MAC ad-
dresses including 88-53-2E-9C-81-96,
(9/20/13); and

Pen-Trap Order No. 5: Re the wireless
router with IP address 67.169.90.28 located
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at 235 Monterey Boulevard (California)
(9/19/13).

According to defendant, virtually all of the Govern-
ment’s evidence stems from the initial search of the Ice-
landie server in July 2013, which occurred before any of
the above warrants issued.? The vast bulk of defendant’s
submission is concerned with raising questions regarding
how the Government obtained the information that led it
to the Icelandic server. One of defendant’s lawyers,
Joshua Horowitz, has some technical training, and he as-
serts that the Government’s explanation of the methods it
used is implausible. (See Declaration of Joshua J. Horo-
witz 194-8, 17-51, ECF No. 70 (“Horowitz Decl.”).) De-
fendant insists that this Court must therefore hold an ev-
identiary hearing to determine whether the methods the
Government asserted it used and that led it to the Ice-
landic server were in fact its actual methods or not. (See
Memorandum of Law in Support of Defendant Ross Ul-
bricht’s Pre-Trial Motions to Suppress Evidence, Order
Production of Discovery, for a Bill of Particulars, and to
Strike Surplusage at 28-34, ECF No. 48 (“Def.’s Br.”); Re-
ply Memorandum of Law in Support of Defendant Ross
Ulbricht’s Pre-Trial Motions to Suppress Evidence, Or-
der Production of Discovery, for a Bill of Particulars, and
to Strike Surplusage at 4-8, ECF No. 69 (“Def.’s Reply
Br.”).) Defendant argues that if that search of the Ice-
landic server was only possible because of a preceding

3U.8. law enforcement began working with law enforcement in Ice-
land on this investigation as early as February 2013. A server—Ilater
determined to no longer be in primary use—was imaged in the spring
or early summer of 2013 (“Icelandic Server # 1”). Ulbricht asserts
that the process leading to the imaging of the server may also have
been constitutionally infirm. But Icelandic Server # 1 is in all events
irrelevant, as the Government has represented that it does not intend
to use any evidence obtained from that server.
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constitutionally infirm investigation, then all subsequent
warrants and court orders based on that search constitute
fruits of the poisonous tree and must be suppressed.

In addition, defendant also asserts that the warrants
relating specifically to the servers located in Pennsylvania
(nos. 1, 2 and 4) as well as the warrants relating to Ul-
bricht’s laptop, Facebook and Gmail accounts (nos. 6, 8
and 9) are unconstitutional general warrants; and finally
that the Pen-Trap Orders were unlawful because a war-
rant was required and they failed to include appropriate
minimization procedures. Defendant has retained experi-
enced counsel who certainly understand Fourth Amend-
ment jurisprudence. It has long been established—indeed,
it is a point as to which there can be no dispute—that (1)
the Fourth Amendment protects the constitutional right
of an individual to be free from unreasonable searches and
seizures; (2) the rights conferred by the Fourth Amend-
ment may not be vicariously asserted; and (3) the Fourth
Amendment does not confer any general right available to
anyone impacted by an investigation to pursue potentially
or actually unlawful law enforcement techniques. The
only exception to that is extremely narrow: when law en-
forcement techniques are so egregious (defined as actions
such as torture, not simply unlawful conduct) as to violate
the Fifth Amendment, a court may suppress the evi-
dence.

Defendant has not asserted a violation of the Fifth
Amendment—nor could he. Defendant has, however,
brought what he must certainly understand is a fatally de-
ficient motion to suppress. He has failed to take the one
step he needed to take to allow the Court to consider his
substantive claims regarding the investigation: he has
failed to submit anything establishing that he has a per-
sonal privacy interest in the Icelandic server or any of the
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other items imaged and/or searched and/or seized. With-
out this, he is in no different position than any third party
would be vis-a-vis those items, and vis-a-vis the investiga-
tion that led U.S. law enforcement officers to Iceland in
the first place.

There is no doubt that since defendant was indicted
and charged with seven serious crimes resulting from that
initial investigation and the searches that followed it, he
has a “personal interest” in the Icelandic server in a collo-
quial sense. But longstanding Supreme Court precedent
draws a stark difference between that sort of interest and
what the law recognizes as necessary to establish a per-
sonal Fourth Amendment right in an object or place. To
establish the latter, defendant must show that he has a
personal privacy interest in the object (e.g., a server) or
premises searched, not just that the search of the specific
object or premises led to his arrest. Were this or any other
court to ignore this requirement in the course of suppress-
ing evidence, the court would undoubtedly have commit-
ted clear error.

Further, defendant could have established such a per-
sonal privacy interest by submitting a sworn statement
that could not be offered against him at trial as evidence
of his guilt (though it could be used to impeach him should
he take the witness stand). Yet he has chosen not to do so.

In short, despite defendant’s assertions and the poten-
tial issues he and his counsel raise regarding the investi-
gation that led to the Icelandic server, he has not provided
the Court with the minimal legal basis necessary to pur-
sue these assertions. Thus, the declaration submitted by
Joshua J. Horowitz, Esq. (ECF No. 70) along with all the
arguments regarding the investigation and the warrants
based on it are not properly before this Court. The only
arguments that this Court must consider as a substantive
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matter are those concerning property and accounts as to
which defendant has an arguable and cognizable (though
itself not legally established) personal privacy interest:
the laptop, the Gmail account, and the Facebook account.*

II. SEARCHES AND SEIZURES
A. The Fourth Amendment

Ulbricht’s motion to suppress evidence is premised
upon an assertion that the Government has, or may have,
engaged in one or more unreasonable searches and sei-
zures in violation of the Fourth Amendment of the U.S.
Constitution. The Fourth Amendment protects the people
against unreasonable searches and seizures. U.S. Const.
amend. IV. “Ever since its inception, the rule excluding
evidence seized in violation of the Fourth Amendment has
been recognized as a principal mode of discouraging law-
less police conduct.” Terry v. Ohio. 392 U.S. 1, 12 (1968).
In the absence of a warrant or the applicability of an ex-
ception, law enforcement does not have a general right to
enter one’s home, rifle through drawers, and take what
might be found therein. See, e.g., United States v. Jenkins,
876 F.2d 1085, 1088 (2d Cir.1989).

Evidence seized in violation of the Fourth Amendment
is subject to exclusion at trial—hence, references to “the
exclusionary rule” in Fourth Amendment jurisprudence.
See, e.g., Terry, 392 U.S. at 13. Exclusion ensures judicial
integrity and protects courts from being made a party to
“lawless invasions of the constitutional rights of citizens
by permitting unhindered governmental use of the fruits

4 For reasons the Court does not understand, Ulbricht chose not to
submit a declaration claiming any personal privacy interest and ex-
pectation of privacy in the search of 235 Monterey Boulevard or the
wireless router located at those premises.
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of such invasion.” Id. Direct and indirect evidence may be
subject to preclusion: all evidence that flows directly or
indirectly from unlawfully seized evidence is considered
“fruit of the poisonous tree.” Wong Sun v. United States,
371 U.S. 471, 484-85 (1963) (the exclusionary rule of the
Fourth Amendment extends to indirect evidence as well
as direct evidence).

“[Tlhe Fourth Amendment protects people, not
places.” Katz v.. United States, 389 U.S. 347, 351 (1967).
In Katz, petitioner sought to suppress evidence of his end
of a telephone call, obtained by the FBI after it placed a
listening device on a public telephone booth. Id. at 348-50.
The Supreme Court defined the issue not as one regard-
ing whether a particular physical space was a constitu-
tionally protected area, or whether physical penetration
of a protected area was required for a Fourth Amendment
violation. Id . at 350-51. This is important for this Court’s
consideration here of Ulbricht’s claims. The Supreme
Court in Katz then stated that the Fourth Amendment
cannot be translated into a general constitutional “right to
privacy,” nor does it cover some nebulous group of “con-
stitutionally protected area[s].” Id. A person’s general
right to privacy—his right to be let alone by other peo-
ple—is, like the protection of his property and his very
life, left largely to the law of the individual states. Id.
Thus, “[w]hat a person knowingly exposes to the public,
even in his own home or office, is not a subject of Fourth
Amendment protection.” Id.

1. Foreign searches and seizures.

The law has long been clear that the protections of the
Fourth Amendment do not extend to searches conducted
outside the United States by foreign law enforcement au-
thorities. See, e.g., United States v. Lee, 723 F.3d 134, 139
(2d Cir.2013) (“[T]he Fourth Amendment’s exclusionary
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rule, which requires that evidence seized in violation of the
Fourth Amendment must be suppressed, generally does
not apply to evidence obtained by searches abroad con-
ducted by foreign officials.”); United States v. Busic, 592
F.2d 13, 23 (2d Cir.1978) (“[T]he Fourth Amendment and
its exclusionary rule do not apply to the law enforcement
activities of foreign authorities acting in their own coun-
try.”); accord_United States v. Peterson, 812 F.2d 486, 490
(9th Cir.1987).

An exception to this rule is when foreign law enforce-
ment authorities become agents of U.S. law enforcement
officials. See Lee, 723 F.3d at 140 (constitutional require-
ments may attach “where the conduct of foreign law en-
forcement officials rendered them agents, or virtual
agents, of United States law enforcement officials” (quot-
ing United States v. Maturo, 982 F.2d 57, 61 (2d
Cir.1992))). If, for instance, U.S. law enforcement was
able to and did command and control the efforts of foreign
law enforcement, an agency relationship might be found.
Unated States v. Getto, 729 F.3d 221, 224 (2d Cir.2013)
(holding that “ongoing collaboration between an Ameri-
can law enforcement agency and its foreign counterpart
in the course of parallel investigations does not—without
American control, direction, or an intent to evade the Con-
stitution—give rise to a relationship sufficient to apply the
exclusionary rule to evidence obtained abroad by foreign
law enforcement”). The foreign searches must, however,
be “reasonable.” In re Terrorist Bombings of U.S. Em-
bassies in K. Africa, 552 F.3d 157, 167 (2d Cir.2008) (hold-
ing that “foreign searches of U.S. citizens conducted by
U.S. agents are subject only to the Fourth Amendment’s



120a

requirement of reasonableness”).” As the Supreme Court
has explained:

The test of reasonableness under the
Fourth Amendment is not capable of pre-
cise definition or mechanical application. In
each case it requires a balancing of the need
for the particular search against the inva-
sion of personal rights that the search en-
tails. Courts must consider the scope of the
particular intrusion, the manner in which it
is conducted, the justification for initiating
it, and the place in which it is conducted.

Bell v. Wolfish, 441 U.S. 520, 559 (1979).
2. Personal privacy interest.

Supreme Court precedent, binding on this and all
courts in this land, establishes that the “capacity to claim
the protection of the Fourth Amendment depends ...
upon whether the person who claims the protection of the
[Fourth] Amendment has a legitimate expectation of pri-
vacy in the invaded place.” Rakas v. Illinots, 439 U.S. 128,
143 (1978); see also United States v. Watson, 404 F.3d 163,
166 (2d Cir. 2005) (affirming denial of a suppression mo-
tion on the basis that the defendant had failed to show an
expectation of privacy). This principle derives from the
Supreme Court’s holding in Katz v. United States, in
which the Court found that while common law trespass
had long governed Fourth Amendment analysis, the ca-
pacity to claim the protection of the Fourth Amendment

5 It is unclear whether foreign searches of objects or premises in
which only non-citizens have a privacy interest are subject to the
Fourth Amendment’s reasonableness requirement. See United
States v. Bin Laden, 126 F. Supp. 2d 264, 276 (S.D.N.Y.2000) (collect-
ing cases).
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depended first and foremost on a personal expectation of
privacy in the invaded place. 389 U.S. at 352-53. The Court
found that even though petitioner was located in a public
telephone booth when the search occurred, “the Govern-
ment’s activities in electronically listening to and record-
ing the petitioner’s words violated the privacy upon which
he justifiably relied . . . and thus constituted a ‘search and
seizure’ within the meaning of the Fourth Amendment.”
Id. at 353.

The law therefore leaves no doubt that Fourth
Amendment rights are based on a personal, subjective ex-
pectation of privacy; they are rights of a person, not rights
of a “thing”—whether that thing be a server, a car, or a
building. If a person—a human—cannot establish a cog-
nizable personal expectation of privacy in the place or
thing searched, there is no Fourth Amendment issue and
no reason to undertake a Fourth Amendment analysis.

How, then, is one’s interest in a place or thing estab-
lished? It must be established by a declaration or other
affirmative statement of the person seeking to vindicate
his or her personal Fourth Amendment interest in the
thing or place searched. See, e.g., United States v. Smith,
621 F.2d 483, 487 (2d Cir.1980) (defendants had no legiti-
mate expectation of privacy in trunk of car where they did
not assert ownership of car, knowledge of trunk’s con-
tents, or access to trunk); United States v. Montoya—
Echevarria, 892 F. Supp. 104, 106 (1995) (“The law is clear
that the burden on the defendant to establish [Fourth
Amendment] standing is met only by sworn evidence, in
the form of affidavit or testimony, from the defendant or
someone with personal knowledge.”); United States v.
Ruggiero, 824 F. Supp. 379 (S.D.N.Y.1993) (“It is well es-
tablished that in order to challenge a search, a defendant
must submit an affidavit from someone with personal
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knowledge demonstrating sufficient facts to show that he
had a legally cognizable privacy interest in the searched
premises at the time of the search.”). The Supreme Court
has also established that the defendant—not the Govern-
ment—bears the burden of proving that he has a legiti-
mate expectation of privacy. Rawlings v. Kentucky. 448
U.S. 98, 104 (1980); see also Watson, 404 F.3d at 166.

The requirement that one must have a personal expec-
tation of privacy at the time of the search in the thing or
place searched is not novel and has been repeatedly liti-
gated. One can easily see why: even if one did not have an
expectation of privacy at the time of the search, the search
might lead to inculpatory evidence. At that point, the
now-defendant might certainly desire that the thing or
place searched had been left alone.

In Rakas, the Supreme Court reviewed the question
of whether passengers in a vehicle that was searched
could move to suppress the evidence obtained thereby.
439 U.S. at 130-32. In that case, the police received a re-
port of a robbery and the description of a getaway car. Id.
at 130. Shortly thereafter, an officer stopped and searched
a vehicle matching that description. /d. The search re-
vealed ammunition and a firearm. Id. Petitioners had
been passengers in the vehicle and were arrested follow-
ing the search. Id. Neither the car nor the evidence seized
belonged to them. Id. at 131. They moved to suppress the
evidence on the basis that the search violated their rights
under the Fourth Amendment. /d. at 130-31.

The question before the Court was presented as
whether petitioners had “standing” to bring the suppres-
sion motion. /d. at 131-32. Petitioners urged the Court to
relax or broaden the rule of standing so that any criminal
defendant at whom a search was “directed” would have
standing to challenge the legality of the search. Id. at 132.
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The Court recognized that prior case law (including Jones
v. United States, 362 U.S. 257 (1960)) had discussed the
concept of standing as whether the individual challenging
the search had been the “victim” of the search. Petitioners
in Rakas urged the Court to broaden the “victim” concept
to a “target theory” of standing for Fourth Amendment
purposes. Id. at 132-33. The Supreme Court declined to do
so, reiterating that the law has long been clear that
Fourth Amendment rights were personal rights which
may not be vicariously asserted. /d. at 133-34. The Court
recited numerous instances over time in which courts had
rejected defendants’ assertions that they were aggrieved
by unconstitutional searches of third parties’ premises or
objects. Id. at 134 (collecting cases). “A person who has
been aggrieved by an illegal search and seizure only
through the introduction of damaging evidence secured
by a search of a third person’s premises or property has
not had any of his Fourth Amendment rights infringed.”
Id. “[T]t is proper to permit only defendants whose Fourth
Amendment rights have been violated to benefit from the
rule’s protections.” Id. The Court stated, “[c]Jonferring
standing to raise vicarious Fourth Amendment claims
would necessarily mean a more widespread invocation of
the exclusionary rule during criminal trials.” Id. at 137.
The Court further reasoned that “[e]ach time the exclu-
sionary rule is applied it exacts a substantial social cost
for the vindication of Fourth Amendment rights,” in that
“[r]elevant and reliable evidence is kept from the trier of
fact and the search for truth at trial is deflected.” Id.

The Court also concluded that whether a defendant
has the right to challenge a search and seizure is best an-
alyzed under “substantive Fourth Amendment doctrine,”
and not standing, though the inquiry ought to be the same
under either. Id. at 139.
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Rakas and the case law on which it is based and which
has followed it thus require this Court to ask whether a
defendant who is challenging a search or seizure has es-
tablished a sufficient personal privacy interest in the
premises or property at issue. A defendant may make
such a showing by asserting that he owned or leased the
premises (for example, the leasing of a server would
count) or had dominion or control over them. Watson, 404
F.3d at 166; United States v. Villegas, 899 F.2d 1324, 1333
(2d Cir.1990). Indeed, to a limited extent, yet to be defined
by the courts, an authorized user of a premises might have
a sufficient expectation of privacy. See Rakas, 439 U.S. at
142-43 (“[A] person can have a legally sufficient interest
in a place other than his own home so that the Fourth
Amendment protects him from unreasonable governmen-
tal intrusion into that place.”). Factual claims made in an
affirmation by defendant’s counsel may be an insufficient
basis upon which to challenge a search if they are made
without personal knowledge or are otherwise insuffi-
ciently probative. See Watson, 404 F.3d at 166-67.

There are limited situations—“extreme case[s],”
United States v. Rahman, 189 F.3d 88, 131 (2d Cir.1999)
(per curiam)—in which a government practice might be
“so outrageous that due process principles would abso-
lutely bar the [GJovernment from invoking judicial pro-
cesses to obtain a conviction . ...” United States v. Rus-
sell, 411 U.S. 423, 431-32 (1973); see also United States v.
Christie, 624 F.3d 558 (3d Cir.2010) (“The pertinent ques-
tion is whether the government’s conduct was so outra-
geous or shocking that it amounted to a due process viola-
tion.”); Czernicki v. United States, 270 F. Supp. 2d 391,
394-95 (S.D.N.Y. 2003). However, only conduct that
“shocks the conscience” amounts to a due process viola-
tion in this context. Rahman, 189 F.3d at 131 (quoting Ro-
chin v. California, 342 U.S. 165, 172(1952)).
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Defendant cites U.S. v. Gelbard, 408 U.S. 41 (1972),
and United States v. Ghailani, 743 F. Supp. 2d 261
(S.D.N.Y.2010), for the proposition that “a defendant is
entitled to know whether a Government’s investigation
was predicated on illegal government conduct, and [ob-
tain] relief therefrom.” (Def.’s Reply Br. at 7.) That is only
so to the extent that the issues concern a defendant’s per-
sonal Fourth Amendment rights, or if “extreme conduct”
is involved. Unlawful conduct alone is not enough. See,
e.g., United States v. Payner, 447 U.S. 727, 729-31 (1980).
In Ghailani, the issue concerned whether the court would
allow testimony from a cooperating witness who had been
tortured. 743 F.Supp.2d at 267. The court ruled that it
would not, id. at 287-88, but importantly, Ghailan: was
“not a Fourth Amendment search and seizure case,” id. at
285.

A defendant seeking both to establish an interest in
items seized, and to put the Government to its proof of es-
tablishing a connection, is protected to the extent that any
declaration or affidavit he submits may not be offered
against him at trial. Stmmons v. United States. 390 U.S.
377, 393-94 (1968) (“[W]hen a defendant testifies in sup-
port of a motion to suppress evidence on Fourth Amend-
ment grounds, his testimony may not thereafter be admit-
ted against him at trial on the issue of guilt unless he
makes no objection.”). This does not insulate the defend-
ant from all risk, however. His statement may nonetheless
be used to impeach him should he take the witness stand
in his own defense and, at that time, open the door to the
statement. United States v. Jaswal, 47 F.3d 539, 543 (2d
Cir. 1995); United States v. Beltran-Gutierrez, 19 F.3d
1287, 1291 (9th Cir.1994). (Of course, perjury in a declara-
tion or on the stand is never permitted; so there are rea-
sons to expect consistency.) It is certainly true, therefore,
that the requirement of a statement of a personal privacy
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interest in an item seized requires a defendant to make
choices.’

Simply asserting a personal privacy interest in a
premises or an object does not-even when a warrantless
search has occurred-require a finding of a Fourth Amend-
ment violation. A court asks a second question: whether
society is willing to recognize that this expectation is, in
turn, reasonable. California v. Ciraolo, 476 U.S. 207, 211
(1986); Katz, 389 U.S. at 360. For instance, that an indi-
vidual has taken measures to restrict third-party viewing
of his activities in a space that he owns or leases does not
necessarily mean that that privacy interest is one society
is prepared to recognize as reasonable. See Ciraolo. 476
U.S. at 209-10, 215 (finding no Fourth Amendment viola-
tion when aerial photographs had been taken above a
property whose owner had taken fairly extensive
measures to shield from view); see also_Oliver v. United
States, 466 U.S. 170, 182-84 (1984) (placement of “No
Trespassing” signs on secluded property does not create
legitimate privacy interest in marijuana fields).

6 The order of proof at trial is known in advance: the Government
bears the burden of proof, which means the Government goes first.
If, after the Government rests, it has failed to present sufficient evi-
dence, the defendant can move pursuant to Rule 29 of the Federal
Rules of Criminal Procedure for a judgment of acquittal. Ulbricht
would not take the witness stand (if at all) until those prior steps had
occurred, and so the impeachment, if any, of Ulbricht with a state-
ment setting forth a privacy interest in the Icelandic server would not
occur until that point. (The Court recognizes that trial strategy is of-
ten cemented during open statements.)
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Assuming a cognizable privacy interest, the court can
then turn to whether the search was lawful.”

3. Warrants.

Searches not incident to arrest or exigent circum-
stances are generally based on a warrant. Kentucky v.
King. 131 S. Ct. 1849, 1856 (2011). The Warrant Clause of
the Fourth Amendment provides that “no Warrants shall
issue, but upon probable cause, supported by Oath or af-
firmation, and particularly describing the place to be
searched, and the persons or things to be seized.” U.S.
Const. amend. IV. An application for a warrant must state
under penalty of perjury facts supporting probable cause.
See U.S. Const. amend. IV (warrant may not issue unless
supported by probable cause, supported by “oath or affir-
mation”). A magistrate judge then reviews the warrant,
determines whether the showing of probable cause and
particularity is sufficient, and if so, signs it. See United
States v. George, 975 F.2d 72, 76 (2d Cir.1992) (“The par-
ticularity requirement prevents this sort of privacy inva-
sion and reduces the breadth of the search to that which a
detached and neutral magistrate has determined is sup-
ported by probable cause.”). A magistrate judge’s review
is based on the totality of the circumstances. Illinois v.
Gates, 462 U.S. 213, 238-39 (1983). In later reviewing such

" In the absence of a cognizable privacy interest, the Court has no
basis to proceed with a suppression motion, and therefore no basis on
which to hold an evidentiary hearing. Evidentiary hearings are only
necessary when a defendant makes a sufficient offer of proof with re-
spect to his allegation that a false statement was made knowingly and
intentionally, or with reckless disregard for the truth, by an affiant in
a warrant affidavit, and if, when material that is the subject of the
alleged falsity or reckless disregard is set to one side, there remains
sufficient content in the warrant affidavit to support a finding of prob-
able cause, no evidentiary hearing is required. Franks v. Delaware.
438 U.S. 154, 171 (1978)
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determination on a motion to suppress, the reviewing
court is to give the magistrate judge’s review a high de-
gree of deference. See id. at 236 (“A magistrate’s ‘deter-
mination of probable cause should be paid great deference
by reviewing courts.” (quoting Spinelli v. United States,
393 U.S. 410, 419 (1969). abrogated on other grounds by
Gates, 462 U.S. 213))).

In addition to its probable cause requirement, the
Warrant Clause contains a prohibition against “general
warrants.” Andresen v. Maryland, 427 U.S. 463, 480
(1976). “The problem (posed by a general warrant) is not
that of intrusion Per se, but of a general, exploratory rum-
maging in a person’s belongings . .. (the Fourth Amend-
ment addresses the problem) by requiring a ‘particular
description’ of the things to be seized.” Id. at 480 (quoting
Coolidge v. New Hampshire. 403 U.S. 443, 467 (1971)).
General warrants are therefore prohibited; the particu-
larity requirement is to ensure that nothing is left to the
discretion of the officer when a warrant is being exe-
cuted—if the item is described as among those to be
seized, it may be seized. See Andresen, at 480; see also
Stanford v. Texas, 379 U.S. 476, 485 (1965).

B. The Riley, Jones, and Kyllo Cases

Defendant refers to the decisions in Riley v. Califor-
nia, 134 S. Ct. 2473 (2014), United States v. Jones, 132 S.
Ct. 945 (2012), and Kyllo v. Unated States, 533 U.S. 27
(2001), as supportive of his motions to suppress and as re-
sponding to the “essential privacy imperatives of the dig-
ital age.” (Def.’s Reply Br. at 1, 13, 19, 21-28; see also
Def.’s Br. at 3, 13-15, 17-19, 22-28, 42, 45-49, 59.) These
cases do not help defendant on this motion. They are con-
sistent, not inconsistent, with the above longstanding
Fourth Amendment principles.
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Riley concerned the search of data on a seized cell
phone. The lawfulness of the seizure of the object itself-
the cell phone-was not contested. The subsequent search
of the data on the cell phone was. In Riley, the defendant
was stopped for a traffic violation which resulted in his ar-
rest on weapons charges. 134 S. Ct. at 2480. A cell phone
was seized as a result of a lawful search of Riley’s person
incident to his arrest. Id. The arresting officer reviewed
the contents of the cell phone without a warrant, and an-
other officer conducted a subsequent and further review
of those contents. /d. at 2480-81. The Supreme Court ar-
ticulated the issue before it as how the requirement of
“the reasonableness of a warrantless search incident to a
lawful arrest” applies to “modern cell phones.” Id. at 2482,
2484. The Court acknowledged that the rationale of prior
cases dealing with searches incident to arrest involving
physical objects (such as those typically found on an ar-
restee’s person) did not have as much force in the digital
context. A “search of the information on a cell phone bears
little resemblance to the type of brief, physical search con-
sidered in [United States v. Robinson, 414 U.S. 218
(1973)].” Id. at 2485. Because the data on a cell phone are
generally far more extensive than the contents of physical
objects and do not present the same type of safety issues,
the Court determined that warrants are generally re-
quired to search the contents of cell phones. /d. at 2485-86.
The Court based its decision both on the potential breadth
of the information a cell phone might contain, as well as
on the fact that digital data generally cannot be used as a
weapon or to cause immediate physical danger. Id. Noth-
ing in the Court’s opinion in Riley suggests any departure
from any of the principles regarding the need to establish
a personal privacy interest, as discussed above, and as is
obvious, the opinion says nothing concerning searches by
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foreign law enforcement officers outside the United
States.

Jones concerned the warrantless attachment of a
Global-Positioning—System (“GPS”) tracking device to a
Jeep vehicle and the subsequent monitoring of the move-
ments of that vehicle. 132 S. Ct. at 948. The Supreme
Court examined the question of whether the physical
placement of the GPS device constituted a search within
the meaning of the Fourth Amendment and found that it
did. There, the Supreme Court returned to age-old con-
cepts of physical trespass and the Fourth Amendment.
See 1d. at 949-54. In this context, the physical attachment
of the device was found to unreasonably intrude on the de-
fendant’s reasonable expectation of privacy and, “[b]y at-
taching to the device to the Jeep, officers encroached on a
protected area.” Id. at 952. The Court acknowledged that
more nuanced cases—such as situations involving the
transmission of electronic signals without trespass—were
different from the case then at hand and would be subject
to analysis under the factors set forth in Katz. Id. at 953.
Jomnes neither alters nor extends Fourth Amendment law
in light of the digital era. Indeed, the majority opinion
looks more to the past than it does to the future.

In Kyllo, the Supreme Court did find that relatively
new technology—thermal imaging used on the exterior of
a private residence, and which provided information as to
what was occurring in that private residence—constituted
a search for purposes of the Fourth Amendment. Kyllo,
533 U.S. at 40. The thermal imaging was performed from
the exterior of the house and occurred over a span of just
a few minutes. Id. at 29-30. Based upon the information
obtained, the investigating agent drew the conclusion that
the residence functioned in part as a grow-house for ma-
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rijuana. Id. at 30. There, too, the Court applied longstand-
ing principles of law to find that the defendant had a rea-
sonable expectation of privacy in his residence—the sanc-
tity of which has long been the concern of Fourth Amend-
ment jurisprudence. Id. at 34-40. The Court held that
“[wlhere, as here, the Government uses a device that is
not in general public use, to explore details of the home
that would previously have been unknowable without
physical intrusion, the surveillance is a ‘search’ and is pre-
sumptively unreasonable without a warrant.” Id. at 40.

C. Discussion

Here, the Government obtained nine warrants and
five pen-trap orders. Ulbricht argues that all of the war-
rants and orders suffer from one overarching infirmity:
they are based on the cursory recitation of an “investiga-
tion” that was only possible as the result of the search that
led to the authorities to Iceland. Ulbricht argues that how
that search was conducted is unknown, and that if it was
conducted in an unlawful manner, then all of the warrants
are constitutionally defective.®

8 Ulbricht also argues that the magistrate judges who received the
warrant applications failed appropriately to inquire into how the pre-
liminary investigation was conducted. (Def.’s Br. at 36-37.) For all of
the reasons discussed throughout this opinion, he has not established
a personal privacy interest that would allow him to pursue this argu-
ment. Nevertheless, even if this Court were to perform a substantive
review of the merits it would find that there is no deficiency. This
Court is to give a receiving magistrate’s determination of probable
cause a high degree of deference. See Gates, 462 U.S. at 236. It is ap-
parent from the face of the affidavit in support of Warrant No. 1-
which contains a handwritten addition by the affiant and the initials
of the reviewing magistrate-that the application was carefully re-
viewed and probable cause established.
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Ulbricht’s motion is largely, therefore, directed at an
investigation and search of objects (servers) and premises
in which he has carefully avoided establishing a personal
privacy interest. As the above principles make clear, just
because the investigation eventually led to his arrest on
criminal charges does not ipso facto give him a privacy in-
terest in any Silk Road servers. Katz, 389 U.S. at 351
(“ITlhe Fourth Amendment protects people, not
places.”).

As the Court has set forth above, Ulbricht was pro-
vided ample opportunity to establish such an interest—in-
cluding an additional and specific request by this Court on
October 7, 2014. (ECF Nos. 76-77.) He elected to “rest|[ |
on his papers.” (ECF No. 83.) This is either because he in
fact has no personal privacy interest in the Icelandic
server, or because he has made a tactical decision not to
reveal that he does.

The requirement to establish a personal privacy inter-
est might appear to place Ulbricht in a catch-22: if the
Government must prove any connection between himself
and Silk Road, requiring him to concede such a connection
to establish his standing the searches and seizures at issue
could be perceived as unfair. But as Ulbricht surely
knows, this is not the first court, nor is he the first defend-
ant, to raise such an issue. See, e.g., Payner, 447 U.S. 7217.
In Payner, the Government obtained evidence against a
defendant based on a “flagrantly illegal search of a [third
party’s] briefcase.” Id. at 729. The Supreme Court refer-
enced having decided Rakas the prior term, reaffirming
the “established rule that a court may not exclude evi-
dence under the Fourth Amendment unless it finds that
an unlawful seizure violated the defendant’s own constitu-
tional rights.” Id. at 731 (collecting cases). “And the de-
fendant’s Fourth Amendment rights are violated only
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when the challenged conduct invaded his legitimate ex-
pectation of privacy rather than that of a third party.” Id.
(emphasis in original) (citing, inter alia, Rakas, 439 U.S.
at 143.)

While the district court and the circuit court in Payner
recognized this rule, they directly stated that a federal
court should use its supervisory power to suppress evi-
dence tainted by gross illegalities that did not infringe the
defendant’s constitutional rights. Id. at 733. The Supreme
Court disagreed—and found that the extension of the su-
pervisory power would “enable federal courts to exercise
a standardless discretion in their application of the exclu-
sionary rule to enforce the Fourth Amendment.” Id. at
733. The Supreme Court reiterated that it did not condone
lawless behavior—but nor did lawless behavior command
“the exclusion of evidence in every case of illegality.” Id.
at 734. “Our cases have consistently recognized that un-
bending application of the exclusionary sanction to en-
force ideals of government rectitude would impede unac-
ceptably the truth-finding functions of the judge and
jury.” Id. The Court concluded that “the supervisory
power does not authorize a federal court to suppress oth-
erwise admissible evidence on the ground that it was
seized unlawfully from a third party not before the court.”
Id. at 735.

Ulbricht and other defendants seeking to both estab-
lish an interest in items seized, and put the Government
to its proof of establishing a connection, are protected to
the extent that any declaration or affidavit may not be of-
fered against the defendant at trial. See Simmons, 390
U.S. at 393-94 (a defendant’s sworn statements offered in
support of a motion to suppress may not thereafter be ad-
mitted against him at trial on the issue of guilt unless de-
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fendant does not object). This does not insulate the de-
fendant from all risk, however. His statement may none-
theless be used to impeach the defendant should he take
the witness stand in his own defense and, at that time,
open the door to the statement on direct. United States v.
Jaswal, 47 F.3d 539, 543 (2d Cir. 1995); Unated States v.
Beltran-Gutierrez, 19 F.3d 1287, 1291 (9th Cir. 1994). It is
certainly true, therefore, that the requirement of a state-
ment of a personal privacy interest in an item seized re-
quires a defendant to make hard choices. One choice is to
establish an interest if such exists to enable a court to take
up important issues. That could not or was not done here.

Here, the Court does not know whether Ulbricht made
a tactical choice because he is—as they say—between a
rock and a hard place, or because he truly has no personal
privacy interest in the servers at issue.

It is clear, however, that this Court may not proceed
with a Fourth Amendment analysis in the absence of the
requisite interest. If a third party leased a server on which
the Government unlawfully intruded in the investigation
that led to the Icelandic server, under Katz, Rakas,
Pawvner, and a host of other case law, that is no basis for
an assertion by Ulbricht that his Fourth Amendment
rights were violated. Thus, whatever methods used—law-
ful or unlawful—are beyond this Court’s purview. Paymner,
447 U.S. at 735. Ulbricht therefore has no basis to chal-
lenge as violations of his Fourth Amendment rights: (1)
the investigation that preceded and led to the Icelandic
server, (2) the imaging and search of the Icelandic server,
and (3) Warrant Nos. 1, 2, 3, 4, 5, and 7.°

9 Ulbricht has also argued that Warrant Nos. 1,2, 3, 4, 5, and 7 are
unlawful “general warrants.” (See Def.’s Reply Br. at 3.) For the same
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Ulbricht has not proffered a statement that he had a
personal expectation of privacy in the laptop (Warrant
No. 6), Facebook (Warrant No. 8) or Gmail accounts
(Warrant No. 9). While his lawyer stated that his privacy
interest in the accounts and his laptop is “manifest” (ECF
No. 83 at 2 n. 2), the law has long held that statements
submitted by attorneys that are merely conclusory or that
do not allege personal knowledge on the part of the attor-
ney are insufficient to create an issue of fact. See United
States v. Motley. 130 Fed. App’x 508, 510 (2d Cir. 2005)
(summary order) (citing Lipton v. Nature Co.. 71 F.3d
464, 469 (2d Cir. 1995); United States v. Gillette. 383 F.2d
843, 848-49 (2d Cir. 1967). While the Court may assume
based on his attorney’s statement and the Government’s
stated intention not to contest that position that these ac-
counts and the laptop belong to Ulbricht, that does not
necessarily mean that he has a reasonable expectation of
privacy as to their respective contents. There are, of
course, many ways in which users may set up the privacy
settings or password protection for their Facebook and
Gmail accounts, as well as access to their laptops—and
these settings and protections are relevant to a Katz anal-
ysis. See Unated States v. Meregildo, 883 F. Supp. 2d 523,
525 (S.D.N.Y. 2012) (“When a social media user dissemi-
nates his postings and information to the public, they are
not protected by the Fourth Amendment. However, post-
ings using more secure privacy settings reflect the user’s
intent to preserve information as private and may be con-
stitutionally protected.” (citations omitted)). It is also pos-

reasons that he lacks a sufficient Fourth Amendment interest to chal-
lenge the investigatory technique that underlies the probable cause
recited in the warrants, so too he lacks a sufficient interest as to this
argument.
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sible for more than one individual to have access to a sin-
gle shared Facebook or Gmail account. It also seems
likely that many of Ulbricht’s emails were to individuals
other than himself, which could defeat an expectation of
privacy in them. See United States v. Lifshitz, 369 F.3d
173, 190 (2d Cir. 2004) (explaining that emailers generally
lose a legitimate expectation of privacy in an email that
has already reached its recipient (citing Guest v. Leis, 255
F.3d 325, 333 (6th Cir. 2001)))."* The Court has no idea
whether Ulbricht had a reasonable subjective expectation
that all aspects of his Facebook and Gmail accounts would
be private, or none. The Court has no idea whether his
laptop was password protected or not. And that makes a
difference. The Court cannot just assume a subjective ex-
pectation of privacy."

10 The Court does not here decide that Ulbricht could never have
an expectation of privacy in an email he sent to a third party.

11Tt is particularly inappropriate to do so in light of published user
terms for both Gmail accounts and Facebook which indicate that un-
der certain circumstances the accounts may be turned over, without
notice, to law enforcement. See Privacy Policy, Google,
http://www.google.com/policies/privacy/ (last modified Mar. 31, 2014)
(“Your domain administrator may be able to . . . receive your account
information in order to satisfy applicable law, regulation, legal pro-
cess or enforceable government request. . . . We will share personal
information with companies, organizations or individuals outside of
Google if we have a good-faith belief that . . . the information is rea-
sonably necessary to: meet any applicable law, regulation, legal pro-
cess, or enforceable governmental request.”); Information for Law
Enforcement Authorities, Facebook, https:/www.facebook.com/
safety/groups/law/guidelines/ (last visited October 9, 2014) (explain-
ing that under certain circumstances Facebook may provide a user’s
information to law enforcement authorities without notice to the
user).
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In any event, the warrants relating to these three
items were lawful. As the Court has set forth above, Ul-
bricht cannot challenge the initial investigation that led to
the Icelandic server. Information obtained from the
search of that server led law enforcement to other servers
within the United States (as to which Ulbricht similarly
has no demonstrated privacy interest), and the infor-
mation gathered as a result of those searches undoubtedly
found its way into the probable cause analysis for Warrant
Nos. 6, 8 and 9. That probable cause supported Warrants
6, 8 and 9 was well and solidly established—even without
the deference this Court must give to the reviewing mag-
istrate judge. See Gates, 462 U.S. at 236; United States v.
Martin, 426 F.3d 68, 73 (2d Cir. 2005) (courts must afford
a presumption of validity to the affidavits supporting a
search warrant); United States v. Carpenter, 341 F.3d
666, 670 (8th Cir. 2003) (“[Sluppression remains an appro-
priate remedy where ‘the issuing magistrate wholly aban-
doned his judicial role.” (quoting United States v. Leon,
468 U.S. 897, 923 (1984))). Thus, the warrants do not suf-
fer from any probable cause deficiency.

Nor are these general warrants. A general warrant is
one that lacks particularity as to the item to be seized or
as to what should be searched. George, 975 F.2d at 75.
Here, they were specific as to both. The warrants identi-
fied the laptop and the accounts by name. There was no
lack of specificity as to the items to be seized. Thus, the
entirety of the laptop and data on the hard drive of that
laptop was seized, along with the entirety of the accounts.

The warrants were also specific, however, as to what
type of evidence should be searched for. Each of the war-
rants listed specific categories of items, including evi-
dence of aliases, evidence concerning attempts to obtain
fake identification, writings which can be used as stylistic
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comparisons for other “anonymous” writings, evidence
concerning Ulbricht’s travel patterns or movement, com-
munications with co-conspirators regarding specified of-
fenses, evidence concerning Bitcoin in connection with the
specified offenses, and other evidence relating to the spec-
ified offenses. (See Dratel Decl. exs. 11, 13, 14.)

It is certainly true that in order to search for the spec-
ified items, the Warrants sought to seize the entirety of
the laptop, the Facebook account, and the Gmail account.
But this does not transform the warrants into general
warrants. Indeed, it is important not to confuse the sepa-
rate concepts of the seizure of an item—which were quite
specifically identified but which were seized in their en-
tirety—with the search itself. The search is plainly related
to the specific evidence sought. It has long been perfectly
appropriate to search the entirety of a premises or object
as to which a warrant has issued based on probable cause,
for specific evidence as enumerated in the warrant, which
is then to be seized. For instance, warrants have long al-
lowed searching a house high and low for narcotics—in-
deed, it is rare that drug dealers point out the hidden trap
in the basemen—or reviewing an entire file cabinet to find
files that serve as evidence of money laundering activity,
which might be intermingled with files documenting law-
ful and irrelevant activity. This case simply involves the
digital equivalent of seizing the entirety of a car to search
for weapons located within it, where the probable cause
for the search is based on a possible weapons offense.

In In the Matter of a Warrant for All Content and
Other Information Associated with the Email Account at
xxxxe@Gmail.com Maintained at the Premises Con-
trolled by Google, Inc., No. 14 Mag. 309, 2014 WL 3583529
(S.D.N.Y. Aug. 7, 2014) (“Gmail”), Magistrate Judge
Gorenstein comprehensively reviewed the current state of
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the law in this area. In that case, the Government sought
a warrant in connection with an investigation to allow it to
search the entirety of a Gmail account for specified evi-
dence of a crime, as to which sufficient probable cause had
been demonstrated. Id. at *1. The warrant did not contain
a particular search protocol and did not limit the amount
of time the Government could take to review the infor-
mation Google would provide in response to the warrant.
Id. The warrant also did not provide for later destruction
of the material. /d. The court reviewed Fourth Amend-
ment principles with a particular focus on the require-
ment that courts assess the “reasonableness” of a search.
Id. at *2. The court noted that courts in Washington, D.C.
and Kansas had denied applications seeking warrants for
entire email accounts, at least without protocols in place.
Id. at *3. The court found that under long established
precedent, when officers executing warrants went, for in-
stance, to a home or office, and were authorized to seize
particular types of documents, they generally were re-
quired to look into the places where any and all documents
were stored; there was no practice and certainly no re-
quirement that people universally applied to the organi-
zation of their documents to assist in quick and direct lo-
cation of responsive documents should they ever be the
subject of a warrant. That was not real life. Some latitude
for searches had to be allowed; this was particularly true
with regard to electronic evidence would could be even
more voluminous and undifferentiated than paper docu-
ments. See id. at *5.

Judge Gorenstein applied these principles to the war-
rant before him and determined that because it specified
the particular crimes as to which evidence was sought—
and as to which probable cause had been established—it
was not overbroad. Id. at *7. He noted that the Federal
Rules of Criminal Procedure had been amended in 2009
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to provide for a procedure in which a warrant could au-
thorize the seizure of electronic storage media or the sei-
zure or copying of electronically stored information—and
that unless the warrant otherwise requires it, a later re-
view of the media or information is allowed. Id. at *6 (cit-
ing Fed. R. Crim. P. 41(e)(2)(B)). The decision also noted
the Second Circuit’s ruling in United States v. Ganias, 755
F.3d 125 (2d Cir. 2014), in which the Second Circuit held
that while wholesale removal of all tangible papers from a
premises was not generally acceptable, electronic media
posed a different set of issues. Gmail, 2014 WL 3583529,
at *6. In Ganias, the Court stated that “[i]n light of the
significant burdens on-site review would place on both the
individual and the Government, the creation of mirror im-
ages for offsite review is constitutionally permissible. . ..”
755 F.3d at 135.

This Court agrees entirely with Judge Gorenstein’s
rationale. Warrants 6, 8 and 9 are substantially similar to
the warrant before Judge Gorenstein, and similarly have
the necessary particularity."

12 Even if this Court were to find that the magistrate judges who
issued the warrants erred by approving the clauses to which Ulbricht
objects as overly broad, the application of the exclusionary rule here
would still be inappropriate, as the law enforcement agents who exe-
cuted the searches and seizures at issue were entitled to rely in good
faith upon the magistrate judges’ probable cause determinations, and
the warrant applications here were not so “lacking in indicia of prob-
able cause” nor so “facially deficient” that reliance upon the warrant
was “entirely unreasonable.” Id. at 921-23 (quotation omitted).

The Court further notes that while it is certainly true that there
circumstances under which a warrant that authorizes a seizure of
“any communications or writings” in the email account of a defendant
would be overbroad, it is also true that a magistrate judge’s review of
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III. PEN-TRAP ORDERS

Defendant argues that the Pen-Trap Orders were de-
ficient for two reasons: (1) the information obtained
through the Pen-Trap Orders should have been the sub-
ject of a warrant application, and (2) the orders failed to
include appropriate minimization procedures. Both argu-
ments are meritless.

The law is clear—and there is truly no room for de-
bate—that the type of information sought in Pen-Trap or-
ders 1, 2, 3, 4, and 5 was entirely appropriate for that type
of order.” See 18 U.S.C. §§ 3121 et seq. In Smith v. Mar-
yland, 442 U.S. 735 (1979), the Supreme Court found that
the use of a pen-register did not constitute a search for
Fourth Amendment purposes, id. at 745-46. To the extent

a warrant application must be based on the totality of the circum-
stances. Gates, 462 U.S. at 238-39. Here, these circumstances in-
cluded many steps taken by members of the alleged conspiracy to
maintain their anonymity while creating, designing, administering,
operating, and using the Silk Road website, and they included the use
of idiosynecratic linguistic patterns by the website’s administrator.
Given the high degree of deference that this Court must afford the
review of the magistrate judge, see id. at 236, it is not this Court’s
place to second-guess their decision that the warrants were not overly
broad in the context of a case where anonymity and the usage of idio-
syncratic linguistic patterns are key issues.

13 The information related to the IP addresses of individual packets
of data sent to and from a particular IP address. The content of the
communications was not requested. Pen-trap devices have frequently
been used to obtain precisely that which was sought here. Before the
Internet became widely used, pen-trap devices were used to obtain
information regarding the telephone numbers associated with incom-
ing and outgoing telephone calls. Smith v. Maryland, 442 U.S. 735
(1979).
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Ulbricht wants to make novel Fourth Amendment argu-
ments with regard to the Pen-Trap Orders,™* he has not
established the requisite privacy interest (as discussed at
length above) to do so. The Court will therefore not con-
sider those arguments.

Ulbricht’s minimization argument is similarly
off-base. Minimization refers to protocols and is used in
the wiretap context to prevent investigators from listen-
ing to conversations irrelevant to their investigation. See
28 U.S.C. § 2518 (wiretaps must be conducted “in such a
way as to minimize the interception of communications
not otherwise subject to interception”). Minimization is di-
rected at content. See United States v. Rizzo, 491 F.2d
215, 216 n. 3 (2d Cir. 1974) (federal minimization laws do
not apply “to mere interception of what telephone num-
bers are called, as opposed to the interception of the con-
tents of the conversations”). The Pen-Trap Orders do not
seek the content of internet communications in any di-
rectly relevant sense.

IV. BILL OF PARTICULARS

Defendant moves for an order requiring the Govern-
ment to provide a bill of particulars. (Def.’s Br. at 65-79.)
Defendant argues that in the absence of additional factual
detail not contained in the Indictment, he will be unable to
prepare his defense and will have an insufficient basis to

14 Defendant argues that the scope of information that can be
gleaned from Internet routing information “allows for a profile of an
individual’s activity far more concrete and comprehensive” that what
the telephone numbers associated with a telephone call would reveal.
(Def.’s Reply Br. at 25.) He urges that as a result, Smith v. Mary-
land—which occurred in the context of landline telephones—is inap-
posite. This Court cannot consider that argument in light of the lack
of a demonstrated privacy interest.
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make double jeopardy challenges to potential future
charges. (Id. at 65.) Defendant argues that the volume of
discovery weighs in favor of a bill of particulars. (Id. at
65-66.)

Rule 7(f) of the Federal Rules of Criminal Procedure
provides that a court may direct the Government to file a
bill of particulars. Fed. R. Crim. P. 7(f). However, a bill of
particulars is required “only where the charges of the in-
dictment are so general that they do not advise the de-
fendant of the specific acts of which he is accused.” United
States v. Walsh. 194 F.3d 37, 47 (2d Cir.1999) (quoting
United States v. Torres. 901 F.2d 205, 234 (2d Cir.1990)).

A bill of particulars is also unnecessary when the Gov-
ernment has produced materials in discovery concerning
the witnesses and other evidence. See id. (“[A] bill of par-
ticulars is not necessary where the government has made
sufficient disclosures concerning its evidence and wit-
nesses by other means.”) In Torres, the Second Circuit af-
firmed the district court’s denial of a bill of particulars in
part because the defendants were provided with consider-
able evidentiary detail outside of the indictment. 901 F.2d
at 233-34; see also United States v. Panza, 750 F.2d 1141,
1148 (2d Cir. 1984). Thus, in determining whether to order
a bill of particulars, a court must examine the totality of
the information available to defendant, both through the
indictment and through pre-trial discovery. United States
v. Bin Laden, 92 F. Supp. 2d 225, 233 (S.D.N.Y. 2000). The
purpose of the bill of particulars is to avoid prejudicial sur-
prise at trial and give defendant sufficient information to
meet the charges against him. /d. (citing Torres, 901 F.2d
at 234).

In Bin Laden, the court granted the defendants’ mo-
tion for a bill of particulars. /d. at 227. There, however, the
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indictment charged 15 named defendants with 267 dis-
crete criminal offenses, it charged certain defendants with
229 counts of murder, it covered a period of nearly ten
years, and it alleged 144 overt acts in various countries.
Id. at 227-28. The court noted that the “geographical
scope of the conspiracies charged in the indictment is un-
usually vast.” Id.

There is no provision in the Federal Rules of Criminal
Procedure for the type of broad, sweeping discovery Ul-
bricht seeks here. Neither the nature of this indictment or
the produced discovery calls for a departure from these
general rules. That this case has a high profile does not
mean that it requires special treatment. Moreover, there
can be no doubt that the Indictment here is specific
enough to advise Ulbricht of the acts of which he is ac-
cused, namely creating, designing, administering and op-
erating the Silk Road website, which allegedly served as
an online one-stop-shop for narcotics, fake identification
documents, and materials used to hack computers, and
which was specifically designed to rely on Bitcoin, a
method of payment designed to conceal the identities and
locations of users transmitting and receiving funds. This
case is unlike Bin Laden, which concerned hundreds of
offenses associated with over one hundred alleged actions
committed in far corners of the globe—it concerns a sin-
gle defendant who is alleged to have run a single and
clearly identified website. Further, the Court has gone to
considerable lengths to ensure that Ulbricht has access to
evidentiary detail outside of the Indictment, including en-
suring that a laptop preloaded with certain discovery ma-
terials was provided to Ulbricht for use at the Metropoli-
tan Detention Center (“MDC”) and particular accommo-
dations regarding the length of time he can routinely ac-
cess the information. (ECF No. 40.) A bill of particulars is
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wholly unnecessary to avoid prejudicially surprising Ul-
bricht at trial.

V. SURPLUSAGE

Rule 7(d) of the Federal Rules of Criminal Procedure
provides that, upon a motion by defendant, a court may
strike extraneous matter or surplusage from an indict-
ment. Fed.R.Crim.P. 7(d). However, “[m]otions to strike
surplusage from an indictment will be granted only where
the challenged allegations are not relevant to the crime
charged and are inflammatory or prejudicial.” United
States v. Mulder, 273 F.3d 91, 99 (2d Cir. 2001) (quoting
United States v. Scarpa, 913 F.2d 993, 1013 (2d Cir.
1990)).

Courts have held that statements providing back-
ground are relevant and need not be struck. Id. at 99-100
(in action charging extortion relating to labor coalitions,
upholding district court’s decision not to strike back-
ground on tacties and purposes of labor coalitions).

The surplusage issues defendant has raised relating
largely to the murder for hire assertions need not be fully
addressed at this time. Courts in this district routinely
await the presentation of the Government’s evidence at
trial before ruling on a motion to strike surplusage. See,
e.g., Scarpa, 913 F.2d at 1012; United States v. Persico,
621 F. Supp. 842, 861 (S.D.N.Y. 1985); United States v.
Ahmed, No. 10 Cr. 131 (PKC), 2011 WL 5041456, at *3
(S.D.N.Y. Oct. 21, 2011).

In Ahmed, the defendant’s motion to strike surplusage
related to background information regarding civil and
sectarian violence in Somalia and the anti-American ani-
mus of Al Shabaab, which was designated by the Secre-
tary of State as a “foreign terrorist organization.” Ahmed,
2011 WL 5041456, at *1-2. The court held that it would
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await presentation of the Government’s evidence at trial,
and stated further that the Government would have some
latitude to “demonstrat[e] the nexus between defendant’s
conduct and American interests, as well as the back-
ground of others who are members of the charged con-
spiracies.” Id. at *3. The Court noted that denial of the
motion without prejudice to renew might also allow the
parties to reach a pre-trial stipulation, as had occurred in
United States v. Yousef, No. S3 08 Cr. 1213 (JFK), 2011
WL 2899244 (S.D.N.Y. June 30, 2011). Ahmed, 2011 WL
5041456, at *3. Here, as in Ahmed, the Court will await
the Government’s presentation at trial.

VI. CONCLUSION

For the reasons set forth above, defendant’s motion to
suppress, for a bill of particulars and to strike surplusage
is DENIED.

The Clerk of Court is directed to close the motion at
ECF No. 46.
SO ORDERED.

Dated: New York, New York
October 10, 2014

— B .

KATHERINE B. FORREST
United States District Judge
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